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1. Overall Description:

SA5 Thanks SA3 for their LS on Security Aspects of H(e)NB Remediation. SA5 has analysed the questions posed by SA3 and provided the following answers:
1. Which remote remediation procedures are currently defined for H(e)NB?

SA5 has not defined any remediation procedure specifically, as we have not made any decisions on this concept yet. Factory Rest procedure defined in 32.583 and TR-069 may be understood as one form of a remediation procedure. 
2. Can SA5 specify the security-relevant procedures 1)-3) within Rel-9?

a. With respect to alarms raised by H(e)NB in case of security violations, SA5 kindly requests SA3 to refer to the list of currently supported Alarm Types specified in 32.111-2 Annex A and Probable Causes specified in 32.111-2 Annex B. SA5 requests SA3 to verify if the currently supported alarms satisfy the needs for distress alarm reporting for H(e)NB and to inform H(e)NB if additional alarm types and/or probable causes. SA5 may define new alarms if SA3 requires new security measures that may not be addressed by existing alarm types and/or probable causes.
b. Please see the previous item 2.a. and item 1.
c. Internal actions performed by H(e)NB in response to fatal device security breach, such as shutdown, are not specified by SA5. Any security-related internal conditions and/or internal actions may need to be studied by SA3. With respect to blacklisting the device ID in H(e)MS, SA5 also does not specify the implementation of the H(e)MS. Note though that existing H(e)NB configuration parameters specified in TR-196 for HNB and in 32.592 for HeNB provide the means for H(e)MS to prevent handovers to and from specific H(e)NBs. 
3. What assumptions does SA5 make on OAM connectivity between H(e)NB and H(e)MS (regarding availability, failure, recovery etc.)?
Please refer to 32.583 and 32.593 for connectivity procedures between H(e)NB and H(e)MS specified by SA5. 
2. Actions to SA3 group:

SA5 kindly asks SA3 to provide feedback from a security perspective on the following points:

1. Are the existing procedure defined in SA5 sufficient for the remediation requirement in SA3?
2. Are the existing alarm types and probable cause types specified in 32.111-2 Annex A and Probable Causes specified in 32.111-2 Annex B sufficient for H(e)NB?
3. How can the validity of an alarm be verified if the device has been compromised?
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