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1
Decision/action requested

It is requested to discuss & approve the contribution on applicability statement TR069 Inform & Periodic File Upload of TR069 which is way forward for alarm management for HNB. 
2
References

3
Rationale

We have disucussed various aspects of TR069 Inform & Periodic File Upload in detail. This document is presenting the pros & cons of both methods. 
4
Discussion
4.1 
Scope
Two options are currently advocated for FM for HNB deployments:

· Option 1: Active/Passive notification of alarms based on TR069 Inform method. Active notification means that the HNB establishes a connection to the TR069 manger when an alarm is raised, while passive notification means that the HNB waits for the next TR069 connection establishment before notifying the TR069 about the alarm. Active/Passive status is set for each alarm object in the data model using the SetParameterValue RPC.

· Option 2: File based approach:
· Options 2.1: Autonomous periodic file upload: a file is periodically uploaded to a file server containing a list of raised alarms. The period is set by the TR069 manager using RPC SetParameterValue along with other parameters such as: 

· The URL of the File Server

· The credentials for accessing the File Server

· The Name of the file to be periodically uploaded

· The moment of first Upload

The HNB autonomously opens an (S)FTP connection every period and uploads a file on the server. The autonomous periodic file upload procedure is not TR069 compliant. In addition, TR-069 Amendment 2 mandates the HNB to send an AutonomousTransferComplete RPC, to indicate to the TR-069 server that a given file has been uploaded.

· Option 2.2: Upload RPC triggered file upload:  The TR069 manager instructs the HNB to upload a file by means of the RPC Upload method using the following parameters :

· The URL of the File Server

· The credentials for accessing the File Server

· The Name of the file to be periodically uploaded

· The moment of first Upload

In this option the operator could configure a policy on the TR069 manager to allow periodic uploads: each time, a TR069 connection is established and then the HNB is instructed by means of the Upload RPC to perform the file upload. Once the file upload is achieved the HNB notifies the TR069 manager success/failure of the upload. This achieves exactly the same result as the previous method but it is fully TR069 compliant.

This document attempts to provide a pros/cons analysis of both methods and concludes with an applicability statement for both methods.
4.2 
Analysis of the two approaches:

4.2.1 
Compliance to TR-069
	Criteria
	TR069 active/passive notification
	Periodic file approach

	Compliance to TR069 standards
	Fully specified in BBF TR069 standard.
	While an RPC method for file upload is specified in TR069 as an optional feature (not mandated for a CPE device controlled by TR069), periodic file upload has never been specified in TR069 standards. TR069 can set the periodicity of the file upload but it’s not clear if the HNB shall send a transfer complete notification to the TR069 as per the upload method or not. Therefore an interoperability issue might arise if no extensions to TR069 are specified.

Periodic File Upload is not specified in TR-069. Therefore, defining such a procedure might be subject to different interpretations:

1) The Periodic File Upload may be considered as a procedure controlled by the HMS. If this is the case, and due to the master-slave nature of TR-069, the device (HNB) MUST conform to the ACS. Upon expiration of the periodic timer, the device MUST therefore send the File. And this, even if the file is empty. Deviating from this rule, would automatically mean non compliance to TR-069.

2) One may also consider the Periodic File Upload as an example of Autonomous Transfer Procedure. This procedure  requires the HNB to adhere to Amendment 2 of the TR-069 specification. This is a limitation for this approach, since the HNB will be mandate to implement an optional command.

In any case, the fact that this procedure is subject to interpretation is a limitation of this approach, which might create interoperability problems.

	Periodicity of alarm upload
	There is no need to set periodicity when TR069 notifications of alarms are used. Alarms are notified to the TR069 manager as these arise for critical alarms. If there is a need to periodically send e.g. an alarm history table, TR069 specified a PeriodicInform method that could be used to send e.g. an history table.
	If period is set to a low value then the file server needs to be carefully dimensioned to manage a large number of connections and data.

If the periodicity is set too high then there are risks that critical alarms are not conveyed on time to the operator.

In both cases, if no alarms are raised, an empty file will have to be uploaded to the file server.


4.2.2 
Proactive Actions by the HMS

If the alarm is critical and it goes directly to the HMS, then the HMS can take proactive/automatic actions. Examples of such measures are  
· perform a GetParameterValue on specific parameters, 

· troubleshoot the HNB via TR-069, 

· perform a SetParameterValue on a specific set of Data Model parameters, etc

Thanks to these automatic actions, erros/problems can be solved automatically. This means that in some of the case, the subscriber will not even need to call the operator.  Call deflection and reduction of average handling time in the call center is a huge operational issue for the service providers, and being able to proactively correct problems, and to use the HMS to troubleshoot and interrogate and fix the device when the subscriber does call in makes a huge difference.  If while the subscriber is one the phone with the call center, an extra step needs to be done to send up a file, find the file, parse the file, and then use the information to drive interaction with the device, that could take a significantly longer period of time and cause a poor subscriber experience and make it more expensive for the operator. 

4.2.3 
Tuning the Periodicity

The following table specifies the requirements for the overall OAM architecture / operational practices of both options.

	TR069 active/passive notification
	Periodic file approach

	The operator needs to make a distinction between critical alarms and less critical ones. Only critical alarms that necessitate operator action such as troubleshooting will be configured for active notifications.
	The operators needs to carefully tune the periodicity of the file upload eventually on a case by case basis (the period may differ from one subscriber to the other, residential vs. business, etc.)

There is a need to add a new logic on top of the file server in order to analyze all the uploaded files and trigger the TR069 server about a specific alarm that is reported. The protocol between the file server and the TR069 has not been specified in standards.


4.2.4 
Alarm history 

A requirement exist on alarm history: e.g. when an alarm is raised, when it is cleared, etc. The following table provides how alarm history can be implemented for both approaches.
	TR069 active/passive notification
	Periodic file approach

	The datamodel specifies a multi instance object (basically a table) with a limited size to avoid memory overflow. Each time an alarm is raised or cleared an entry is populated in the table to log an alarm type, a status (raised/cleared) along with related time information. If the table is full the first entry in the table is overwritten, etc.

Based on operator policy, the TR069 manager could obtain from the HNB the history of alarms through a GetParameterValue RPC.
	Each time an alarm is raised or cleared an entry is appended in the alarm history file. 

Based on operator policy, the TR069 manager could request the history of alarms from the HNB through the Upload RPC which will instruct file upload of the history file.

The use of a table in the datamodel is also feasible. When the TR069 manager requests to upload the alarm history information, a file is built and uploaded to the file server.

In both cases as per the previous paragraph a new logic is needed on top of the file server to convey the alarm information to the TR069 manager in a proprietary fashion


4.2.5 
Integrated HNB –Residential Gateway

The Residential Gateways TODAY report alarms to the TR-069 Server using the TR-069 notification mechanism. Adopting a different alarm reporting mechanism for the HNB than for the Residential Gateway creates the following problems:

· If the HNB is standalone (i.e. not integrated with the Residential Gateway), the HNB and the Residential Gateway will report their respective alarms using different mechanisms. This creates complexity at the operator side.

· If the HNB is integrated with the Residential Gateway, alarms will be reported to the TR-069 server using different mechanisms, depending on whether the alarms are generated on the Residential Gateway side, or on the HNB side. In itself, this will make integration of the fault management of the device difficult. It also means that the file reported by the HNB will never be sufficient to troubleshoot and identify the problem(s), because this file will only contain a portion of the alarm information on the device.
5 
Conclusion and applicability statement

As described in this paper, the FM File based approach is not applicable for an alarm framework in which alarms and faults are communicated to the HMS when they occur (aka "real-time" or "semi real-time"). When the file approach is used a tradeoff needs to be made by the operator who will need to constantly optimize the periodicity of the file upload.

The FM File-based approach is applicable in a resynchronization or history scenario. In this scenario, the HMS can trigger the HNB to upload an FM File to a dedicated Server. TR069 allows a similar feature  through GetParameterValue RPCs on dedicated objects in the Femto Data Model, in which alarms are stored. This approach based on the GetParmeterValue RPC is natively supported by a TR-069 compliant HNB (the GetParameterValue is a mandatory command that MUST be supported by the HNB and the HMS).

In the case of the alarm file approach, in order to trigger troubleshooting and network maintenance measures following a raised alarm, there is a need for a new logic that analyses the alarm files reported by HNB and report alarm information to the TR069 manager (in a proprietary fashion). This is not needed in the case of TR069 active notification because alarm notifications are send directly to the TR069 manager 

In conclusion the TR069 RPC methods provides a superior and common (wireline and wireless) fault management framework that allows triggering prompt operators actions to take corrective measures in case critical alarms are raised. The file approach if tuned to provide real time notification will result in additional complexity and cost (see section 3.3) . This approach will increase the load on the BB connectivity uplink. If the Tr-069 Server Triggered Periodic Upload procedure is used, the load will increase on the interface between the TR-69 Server and the HNB. The 2 File Upload approaches will also make the proactive actions by the HMS more complex (HMS bypassed).

Way forward: In an effort to be completely aligned with TR069 while address all the requirements this contribution suggest to Mandate Option 1 (Active/Passive notification of alarms based on TR069 Inform method) and option 2.2 (Upload RPC Triggered file upload). 



































































