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Decision/action requested

Discuss and conclude on Recommendations outlined in Section 3
2
References

Current SA5 email discussions on this topic
3
Proposal
Connection request (CR) is a feature of TR-069
 which allows Auto Configuration Server (ACS) to make a request to device to connect to it.  This feature is necessary in Femto deployments in order to establish a management session between HNB and ACS.  3GPP needs to establish a procedure for CR in light of IPSec and presence of HNB-GW.   

This proposal provides:

· background for the discussion of use-cases outlined in 32.821

· proposes provisions for IP address stability

· proposes details for connection requests via HNB-GW compatible with TR-069

TR-069 Connection Request Mechanisms

TR-069 sessions are always initiated by the CPE to the ACS.  The CR mechanism allows ACS to signal to the CPE that it wants it to establish a session with the ACS.   TR-069 defines two mechanisms for CR:

· HTTP-based (section 3.2.2):  This mechanism is required for CPE support and uses HTTP GET with digest
 authentication.  Requires a routable IP address to HNB and provisioning of authentication credentials on CPE and back-end.  


· STUN-based mechanism (Annex G):    This is a relatively new and optional mechanism, which uses an adaptation of STUN protocol.  The CPE must constantly send STUN UDP packets in order to keep NAT holes open.  The ACS can then make CRs via the STUN server.  
The STUN-based mechanism is not well suited to Femto deployments.  It introduces unnecessary traffic, extra management infrastructure and is not widely implemented by CPE / ACS vendors.  Considering that IPSec tunnel is required in Femto solutions, it is quite unnecessary to add overhead of STUN.  As such, this contribution does not consider the STUN-based mechanism. 

The basic HTTP-based mechanism is simple and should be leveraged.  However, it has certain limitations which should be addressed for Femto deployments.  It requires use of digest authentication, which introduces extra provisioning/management overhead.  It can also result in excessive number of updates of IP address changes to the ACS.  The load of such updates should be considered and can be avoided completely in a carefully designed architecture.  This contribution will further discuss this issue and propose a number of complimentary solutions. 

Connection Requests IP Address

Regardless of CR mechanism used, TR-069 specifies that ACS learns the ConnectionRequestURL
 value from the CPE.  In case of connection request done via IPSec tunnel, the ACS would learn the CR URL as depicted in Figure 1. 
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Figure 1 – IP update after tunnel is up

This means that every time that CPE gets a new IP address when establishing a tunnel, it must notify ACS, which has to persist the change.  

IP Address Stability

With IPSec, the CPE can to have a routable IP address from the ACS for the duration of the IPSec sessions.  However, it must be considered that IPSec tunnel is established over third-party internet connection. In some environments, the connections will not be stable due to DSL modem’s PPP session time out (connect-on demand feature).  

This can result in very frequent IP address changes – several times a day per device.  With 10 million devices in deployment and 10 updates per device, the total number of updates to the ACS would be 1160/sec, all requiring database update.  If devices reconnect more often (which is possible) this number would be even greater.  Needless to say, better alternatives are needed.  They are available and we describe them below.  

Proposals

1. We recommend keeping both use-cases in document 32.921 for connection request: one direct to FAP via a tunnel and another via HNB-GW.  The reasons for the latter are explained below. 


2. We recommend that IP Sec tunnel IP address stickiness be required for the solution with direct connection requests via the IPSec tunnel.  The solutions can be as follows:


a. Require HNB to persist the last IP address it received from SecGW and request the same IP address from the SecGW.  The SecGW should be encouraged to provide the HNB with the same IP address whenever possible. 


b. As an alternative, propose that static reservation of IP addresses are used, such that the SecGW provides the same IP address to the same client. 


3. For CR via IP Sec tunnel, we recommend that TR-069 requirement for digest authentication be relaxed.  Since the request occurs via a secure tunnel, we recommend that HNB perform no additional authentication for a connection request which comes in via the IPSec tunnel. 

4. The solutions for IP address stickiness described in item #2 are not fully adequate.  Recommendation 2.a does not guarantee stickiness if SecGW re-uses the IP address.   Recommendation 2.b introduces a lot of management overhead for IP address reservations.  For these reasons, we also recommend that an alternative for connection request via HNB-GW be standardize as well.  This option will be particularly useful for large deployments. 

5. For CR via HNB-GW, we recommend use of the same HTTP mechanism, which requires no changes on the ACS part.  The HNB will create a CR URL which points ACS to the appropriate HNB-GW.  The URL would contain a query string identifying a specific device.   The ACS makes an HTTP connection request as usual.  The HTTP request goes to HGW-GW, which in turn uses HNBAP (lu-h) protocol to trigger the HNB to establish a TR-069 session with the ACS.  The flow is illustrated in Figure 2.
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Figure 2 – CR via HNB-GW

The advantages of this approach are:

· No change to ACS implementation of TR-069 connection request

· No need to update ACS every time IP Sec IP address changes

· No need to manage IP Sec address stability

· Leverage HNBAP protocol which goes over IP Sec tunnel

The security concerns around connection requests are minimal. As such, the authentication of HTTP GET to HNB-GW for CR can be made optional.  Otherwise, digest authentication should be recommended and provisioning of credentials on ACS and HNB-GW is not difficult. 

Conclusion

We recommend discussion around TR-069 connection request functionality for Femto deployments.  We proposed several guidelines for the basic connection request via IPSec tunnel.  We proposed leaving the use-case for connections requests via HNB-GW and provided an outline for a potential using such a mechanism.  
------------------------------------------------------END OF CONTRIBUTION------------------------------------------------------

� � HYPERLINK "http://www.broadband-forum.org/technical/download/TR-069Amendment2.pdf" ��http://www.broadband-forum.org/technical/download/TR-069Amendment2.pdf�


� � HYPERLINK "http://www.rfc-editor.org/cgi-bin/rfcdoctype.pl?loc=RFC&letsgo=2617&type=http&file_format=txt" ��http://www.rfc-editor.org/cgi-bin/rfcdoctype.pl?loc=RFC&letsgo=2617&type=http&file_format=txt�


� � HYPERLINK "http://www.broadband-forum.org/technical/download/TR-106%20Amendment%201.pdf" ��http://www.broadband-forum.org/technical/download/TR-106%20Amendment%201.pdf�
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