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Decision/action requested

The group is asked to discuss the proposed requirements for 3G HNB OAM&P (for type 1 interface), and introduce the agreed part into the draft TS 32.XX1.
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3
Rationale

In 3GPP SA5#62, the meeting discussed [2] and agreed on new work item on 3G HNB OAM&P(Interface Type 1 Management). This contribution is to add requirements to the TS32.xx1, TR32.821[1] is referenced as a part of input.
4
Detailed proposal

Text Proposal for TS 32.XX1
	1st Modified Section


6.5
Requirements

6.5.1
Configuration Management
The HNB shall support Configuration Management to enable the operator to administer the HNB through a TR-069 HMS for HNB-GW Discovery and HNB Configuration Updates. 

The requirements for configuration management are as follows
REQ-OAMP-CM-001: The HNB configuration shall be administered through the HMS utilising the TR-069 CWMP Protocol, reference [3].
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Figure 1: HNB/HNB-GW Configuration Management

Once the HNB is powered on and configured the HNB shall connect to the designated HNB-GW and register the HNB using an HNBAP Registration Message, reference [6] and [7], uploading any HNB information relevant for the HNB-GW to provide service to the HNB.

HNB OAM Traffic can be transferred through the SecGW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway. The SecGW used by the HNB for OAM traffic can be a different entity from the SecGW used by the HNB for Voice/Data Services  
REQ-OAMP-CM-002: The HNB Data Model administered by the HMS for Configuration Management shall be based on the following:

a.Broadband Forum TR-106 Amendment 2 Data Model, reference [8]
b.HNB Service Data Model, reference [9]
REQ-OAMP-CM-003:.The HNB can communicate with the HMS via TR-069 CWMP, reference [3], through two security mechanisms determined by the Network Operator’s Security Policies:

· utilising SSL/TLS outside the IPSec Tunnel
· within the IPSec Tunnel with the option to utilise SSL/TLS within the IPSEC Tunnel for additional end-to-end security
TR-069 CPE devices are currently factory programmed with a Bootstrap HMS URL only and therefore HNB capable CPEs requiring to utilise IPSEC for connection to the HMS either require to be factory programmed with Bootstrap Security Gateway/IPSec Information or this information is supplied outside of the IPSEC tunnel before tunnel establishment utilisng SSL/TLS
REQ-OAMP-CM-004:.Network Operator’s with a consolidated Broadband and HNB offering shall be able to combine and support the two Data Models on the same HMS Platform within their network.

REQ-OAMP-CM-005:.. The HTTP Connection request can be sent to the HNB from the Serving HMS by one of the following mechanisms:

· HTTP Connection Request message sent from the Serving HMS to the Security Gateway to be forwarded to the 3G HNB
· HTTP Connection Request message sent from the Serving HMS to the Serving HNB-GW to be sent to the 3G HNB via HNBAP. 

	End of 1st modifications


	2nd Modified Section


6.5
Requirements
6.5.2
Performance Management

The HNB shall support Performance Management to enable the operator to monitor the HNB Network. 

The requirements for performance management are as follows
REQ-OAMP-PM-001: The HNB shall have the capability to capture and store HNB related Performance Information.  
REQ-OAMP-PM-002:.. The HNB shall have the Performance capabilities administered through the HMS and shall allow the direct upload of Performance Files from the HNB to a designated File Server. 
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Figure 2: HNB Performance Management

HNB OAM Traffic can be transferred through the SecGW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway.

REQ-OAMP-PM-003:..The HNB shall have the capability for the retrieval of the Performance Information from the HNB either via TR-069 RPC Method Calls or by requesting via TR-069 the uploading of an XML File to a File Server.
REQ-OAMP-PM-004: The HNB shall have the capability to be setup with a periodic action which instigates the producing of an XML File at regular intervals which contains the HNB performance Information and then uploads the XML File to a File Server
REQ-OAMP-PM-005:The XML File Formats produced by the HNB shall adhere to the 3GPP XML Performance Management File Formats, reference [10].
REQ-OAMP-PM-006:..The HNB shall upload Files using one of the following mechanisms:
a.HTTPS PUT and GET with/without Username/Password

b.SFTP with/without Username/Password 
c.HTTP PUT with/without Username/Password

d.FTP with/without Username/Password
REQ-OAMP-PM-007:..The HMS shall have the capability to completely clear performance counters from the HNB Performance Table via TR-069 RPC Method Calls

REQ-OAMP-PM-008:..The HMS shall have the capability to initiate HNB diagnostic testing via TR-069 RPC Method Calls

	End of 2nd modifications


	3rd Modified Section


6.5
Requirements
6.5.3
Fault Management

The HNB shall support Fault Management to enable the operator to maintain his mobile network with HNBs with high availability and good quality of service. 

The HNBs shall constantly perform error detection and the requirements for fault management are as follows:

REQ-OAMP-FM-001:.The HNB shall have the capability to generate events to indicate fault conditions on the HNB or provide a notification  of a change in HNB state which isn’t related to the occurrence of a fault condition
REQ-OAMP-FM-002:. The HNB shall have the Fault Management capabilities administered through the HMS, shall send Fault Management Event Messages to the EMS via the HMS using TR_069 RPC Methods, reference [3], and shall allow the direct upload of Event Files from the HNB to a designated File Server. 
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Figure 8: HNB Fault Management

HNB OAM Traffic can be transferred through the SecGW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway.

REQ-OAMP-FM-003:.The HNB shall support the 3G Fault Management Requirements as defined in 3GPP TS.32.111-1, reference [11].

REQ-OAMP-FM-004:..The TR-069 Event Objects to be sent to the HMS by the HNB shall support the inclusion of the appropriate Information attributes for ease of integration to the upstream Itf interface, as defined in 3GPP TS.32.111-2, reference [12].
In particular the following attributes shall be included in raised events:
a. Time of Event -  indicates the date and time when the event is raised
b. Event Identifier – uniquely identifies an Event at that particular time for the lifecycle of the ecent

c. EventNotificationReason – identifies the reason for sending the event – New, changed, or cleared event.

d. ManagedObjectnstance - specifies the instance of the Informational Object Class in which the HMB event occurred by carrying the Distinguished Name (DN) of this object instance
e. EventType - indicates the type of event.  See 3GPP TS32.111-2 Annex A, reference [12], for information on pre-defined event types from the 3GPP standards for alarm type.
f. ProbableCause - It qualifies the event and provides further information than eventType.  See 3GPP TS32.111-2 Annex B, reference [12] for information on pre-defined Probable Causes from the 3GPP standards mapped to alarm type.

g. SpecificProblem - identifies the specific event which occurred on the HNB which is vendor defined
h. PerceivedSeverity - indicates the relative level of urgency for operator attention for an alarm, please see ITU_T Recommendation X.733, and can be one of the following in order of severity -  Critical, Major, Minor, Warning, and Cleared

i. AdditionalText - provides a textual string which is vendor defined
j. AdditionalInformation - contains additional information about the event and is vendor defined
REQ-OAMP-FM-005:...The HNB shall maintain the following  information:

a.Event Management Information which contains the event management and reporting parameters configurable by the HMS

b.Active Events List – Events with a defined lifecycle (Raised, Modified, Cleared)

c.History of Events which would contain multiple notifications for a single event due to the lifecycle state changes of the event.

d.Event Queue – events queued to be sent to the EMS from the HNB on connection to the HMS  

REQ-OAMP-FM-006:..The HNB shall issue events to the HMS based on the configuration of the specific event’s reporting mechanism parameter

a.Active – the HNB connects to the HMS immediately to raise the event and logs the event in the Event History. 
If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

b.Queue – the HNB queues the event internally pending connection to the HMS,  logs the event in the Event History, and eventually delivers the event to the HMS as a result of one of the following:

i.periodic connection

ii.connection to the EMS due to another reason

If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

c.Log – the HNB stores the event in the Event History and can only be retrieved by the HMS by retrieving the Event History via TR-069 or requesting the uploading of an Event History File to the HMS. 

If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

d.Disabled – the HNB discards the event completely.

REQ-OAMP-FM-007:..The HNB shall handle an event not configured in the HNB with Event Configuration Information with the same functionality used to handle a configured event with a notification setting of “Log”. 
REQ-OAMP-FM-008:..The HMS shall have the ability to throttle the sending of events from the HNB to the HMS by the following:

a.Setting of an overall HNB Event Forwarding Parameter

(1)Enabled – The HNB handles events as described in REQ-OAMP-FM-006 above

(2)Moderate – The HNB handles events as described in REQ-OAMP-FM-006 above with the exception of restricting the number of alarms sent to the EMS within a certain time window as configured within the HNB Event Moderate Parameters.

(3)BlockSending -  The HNB handles events in REQ-OAMP-FM-006 above with the exception that alarms aren’t sent to the EMS and will remain in the HNB event queue even on EMS connection. The changing of the Event Forwarding Parameter to “Enabled” or “Moderate” will result in the events being flushed from the HNB to the EMS.

(4)Disabled -  The HNB handles events as described in REQ-OAMP-FM-006above with the exception that alarms aren’t sent to the EMS and will not be placed on the HNB Event queue used to store pending events to be sent to the EMS.

b.Setting of the HNB Event Moderate Parameters which consists of the number of alarms to be sent per time unit and is used to spread the sending of events across a time window when the Event Forwarding Parameter is set to “Moderate”.

REQ-OAMP-FM-009:... The HNB shall have the capability for the retrieval of any or all of the following from the HNB either via TR-069 RPC Method Calls or by requesting via TR-069 the uploading of an XML File with specific content from the HNB:

a.History of Events

b.Active Events List

REQ-OAMP-FM-010: The HNB shall have the capability to be setup with a periodic action which instigates the producing and uploading of an XML File to a File Server with any or all of the following below information:

a.History of Events

b.Active Events List

REQ-OAMP-FM-011:.The XML File Formats produced by the HNB shall be based on 3GPP XML File Formats which are based on the exisiting 3GPP XML Performance Management File Formats for File Headers, File Footers, and formatting, reference [10]
REQ-OAMP-FM-012:..The HMS shall have the capability to configure the HNB Events Configuration via TR-069 RPC Method Calls

REQ-OAMP-FM-013:...The HNB shall upload Files using one of the following mechanisms:
a.HTTPS PUT and GET with/without Username/Password
b.SFTP with/without Username/Password 
c.HTTP PUT with/without Username/Password

d.FTP with/without Username/Password
REQ-OAMP-FM-014:....The HMS shall have the capability to clear events from the HNB Active Events List via TR-069 RPC Method Calls.

REQ-OAMP-FM-015:..The HMS shall have the capability to completely purge one or all of the following held on the HNB:

a.History of Events

b.Active Events List

c.Pending Events Delivery Queue

	End of 3rd modifications
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