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Decision/action requested

To agree on a solution to prohibit X2 connections from HeNBs.
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Rationale

In [1], four Use Cases for ANR are introduced. This contribution discusses problems with Use Case 2 in [1]. The topic of this Use Case is Home eNBs (HeNBs). The objective of this contribution is to find a sound solution for this Use Case.
3.1
Problem

Use Case 2 in [1] says:

“IRP Manager needs to be able to allow and forbid the establishment of X2 interfaces from the source HeNBs to a target macro eNB”
The Use Case has a justification:

“Justification: Due to potentially large number of HeNBs in the vicinity of a macro eNB, X2 establishment requests from HeNB might saturate the physical ports of the macro eNB (not in terms of bandwidth saturation but rather the saturation in terms of the number of simultaneous establishment requests supported).”
This Use Case assumes that there are many HeNBs in the vicinity of a macro eNB. Many or all of the HeNBs need to be prohibited from initiating X2 connections to the macro eNB. As this Use Case is placed in [1] which deals with ANR, we assume that the author of this Use Case expects that management of Neighbour Relations is intended to fulfill this Use Case. Using NRs to fulfill this Use Case has many drawbacks:
1. When ANR is active, Neighbour Relations are discovered by the ANR function. When the ANR function discovers a new neighbour cell, it is reported to the O&M system. The O&M system may realize that the source HeNB should not initiate an X2 connection to the eNB which has the new cell. If so, the O&M system “blacklists” X2 connections from the source HeNB to the new eNB.  However, this takes a certain time, and during that time, the HeNB might very well have tried to set up an X2 connection already, increasing the load on the Macro eNB.
2. It is expected that a large volume of HeNBs are deployed. As they are placed in a home environment, their radio environment may change rapidly. If the procedure in item 1 is used, there is a risk that the O&M system will have to spend a significant amount of time managing these NRs. 
3. HeNBs are not necessarily permanently connected to the O&M system. Also, HeNBs can not initiate connections to the O&M system. See section 6.1.1 in [3]. Therefore, the procedure in item 1 may be delayed until the O&M system connects to the HeNB. 

Furthermore, a number of topics relating to HeNBs are still not clear:

4. In [2], section 7.2, RAN3 has agreed that “There are no reasons to establish X2 interface connectivity between LTE Home NodeBs and between LTE Home NodeBs and  LTE Macro Layer to enable handover”. If handover is not used, Load balancing will not be used either. This leaves us with the possibility for using ICIC over X2, together with possible future uses. This leaves SA5 with an unclear view of X2 usage for HeNBs. 
5. If (inherently insecure) HeNBs are to use X2 to macro eNBs, the HeNBs needs to know the IP address of the macro eNBs, and needs to connect to the macro eNB. As there is little support for determining which HeNB connect to which macro eNB, all of, or large portions of the macro eNB network needs to be connectable from all or a large portion of all HeNBs. Hence, allowing X2 between HeNBs and macro eNBs imposes a significant security risk for the macro eNB layer. 
3.2
Requirements
The drawbacks in section 3.1 make it clear that NRs are not an appropriate tool for fulfilling this Use Case. To fulfill this Use Case, a solution needs to meet the following requirements:
a) The solution needs to be proactive instead of reactive. In other words, when a new neighbour cell is discovered, the HeNB should know what to do, without any interaction with the O&M system.

b) The solution needs to scale to the large number of HeNBs anticipated in E-UTRAN systems.

c) The solution needs to work without HeNBs having a permanent connection to O&M.
d) The solution needs to work without the need for HeNBs to communicate with O&M.
e) The solution needs to be sound form a security point of view.

3.3
Conclusion

Because of the drawbacks in section 3.1, we propose that SA5 finds a solution other than Neighbour Relation management for this Use Case. 

We propose to agree on the requirements in section 3.2.

We propose to send a LS to RAN2 and RAN3, outlining the drawbacks and the requirements we have identified, and asking RAN2 and RAN3 for a solution.
4
Detailed proposal

We propose the following:
1. We propose to add the following note to the Use Case 2:
Note: The validity of this Use Case is FFS pending a RAN2/RAN3 recommendation.
2. Based on drawbacks and unclear topics presented in 3.1 above, we believe a valid solution to Use Case 2 should not be based on Neighbour Relations. Therefore, we propose to move this Use Case from [1] to 32.761 [4].
3. We propose that SA5 sends a LS to RAN3 and RAN2:

a. The LS should present the problems in section 3.1 and requirements in section 3.2. The LS should ask for a proposal for a solution.

b. The LS should ask whether X2 connections are allowed to/from HeNBs at all.
c. The LS should ask how an eNB can tell if a newly discovered eNB is a HeNB or not. 
d. The LS should ask whether it is acceptable from a security point of view to divulge IP addresses for macro eNBs to HeNBs. 

4. We propose the following specification level requirements text to be added to 32.761 [4]: 
REQ-XXX-001
Prohibiting X2 connections from HeNBs to macro eNBs shall be proactive instead of reactive. In other words, when a new neighbour cell is discovered, the HeNB should know what to do, without any interaction with the O&M system.

REQ-XXX-002
Prohibiting X2 connections from HeNBs to macro eNBs shall scale to the large number of HeNBs anticipated in E-UTRAN systems.

REQ-XXX-003
Prohibiting X2 connections from HeNBs to macro eNBs shall work without HeNBs having a permanent connection to O&M.

REQ-XXX-004
Prohibiting X2 connections from HeNBs to macro eNBs shall work without the need for HeNBs to communicate with O&M.
REQ-XXX-005
Prohibiting X2 connections from HeNBs to macro eNBs shall be sound form a security point of view.

