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1. Introduction

This contribution proposes a set of OAM Requirements and a set of Use-Cases for HNB GW discovery, HNB registration, and configuration updates between the HNB and HNB GW aligned with the 3GPP SA1 contribution S1-082360 titled “OA&M Requirements for HNB/HeNB” [2] and subsequent requirements identified by SA1 [7].
2. New Terminology

BD


Broadband Device

BDMS

Broadband Device Management System
HMS

Home Node B Management System

HNB

Home NodeB

HGWMS

Home Node B Gateway Management System
3. Discussion

3G HNBs are consumer products which provide 3G Services in the home utilising the internet connection, provided by the Consumer’s Broadband Device, to connect to the Mobile Operator’s Core Network HNB Gateways. The Mobile Operator’s Business model may also include the broadband service offering and therefore support for a consolidated Management Platform needs to be taken into account by 3GPP SA5 for HNB-GW Discovery Procedures.
3GPP SA1 requirements contained within 3GPP TS 22.220 v0.3.0 [7] state that the OAM procedures shall be as closely aligned as possible with those that are commonly used in broadband access networks as defined in [3] which is the TR-069 CPE WAN Management Protocol.
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Figure 1: HNB/HNB-GW architecture with O&M interfaces

Figure 1 is the Home Node B equivalent to Figure 9 in the 3GPP specification TS 25.401 [6] and depicts both an integrated HNB on the left side and standalone HNB with a co-located Broadband Service on the right hand side.  

The logical OAM is the signalling associated with the control of logical resources owned by the Management Platform but physically implemented in the HNB and notified to the HNB-GW. This contribution suggests that the messages needed in the information exchange between the Management Platform and the HNB are an integral part of TR-069 as defined by the Broadband Forum [3]. The subsequent messages needed in the information exchange between the HNB and the HNB-GW are an integral part of HNBAP as defined by 3GPP RAN3.

Implementation Specific OAM functions are heavily dependent on the implementation of the HNB, both for its hardware components and for the management of the software components. This contribution suggests that the messages needed in the information exchange are an integral part of TR-069 as defined by the Broadband Forum [3]. 

There are two equivalent, alternative paths for communications between the HNB and the Management Platform for O&M purposes.  These are:
1.   The TR-069 management path is between the HNB and the Management Platform via a secure IPSec tunnel that terminates at the Security Gateway element of the HNB-GW.  Management traffic is then routed from the private side of the Security Gateway through the operator’s IP network to reach the Management Platform.  The TR-069 management traffic may share the same IPSec SA as the HNB bearer and control traffic, or may optionally use a discrete IPSec SA in the same, or a different IPSec tunnel instance, as per Figure 2.
2.  The TR-069 management path is directly between the HNB and the Management Platform via a routed IP path that does not traverse any element within the HNB-GW, including the Security Gateway.  The management path is therefore independent of the HNB-GW security method, geographic location and availability, as per Figure 1.
In both cases, TR-069 O&M and HNB bearer/control traffic share the same physical interface at the uplink from the HNB into the broadband IP network.
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Figure 2: HNB/HNB-GW architecture with O&M interfaces via IPSEC Tunnel

Because the standalone HNB is located behind the NAT in the broadband gateway, the HNB must support STUN procedures as defined in TR-069 in order to be contacted by the HMS if the TR69 is routed outside of the IPSec tunnel.
If TR69 is routed within the IPSEC tunnel the HNB can be contacted by the HMS directly via the Security Gateway if the IPSEC IP-Address is uniquely allocated across all Security Gateways within the network otherwise the HMS has to send a Connection Request via the HNB-GW to be transported over HNBAP towards the HNB. 
The challenges from a deployment perspective are with FAP Initialisation and FGW Discovery which are as follows:

i) Network Operator’s with a consolidated Broadband and FAP offering may require to combine the TR-069 ACS Platforms in their network which requires secure communication to the ACS Servers prior to IPSec Tunnel establishment

ii) TR-069 CPE devices are currently factory programmed with a Bootstrap ACS URL only and therefore FAP capable CPEs either require to be factory programmed with Bootstrap Security Gateway/IPSec Information or this information is supplied outside of the IPSec tunnel before tunnel establishment

The HNBAP interaction between the HNB-GW and the HNB is recognised as 3GPP RAN3 defined and is out of scope of this document.
3.1. Standards Alignment

The OAM&P for the HNB shall be based on the following standards:

· Broadband Forum

· TR-069 CPE WAN Management Protocol Amendment 2

· TR-098 and TR-106 Data Models

· 3GPP Organisation

·  TS-32.000 Series – Generic OAM Specifications and XML File Formats

·  TS-25.400 Series – OAM Architecture for RNS and HNBAP Protocol 

·  TS-33.000 Series - Security aspects.
· W3C Organisation

· REC-xml-200001006 – Extensible Markup Language (XML) 1.0 (Second Edition)
· REC-xmlschema-0-20010502 - XML Schema Part 0: Primer

· REC-xmlschema-1-20010502 - XML Schema Part 1: Structures
· REC-xmlschema-2-20010502 - XML Schema Part 2: Datatypes
· REC-xml-names-19990114 - Namespaces in XML
The OAM&P for the HNB-GW shall be based on the following standards:

· 3GPP Organisation

·  TS-32.000 Series – Generic OAM Specifications and XML File Formats

·  TS-25.400 Series – OAM Architecture for RNS and HNBAP Protocol 
3.2. Configuration Management

3.2.1.  General Requirements

The Home NodeB shall support Configuration Management to enable the operator to administer the Home NodeB through a TR-069 HMS Provisioning Server for HNB-GW Discovery and HNB Configuration Updates. 

The requirements for configuration management are as follows
1. The HNB configuration shall be administered through the HMS Provisioning Server.
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Figure 3: HNB/HNB-GW Configuration Management

Once the HNB is powered on and configured the HNB shall connect to the designated HNB-GW and register the HNB using an HNBAP Registration Message uploading any HNB information relevant for the HNB-GW to provide service to the HNB.

HNB OAM Traffic can be transferred through the HNB-GW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway on the HNB-GW

2. The HNB Data Model administered by the HMS Provisioning Server shall be based on the following:

a. Broadband Forum TR-106 Amendment 1 Data Model

b. Femto Forum HNB Service data Model

3. The Customer Management System shall have the capability to bulk provision HNBs on the HMS Provisioning Server by downloading an XML File from the Customer Management System through the North-Bound Interface of the HMS Provisioning Server

4. Both the standalone HNB and Broadband Device with integrated HNB have the option to communicate with the HMS Provisioning Server either directly outside the IPSec Tunnel or indirectly through the IPSec Tunnel which would utilise the same physical bearer used by the luh interface.

5. Network Operator’s with a consolidated Broadband and HNB offering shall be able or have the option to combine the TR-069 HMS Platforms in their network which requires secure communication to the HMS Servers prior to IPSEC Tunnel establishment.

6. TR-069 CPE devices are currently factory programmed with a Bootstrap HMS URL only and therefore HNB capable CPEs either require to be factory programmed with Bootstrap Security Gateway/IPSec Information or this information is supplied outside of the IPSEC tunnel before tunnel establishment 
3.2.2.   HNB-GW Discovery Method

The HNB on connection to the Mobile Operator’s Network through the Internet needs to establish a connection to a HNB-GW in-order to provide 3G Services to the consumer. The Serving HMS in the network provides the HNB with the Serving HNB-GW information as well as the Service Information required to establish and provide 3G Services.

The HNB is factory programmed with default TR-069 based Management Platform information (HMS URL/IP-Address) and optionally with default IPSec/SEC-GW information to allow the establishment of a Secure Tunnel if this is a pre-requisite to gain access to the Management Platform for Configuration information.

HNB-GW Discovery Procedure below assumes that the Factory Set HMS on the 3G HNB isn’t the same as the HMS operationally serving the 3G HNB in the network:
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 Figure 4: HNB-GW Discovery Procedure

1. The 3G HNB obtains connectivity to the Internet as a result of the Broadband Connectivity Procedure
2. If Factory Set IPSec/SeGW information is available and required for HMS connection then a Secure Tunnel is established between the 3G HNB and SeGW.

3. 3G HNB requests DNS (Domain Name Server) for the address of the Factory Set HMS URL, using the DNS server IP address provided along with IPSec tunnel if established above, or the original DNS server otherwise.
4. DNS responses with the IP-Addresses of the HMS.
5. SSL Connection established between 3G HNB and HMS, which will go directly to the HMS public interface, or will go via the IPSec tunnel, depending on the Security Policy of the IPSec tunnel.

6. The 3G HNB sends an Inform Request containing registration information such as 3G HNB Serial Id to the Factory Set HMS.
7. HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
8. The HMS then obtains the Serving HMS Information (e.g. URL/IP-Address) and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS can optionally provide Serving IPSec/SeGW information at the same time which is used to establish a new secure tunnel before subsequent HMS interaction.
9. The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
10. The 3G HNB releases the SSL connection.
11. if Serving IPSec/SeGW information is available and a Secure Tunnel is already established then the Secure Tunnel is released between the 3G HNB and SeGW otherwise the Secure Tunnel remains established.

12. if Serving IPSec/SeGW information is available and required for HMS connection then a Secure Tunnel is established between the 3G HNB and SeGW.

13. 3G HNB requests DNS (Domain Name Server) for the address of the Serving HMS URL, using the DNS server IP address provided along with IPSec tunnel if established above, or the original DNS server otherwise.
14. DNS responses with the IP-Addresses of the HMS.
15. SSL Connection established between 3G HNB and HMS, which will go directly to the HMS public interface, or will go via the IPSec tunnel, depending on the Security Policy of the IPSec tunnel.

16. The 3G HNB sends an Inform Request containing registration information such as 3G HNB Serial Id to the operationally Serving HMS.
17. HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
18. The HMS then obtains the information for 3G Service as well as the Serving HNB-GW and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS can optionally provide Serving IPSec/SeGW information at the same time which is used to ensure a secure tunnel is established before subsequent HMS and HNB-GW interaction.
19. The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
20. The 3G HNB releases the SSL connection.
21. if new Serving IPSec/SeGW information is available and a Secure Tunnel is already established then the Secure Tunnel is released between the 3G HNB and SeGW otherwise the Secure Tunnel remains established.
As mentioned above, this document introduces a TR-069 mechanism to support the discovery of the HNB-GW and supply of the Service Information from the Home Management System to the 3G HNB to establish 3G Services.

3.2.3.   HNB Registration Method 
Once the HNB has discovered the Serving HNB-GW and Serving IPSec/SeGW from the HMS it establishes a connection to a HNB-GW in-order to provide 3G Services to the consumer. 

The HNB-GW Information provided to the 3G HNB can be a dedicated HNB-GW for the 3G HNB or through various techniques such as load-balancing and service availability the HNB-GW address can be used to register the 3G HNB on one of many HNB-GWs within a pre-defined pool of HNB-GWs.

HNB Registration Procedure below:
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 Figure 5: HNB Registration Procedure

1. The 3G HNB obtains the Serving HNB-GW, Serving IPSec/SeGW, and 3G HNB Service Information as a result of the HNB-GW Discovery Procedure
2. If a Secure Tunnel isn’t already established to the SeGW the 3G HNB establishes a Secure Tunnel between the 3G HNB and SeGW.

3. 3G HNB requests DNS (Domain Name Server) for the address of the Serving HNB-GW URL, using the DNS server IP address provided along with IPSec tunnel if established above, or the original DNS server otherwise.
4. DNS responses with the IP-Addresses of the HNB-GW.
5. An SCTP Session is established between the 3G HNB and the HNB-GW.

6. The 3G HNB sends an HNBAP Register Request to the HNB-GW containing registration information such as 3G HNB Serial Id, location, software/hardware version, and 3G HNB Service Information relevant to the HNB-GW (e.g. Subscriber White-List).
The HNB-GW determines if the 3G HNB can be serviced by itself or should be re-homed to another HNB-GW within the same pool using the 3G HNB supplied information as a determining criteria along with the load on the HNB-GW. 
7. In the case that the HNB-GW can service the 3G HNB the HNB-GW sends an HNBAP Registration Response with the RNC-Id allocated to that particular Serving HNB-GW. 
8. In the case that the HNB-GW can not service the 3G HNB and can not offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Reject with a Reject Cause Code.
9. In the case that the HNB-GW can not service the 3G HNB but can offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Reject with a Redirect Cause Code and Redirect Parameters which includes the new Serving HNB-GW URL/IP-Address, and optionally provides new Serving IPSec/SeGW information to access the new Serving HNB-GW.
10. In the event of a Registration Reject the SCTP connection is released. 

11. In the event of either a Registration Reject other than Redirect Cause Code or a Registration Reject with a Redirect Cause Code with new Serving IPSec/SeGW information provided then the existing Secure Tunnel is also released.
As mentioned above, this document introduces the supply of the Service Information to the HNB-GW from the 3G HNB.
3.2.4. 
HNB Configuration Update Method 
Once the HNB has registered on the Serving HNB-GW the 3G Services will be provided to the consumer and will only be affected if the Mobile Operator updates the configuration of the 3G HNB on the HMS which impacts the 3G HNB operational state of the 3G Services provided. 

To update the 3G HNB of service changes the HMS establishes a connection with the 3G HNB using TR-069 and then the 3G HNB subsequently passes up any HNB-GW relevant changes via HNBAP using an additional HNBAP Message HNB Configuration Update. This is equivalent functionality to S1-AP: ENB Configuration Update Procedure contained within the 3GPP TS 36.300 Title “E-UTRA and E-UTRAN Overall Description Stage 2” document [5].

HNB Configuration Update Procedure below:
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 Figure 6: HNB Configuration Update Procedure

1. The 3G HNB is registered on the Serving HNB-GW as a result of the HNB Registration Procedure

2. The HMS requests DNS (Domain Name Server) for the address of the 3G HNB URL.
3. DNS responses with the IP-Addresses of the 3G HNB.
4. A TCP Session is established between the HMS and the 3G HNB to carry the following TR-069 HTTP transactions, and this connection will be carried within the IPSec tunnel.

5. HMS sends an HTTP Connection Request to the 3G HNB using HTTP Digest Access Authentication as specified by TR-069 [3].
The 3G HNB determines the validity of the Connection Request from the HMS using a combination of the username/password and HTTP Digest Access Authentication for transport security of the password as defined in TR-069 [3].
6. In the case that the Connection Request from the HMS is valid the 3G HNB sends a Connection Response with Status Code “200 OK” indicating that the 3G HNB will establish a connection to the HMS.
In the case that the Connection Request from the HMS is invalid the 3G HNB sends a Connection Response with a Status Code other than “200 OK” indicating that the 3G HNB will not establish a connection to the HMS. 
7. The TCP Session is released

8. SSL Connection established between 3G HNB and HMS, which will go directly to the HMS public interface, or will go via the IPSec tunnel, depending on the Security Policy of the IPSec tunnel.

9. The 3G HNB sends an Inform Request containing registration information such as 3G HNB Serial Id.
10. HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
11. The HMS then obtains the updated information for 3G Service as well as the Serving HNB-GW and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS can optionally provide Serving IPSec/SeGW information at the same time which is used to ensure a secure tunnel is established before subsequent HMS and HNB-GW interaction.
12. The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
13. The 3G HNB releases the SSL connection.
14. The 3G HNB sends an HNBAP Configuration Update Request over the existing SCTP connection to the HNB-GW containing updated information such as location, software/hardware version, and 3G HNB Service Information relevant to the HNB-GW (e.g Subscriber White-List). 
The HNB-GW determines if the 3G HNB can be serviced by itself or should be re-homed to another HNB-GW within the same pool using the 3G HNB supplied information as a determining criteria along with the load on the HNB-GW. 
15. In the case that the HNB-GW can continue to service the 3G HNB the HNB-GW stores the updated information and sends an HNB Configuration Update Response with a Success Cause Code.
16. In the case that the HNB-GW can not continue to service the 3G HNB and can not offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Configuration Update Reject with a Reject Cause Code.
17. In the case that the HNB-GW can not continue to service the 3G HNB but can offer re-homing to another HNB-GW the HNB-GW sends a HNBAP Configuration Update Reject with a Redirect Cause Code and Redirect Parameters which includes the new Serving HNB-GW URL/IP-Address, and optionally provides new Serving IPSec/SeGW information to access the new Serving HNB-GW.
18. In the event of a Configuration Update Reject the HNB is de-registered from the HNB-GW and the SCTP connection is released 
19. In the event of a Configuration Update Reject other than Redirect Cause Code or a Configuration Update Reject with a Redirect Cause Code with new Serving IPSec/SeGW information provided then the existing Secure Tunnel is also released.
As mentioned above, this document introduces a TR-069 mechanism to support the updating of the Service Information directly to the 3G HNB which then supplies the Service Information to the HNB-GW via the 3G HNB.

3.3. 
Performance Management

3.3.1.  General Requirements

The Home NodeB shall support Performance Management to enable the operator to monitor the HNB Network. 

The requirements for performance management are as follows
1 Performance Information shall be generated by the HNB if activated and the Broadband-Forum’s PD-157 and WT-135 specifications shall be used as a basis for the HNB Data Model which shall be administered through the Broadband-Forum’s TR-069 Messaging Protocol 

2 The HNB shall have the Performance capabilities administered through the TR-069 HMS Server and shall allow the direct upload of Performance Files from the HNB to the designated Performance Server. 
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Figure 7: HNB/HNB-GW Performance Management

HNB OAM Traffic can be transferred through the HNB-GW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway on the HNB-GW.

3) The EMS shall have the capability to retrieve any or all of the following from the HNB either via TR-069 RPC Method Calls or by requesting via TR-069 the uploading of an XML File to a Performance Server with specific content from the HNB: 
i) Performance Statistics

ii) Current HNB Configuration

4) The EMS shall have the capability to setup a periodic action on the HNB which instigates the producing and uploading of an XML File to the Performance Server with any or all of the following below information: 
i) Performance Statistics

ii) Current HNB Configuration

5) The XML File Formats produced by the HNB are based on based on W3C defined XML Schema and XML Namespace standards
6) The EMS shall have the capability to configure the HNB Performance Configuration either via TR-069 RPC Method Calls or by requesting the downloading of an XML File from the EMS.

7) The HNB shall upload and download Files using one of the following mechanisms:
i) HTTPS PUT and GET with Username/Password

ii) SFTP with Username/Password 
8) The EMS shall have the capability to completely clear performance elements from the HNB Performance Table via TR-069 RPC Method Calls

3.4. 
Fault Management
3.4.1. 
General Requirements

The Home NodeB shall support Fault Management to enable the operator to maintain his mobile network with Home NodeBs with high availability and good quality of service. 

The requirements for fault management are as follows
1) Events shall be generated to indicate one of the following specific events has occurred:

i) alarm event indicating a  fault condition on the HNB

ii) other event indicating that a non-fault condition has occurred on the HNB e.g. HNB activated for service.

2) The HNB shall have the capability to connect to the EMS directly for event reporting or indirectly by connecting via the HMS Provisioning Server. If the EMS information (URL, Username, and Password) is provisioned on the HNB then the HNB shall connect to the EMS directly otherwise the HMS Information shall be used.


[image: image8.emf]Event 

Manager

(HNB)

Itf

(TR-069)

Event 

Agent

Event 

Agent

Event 

Manager 

(HNB-GW)

Event 

Manager

(ACS 

+HNB)

Event 

Agent

HMS Provisioning Server

HNB-GW

HNB

Event 

Agent

Event 

Agent

Event 

Manager 

(HNB-GW)

Event 

Manager

(ACS)

Event 

Agent

HMS Provisioning Server

Element Management System

HNB-GW

HNB

Event 

Manager

(HNB)

Event 

Agent

Event 

Manager

Network Manager

Itf-N

Event 

Agent

Event 

Manager

Network Manager

Element Management System

8.a) The OAM architecture supports the transfer of OAM traffic to the EMS via the ACS Provisioning Server

8.b) The OAM architecture supports the direct connection between the HNB and EMS to transfer HNB OAM traffic
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Figure 8: HNB/HNB-GW Fault Management

HNB OAM Traffic can be transferred through the HNB-GW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway on the HNB-GW.

3) The HNB shall support an Itf interface to the EMS based on the CWMP Specification as defined in Broadband Forum TR-069 Amendment 2 and the 3G Fault Management Requirements as defined in 3GPP TS.32.111-1.

4) The TR-069 Event Objects to be sent to the EMS by the HNB shall support the inclusion of the appropriate Information attributes for ease of integration to the upstream Itf interface, as defined in 3GPP TS.32.111-2.

5) The HNB shall maintain the following  information:

i) Event Management Information which contains the event management and reporting parameters configurable by the EMS

ii) Active Events List – Events with a defined lifecycle (Raised, Modified, Cleared)

iii) History of Events which would contain multiple notifications for a single event due to the lifecycle state changes of the event.

iv) Event Queue – events queued to be sent to the EMS from the HNB on connection to the EMS  

6) The HNB shall issue events to the EMS based on the configuration of the specific event’s reporting mechanism parameter

i) Active – the HNB connects to the EMS immediately to raise the event and logs the event in the Event History. 
If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

ii) Queue – the HNB queues the event internally pending connection to the EMS,  logs the event in the Event History, and eventually delivers the event to the EMS as a result of one of the following:

i. periodic connection

ii. connection to the EMS due to another reason

If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

iii) Log – the HNB stores the event in the Event History and can only be retrieved by the EMS by retrieving the Event History via TR-069 or requesting the uploading of an Event History File to the EMS. 

If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

iv) Disabled – the HNB discards the event completely.

7) The HNB shall handle an event not configured in the HNB with Event Configuration Information with the same functionality used to handle a configured event with a notification setting of “Log”. 
8) The EMS shall have the ability to throttle the sending of events from the HNB to the EMS by the following:

i) Setting of an overall HNB Event Forwarding Parameter

(1) Enabled – The HNB handles events as described in HNB-EMR-6 above

(2) Moderate – The HNB handles events as described in HNB-EMR-6 above with the exception of restricting the number of alarms sent to the EMS within a certain time window as configured within the HNB Event Moderate Parameters.

(3) BlockSending -  The HNB handles events in HNB-EMR-6  above with the exception that alarms aren’t sent to the EMS and will remain in the HNB event queue even on EMS connection. The changing of the Event Forwarding Parameter to “Enabled” or “Moderate” will result in the events being flushed from the HNB to the EMS.

(4) Disabled -  The HNB handles events as described in HNB-EMR-6  above with the exception that alarms aren’t sent to the EMS and will not be placed on the HNB Event queue used to store pending events to be sent to the EMS.

ii) Setting of the HNB Event Moderate Parameters which consists of the number of alarms to be sent per time unit and is used to spread the sending of events across a time window when the Event Forwarding Parameter is set to “Moderate”.

9) The EMS shall have the capability to retrieve any or all of the following from the HNB either via TR-069 RPC Method Calls or by requesting via TR-069 the uploading of an XML File with specific content from the HNB:

i) Events Configuration

ii) History of Events

iii) Active Events List

10) The EMS shall have the capability to setup a periodic action on the HNB which instigates the producing and uploading of an XML File to the EMS with any or all of the following below information:

i) Events Configuration

ii) History of Events

iii) Active Events List

11) The XML File Formats produced by the HNB are based on W3C defined XML Schema and XML Namespace standards
12) The EMS shall have the capability to configure the HNB Events Configuration either via TR-069 RPC Method Calls or by requesting the downloading of an XML File from the EMS.

13) The HNB shall upload and download Files using one of the following mechanisms:
i) HTTPS PUT and GET with Username/Password
ii) SFTP with Username/Password
14) The EMS shall have the capability to clear events from the HNB Active Events List via TR-069 RPC Method Calls.

15) The EMS shall have the capability to completely purge one or all of the following held on the HNB:

i) History of Events

ii) Active Events List

iii) Pending Events Delivery Queue

4. Conclusion and Proposal

In this contribution, a set of OAM General Requirements have been identified to satisfy HNB Configuration, Performance, and Fault Management. And also breaks the HNB service initialization and activation process into two Stages as follows:

· HNB-GW Discovery

· HNB Registration

The contribution also identifies a mechanism to provide configuration updates between the HNB and the HNB-GW.

· HNB Configuration Update

With these OAM requirements and methods, we can satisfy the contribution requirements contained within the SA1 S1-082360 document for configuration management [2] and S1-082224 [7]. 
As discussed above, we propose to reflect the above proposal in TR 32.821 v0.2.7 [8] as follows:
· Add the references in Section 5 to the reference list in section 2 of [8]

· Add the new Terminology in Section 2 to the Abbreviations list in Section 3.1 of [8]

· Add Section 3 Discussion in Section 5 Background of [8]

· Add Section 3.1 Standards Alignment into a new sub-section of  Section 6.1 OAM Business Level requirements of [8] numbered 6.1.3

· Add Section 3.2.1 General Requirements into a new sub-section of  Section 6.2.1 Configuration Management of [8] numbered section 6.2.1.1 so that the current section 6.2.1.1 Installation becomes section 6.2.1.2

· Add Section 3.2.2 HNB-GW Discovery Method into a new sub-section of  Section 6.2.1 Configuration Management of [8] numbered section 6.2.1.4

· Add Section 3.2.3 HNB Registration Method into a new sub-section of  Section 6.2.1 Configuration Management of [8] numbered section 6.2.1.5

· Add Section 3.2.4 HNB Configuration Update Method into a new sub-section of  Section 6.2.1 Configuration Management of [8] numbered section 6.2.1.6

· Add Section 3.3.1 General Requirements into a new sub-section of  Section 6.2.2 Performance Management of [8] numbered section 6.2.2.1 so that the current section 6.2.2.1.Perfomance Management Method becomes section 6.2.2.2

· Add Section 3.4.1 General Requirements into a new sub-section of  Section 6.2.3 Fault Management of [8] numbered section 6.2.3.1 so that the current section 6.2.3.1.Alarm Reporting becomes section 6.2.3.2
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