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1
Decision/action requested

The group is asked to discuss the proposed eNodeB software Management use case and requirements and document the agreed part into the draft TR32.816.
2
References
[1]
3GPP TR 32.816: " Telecommunication management; Study on Management of Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and Evolved Packet Core (EPC)".
3 Rationale
As service providers expand their networks, managing and integrating networks is a business necessity. The manual process of installing and updating software is primitive, slow and expensive and it involves a lot of coordination. In fact, we are increasingly looking at networks that are built not by a single vendor but to de-risk the entire activity, service providers typically purchase equipments from multiple vendors. Service providers in turn expect that each vendor should seamlessly integrate with existing network topology. 

For Software Management (SWM), the focus is how easily we can manage and maintain our network during software installation and upgrade. Software upgrade is itself complex and can disrupt services if not done properly. Yet it is a routine job and almost unavoidable. However, when a software upgrade procedure is initiated from a NM interface, it is generic hence it is desirable that the procedure is streamlined. The SWM function is useful especially for eNodeB management as the quantity of eNodeB will be large and the location is widely distributed.
This contribution provides a description to manage the software entities in a multi-vendor network during eNodeB software installation and upgrade.
4
Detailed proposal

The Software Management (SWM) function discussed in this document includes download of software entities, installation of software entities, activation of software entities and fallback. Software entities may contain vendor specific data containers, but the management operations performed on these software entities can be generic. For example, the actual installation or activation of software units is vendor specific but the interfaces exposed to execute these operations from a management interface can be very generic.

These interfaces can be used during software upgrade and auto discovery (or self configuration) process in a multi-vendor network as shown in the following diagram.
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Figure 1: Logical Architecture

The logical architecture described the IRPManager can communicate with IRPAgents over itf-N to carry out software management function. The operation can be done manually by operators or automatically by SON.  In this contribution, we will only focus on the operations done manually by operators, the SON related usage will be FFS.
Use case for eNodeB Software Management
Scenario 1: Software Download

Before new software put into use, software entities need to be downloaded to managed entities. A high level description of software downloaded is:

1. The IRPManager initiates SW download to one or multiple IRPAgents. It also provides the location information of file repository from where an IRPAgent can download the software entities.

2. The IRPAgent receives the request and downloads the software entities from the file repository.
3. IRPAgent sends a status notification to IRPManager once the download is successful or failure.

Scenario 2: Software Installation:

Once a package is successfully downloaded, the installation operation can be initiated to put the software unit into a form suitable for use as opposed to the form in which it may have been downloaded. However the software shall not be ready for use after installation. 

A high level description for installation is provided below. The installation can also be triggered automatically.

1. The IRPManager triggers the installation process at a suitable or pre-configured time. 

2. On receiving the installation request from IRPManager, IRPAgent initiates the actual installation process (e.g. untarring the package, running scripts to place the software entities across different locations inside NE etc.)

3. IRPAgent notifies the IRPManager once installation is successful or failure. 
Scenario 3: Software Activation:

Typically software download and installation procedures are not service affecting. However the Activation step can be potentially service affecting and therefore it is desirable that the activation process is separated out and kept independent. Making activate operation explicit would also allow service providers to prepare their network, configure redundant resources or initiate load sharing strategies before the operation is actually initiated. 

1. The IRPManager triggers the activation process at a suitable or pre-configured time. IRPManager decides the best time to activate the software already downloaded and installed and initiates the activation process. Least Service Impact or Least Elapsed Time is to be considered during the activation process. 

2. IRPAgent receives the request and activates the software entities.

3. IRPAgent sends a notification to IRPManager once the activation is successful or failure. 

Refer to Figure 2 for Download, Installation and Activation Procedure
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Figure 2: Software Download, Installation and Activation Strategy
Scenario 4: Software fallback:

Fallback is a useful interface that can be developed to minimize downtime of the network measured in terms of MTTR (Mean Time To Restore).  When the activation of software is not successful, the fallback interface can quickly mitigate the risk and recover the system. Refer figure 3.
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Figure 3: Fallback Strategy

1. IRPManager invokes the fallback interface to bring the system back to a stable configuration.
2. IRPAgent receives the fallback request and tries to undo the activation process. 
3. IRPAgent sends a notification to IRPManager once the operation is successful or failure.
5 
Text Proposal for TR 32.816

It is proposed to add the following descriptions into the Draft TR 32.816 as business level requirement.
5.1.X Software Management of E-UTRAN
For Software Management (SWM), the focus is how easily we can manage and maintain our network during software installation and upgrade. Software upgrade is itself complex and can disrupt services if not done properly. Yet it is a routine job and almost unavoidable. However, when a software upgrade procedure is initiated from a NM interface, it is generic hence it is desirable that the procedure is streamlined. The SWM function is useful especially for eNodeB management as the quantity of eNodeB will be large and the location is widely distributed. 
notes: The Software Management, it can also be reused by SON while the usage will be FFS.
It is proposed to add the following requirements into the Draft TR 32.816 as specification level requirement.
5.2.5.X Software Management of E-UTRAN

Software Management of E-UTRAN is to manage eNodeB software related information. When the eNodeB software needs to be installed or upgraded, Software management function helps operator to make batch operations on eNodeBs through itf-N. The software management function may include:
· Download of software entities

· Installation of software entities
· Activation of software entities

· Software Management Notifications

· Fallback
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REQ-SWM_ENB-FUN-001 Software management shall support download of software entities to one or multiple eNodeBs simultaneously.
REQ-SWM_ENB-FUN-002 Software management may support installation of eNodeB software entities, including the installation of eNodeB software patches.
REQ-SWM_ENB-FUN-003 Software management shall support activation of eNodeB software entities, including the activation of eNodeB software patches.
REQ-SWM_ENB-FUN-004 Software management shall support eNodeB software fallback when a software installation or activation fails. A fallback operation shall be best effort.
REQ-SWM_ENB-FUN-005 Software management shall support notifying an operator on the outcome of Software Management operations. For example, a notification shall be raised once software is successfully installed in eNodeB.
REQ-SWM_ENB-FUN-006 Software management shall support retrieval of all the attributes (including version information, state and status attributes) of eNodeB software entities.
REQ-SWM_ENB-FUN-007 Software management shall be able to validate the downloaded eNodeB software entities to check the integrity and compatibility of the eNodeB software.
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