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1
Decision/action requested

- SA5 is asked to discuss and agree to update TR32.821 based on this CR-like contribution.
2
References
TR32.821 v0.20
3 Rationale
It was agreed to categorize Home NodeB OAM requirements into business level and specification level.
This document is to address specification level requirements for Home NodeB.
4
Detailed proposal

See next page.
7
OAM Specification level Requirements of Home NodeB
7.1
Configuration Management

7.1.1
Installation

The Home NodeB shall support Configuration Management so that it can be automatically configured to provide mobile service on initial power-up and connection to the mobile network. 

For each Home NodeB, the detailed requirements for Self-Configuration are as follows:

1. Operator may be able to pre-set Home NodeB Self- Configuration policy in DM 
2. to allow DM to automatically install Home NodeB
a) 
3. The Home NodeB should be provided with security information in order to establish a secured link with the mobile OAM network. Provision of the security information is out of scope of this document.
4. Home NodeB should be able to automatically discover DM
a) Both DM and Home NodeB may be able to initiate 
5. software installation or update of Home NodeB.

6. 
7. 
8. DM should be able to provide transport resources to Home NodeB in order to establish signalling links with PLMN.
9. DM should provide Home NodeB with radio resources so that Home NodeB can provide mobile service to user terminals later. In order for DM to provide correct radio resources to Home NodeB, DM should be provided radio parameters of the existing radio environment where the Home NodeB is, such as radio parameters of other existing cells.
10. 
a) 
b) 
c) 
d) 
e) 
11. DM may notify upper OAM system of the Home NodeB availability when Home NodeB installation is completed.


1. 

2. 



1. 
a) 
b) 
2. 
a) 
b) 
3. 
7.1.2
Configuration data validation online

For each Home NodeB in mobile service, the configuration data in use should be validable when necessary. The detailed requirements of Configuration data validation online are as follows:

1. The DM should be able to verify configuration of Home NodeB(such as link, cell) due to corresponding network planning data.

2. The DM should be able to detect if Home NodeB is online or not in order to make efficient use of PLMN radio resources because the user may switch on and off Home NodeB randomly.

7.1.3
Configuration Data

For each Home NodeB, the following configuration data should be managed by the corresponding DM:

1. operator’s pre-set policy regarding SON functionality
2. 
3. Home NodeB software

4. Transport parameters: Link and core network entities pool, etc
5. Radio parameters: cell (such as frequency, common channel power, Tracking area code, mcc, mnc, etc), neighbour cell list configuration, etc.

6. 
Editor's Note:
Concrete data are FFS

7.2
Performance Management

7.2.1
Performance Management method

The Home NodeB should support Performance Management so that the operator can evaluate the performance of a mobile network with Home NodeBs. Since the number of Home NodeBs in a mobile network can be very large, Home NodeB sends performance data only on DM’s request in order to avoid congestion of the DM by performance data transmission. 
For each Home NodeB, the detailed requirements for performance data passive collection are as follows:

1. Home NodeB always collects some measurement data due to its internal pre-set policy.
2. 
3. The Home NodeB shall report measurement data in response to the instruction from the DM.

4. 
5. The DM for Home NodeB may support PMIRP over Itf-N for managed Home NodeBs.
7.2.2
Performance Data (KPI & counter)

For each Home NodeB, the following performance data shall be managed by the corresponding DM:

1. RRC establishment related performance data

2. RAB establishment related performance data

3. Handover related performance data

4. Signalling data throughput related performance data

5. User data throughput related performance data

6. 
7. 
Editor's Note:
Concrete KPIs & counters are FFS

7.3
Fault Management

7.3.1
Fault Management Method

The Home NodeB shall support Fault Management to enable the operator to maintain his mobile network with Home NodeBs with high availability and good quality of service. Since the number of Home NodeBs in a mobile network can be very large, the number of end users affected by failure of one Home NodeB is not large; Home NodeB sends alarm information only on DM’s request in order to avoid congestion of the DM by alarm information transmission.
For each Home NodeB, the detailed requirements of alarm information passive collection are as follows:

1. The Home NodeB always performs error detection.

2. The Operator requests the Home NodeB to report alarm information according to Home NodeB’s conditions and timescales.

3. The DM for Home NodeB may support AlarmIRP over Itf-N for managed Home NodeBs.
7.3.2
Alarm Information

For each Home NodeB, alarm information shall be defined so that the operator can remotely diagnose and resolve end user complaints.

Editor's Note:
Concrete Alarm information definition is FFS.

7.4
Security Management

The OAM link between Home NodeB and corresponding operator’s OAM network should be secured on both transport layer and application layer if Home NodeB connects with corresponding operator’s OAM network via networks open to security threats.

Operator’s OAM network and Home NodeB shall authenticate each other by checking information as follows:

1. DM should authenticate Home NodeB on transport layer if a malicious 3rd party can pretend to be Home NodeB on transport layer.
2. Home NodeB should authenticate DM on transport layer if a malicious 3rd party can pretend to be DM on transport layer
3. 
4. DM should authenticate Home NodeB on application layer, i.e. device management and subscription management (see NOTE below) if a malicious 3rd party can pretend to be Home NodeB on application layer.
5. DM should authorize Home NodeB to get transport resources and radio resources in order to provide mobile service. Authorization policy is operator specific, e.g. location of Home NodeB, etc
6. Integrity of management information exchanged between Home NodeB and DM on transport layer should be secured if the management information can be tempered on transport layer.

7. Confidentiality of management information exchanged between Home NodeB and DM on transport layer should be secured if the management information can be eavesdropped on transport layer.
8. Integrity of management information exchanged between Home NodeB and DM on application layer should be secured if the management information can be tempered on application layer.

9. Confidentiality of management information exchanged between Home NodeB and DM on application layer should be secured if the management information can be eavesdropped on application layer
10. 
NOTE:
Subscription describes if the PLMN operator and Home NodeB subscriber have valid commercial contract to permit the Home NodeB to be introduced into the mobile network to provide mobile service.



For security Management between DM for Home NodeB and NMS, 3GPP TS 32.37x should be reused.



7.5
Test Management

 DM should be able to initiate Home NodeB to perform diagnose procedure in order to get health status of Home NodeB.
For Test Management between DM for Home NodeB and NMS, 3GPP TS 32.32x should be reused
7.6
Subscription Management

 Subscription relationship between the operator and the subscriber of Home NodeB service should be manageable by the operator.
8
Differences of OAM Requirements between Home NodeB and Macro NodeB

Differences of OAM Requirements between Home NodeB and other Network Elements are shown in the table 6.10.1:

Table 6.10.1: Differences of OAM Requirements between Home NodeB and other Network Elements

	OAM Requirements
	Macro NodeB
	Home NodeB

	Configuration Management
	Self-Configuration feature is required with possible pre-setting of parameters by the operator.
	Full Self-Configuration feature is necessary as subscriber can’t have knowledge to configure home eNodeB.

	Performance Management
	A large number of KPI/PI is necessary as it affects more subscribers.

KPI/PI forwarding is necessary to evaluate the network performance in shorter granularity period.
	
Unsolicated KPI/PI forwarding should be avoided as number of home eNodeB can be very big.

	Fault Management
	Alarm forwarding is necessary to resolve network problem in shorter time as it may affect a great number of subscribers.
	Unsolicated Alarm forwarding should be avoided as number of home eNodeB can be very big.

But alarm information shall be accessable in Home NodeB by operator for location of fault.

	Security Management
	Link between Macro NodeB and correspongding OAM networks may be secured.
	Link between Home NodeB and correspongding OAM networks shall be secured.

	
	
	

	Test Management
	Test Management IRP should be supported on Itf-N.
	DM should be able to initiate Home NodeB to perform diagnose procedure in order to get health status of Home NodeB

	Subscription Management
	Not Applicable
	It is necessary for operator to manage the subscription relationship between operator and subscriber.


9
Further Standardization actions

TBD







































