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5
Trace requirements

5.1
General trace requirements

The general high-level requirements for Trace, common to both Management activation/deactivation and Signalling Based Activation/Deactivation, are as follows:

-
for the Maximum Level: Trace data encompassing all signalling messages on the different interfaces dedicated to the events of the traced subscriber or UE with their entire content (all IEs) shall be retrieved. The operator can then use an external system (e.g. an Operations System (OS) in TMN terminology) and decode specific information in line with operator requirements.

-
for the Minimum Level: a selected subset of IEs shall be retrieved from the signalling interface messages. The Minimum Level provides support for the most common use cases (described in annex A).

-
for the Medium Level: a selected Minimum Level subset of IEs from the signalling interface messages and a selected set of radio measurement IEs shall be retrieved.
-
for the VendorMaximum Level: it is the same as for Maximum level with addition of vendor specific data.

-
for the VendorMedium Level: it is the same as for Medium level with addition of vendor specific data.

-
for the VendorMinimum Level: it is the same as for Minimum level with addition of vendor specific data.
The high-level requirements for Trace, specific for Service Level Tracing for IMS are as follows:
The following high-level OMA Service Level Tracing requirements apply. (refer to OMA Service Provider Environment Requirements [9]).

NOTE:
Each referenced OMA requirement utilizes its OMA unique identifier within square brackets. Clarification provided to each requirement should be considered applicable to other OMA requirements using the same concepts.

· [SLT-HL-1] with the following clarification:

-
The OMA term OMA Service Provider Environment (OSPE) shall be understood as PLMN.

· [SLT-HL-5] with the following clarification:

-
In the context of Service Level Tracing for IMS a Minimum and Maximum level of detail of trace only applies. Trace data for Service Level Tracing at Minimum and Maximum level of detail shall include information associated to end user visible events
· [SLT-HL-6] with the following clarification:

-
The OMA term service chain shall be understood as the relationship between appropriate IMS elements needed to support a service. The term service chain does not imply a strict sequence of events.

-
The source of the logged trace information (e.g. IMS element including S-CSCF) shall be identifiable when the retrieved trace information is analyzed.

· [SLT-HL-10] with the following clarification:

-
IMS elements that do not support Service Level Tracing shall not prohibit the propagation of the Trace Parameter Propagation.

· [SLT-OSR-1

-
Multiple Service Level Trace instances shall be simultaneously supported by the PLMN and the UE (e.g. several services initiated from the same UE may each have a Trace Recording Session Reference)
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5.3
Requirements for Trace activation

5.3.1
Requirements for Trace Session activation

The high level requirements for Trace Session activation, common to both Management activation and Signalling based activation), are as follows:

-
In the case of a subscriber Trace, the Trace Session will be activated for a certain subscriber whose identification (IMSI in UTRAN/CS/PS) shall be known in the NEs where subscriber Trace is needed. In the case of eUTRAN the IMSI shall not be included in the Trace Parameter Propagation data to the e-NodeB.
-
In the case of a UE Trace, the Trace Session will be activated for a certain UE whose identification (IMEI or IMEISV) shall be known in the NEs where UE Trace is needed. In the case of eUTRAN, neither the IMEI nor IMEISV shall be included in the Trace Parameter Propagation data to the e-NodeB.
-
Trace Session activation shall be possible for both home subscribers and visiting subscribers.

-
There are two methods for Trace Session activation: Management activation and Signalling activation. 
-
For an established call/session within a Network Element, it is optional for the Network Element to start a Trace Recording Session for the associated Subscriber or UE upon receipt of the Trace activation request from the EM.

-
A globally unique ID shall be generated for each Trace Session to identify the Trace Session. This is called the Trace Reference.  The method for achieving this is to divide the Trace reference into Country, Operator, technology, and trace Id.
-
Trace Session may be activated from the EM simultaneously to multiple NEs with the same Trace Reference (i.e. same Trace Session).

-
The Trace Scope and Depth shall be specified within the control and configuration parameters during Trace Session activation.

-
There can be cases in a NE when it receives multiple Trace Session activations for the same connection (e.g. simultaneous CS/PS connections). In these cases the starting time of the Trace Session Activation and the starting time of the first Trace Recording Session is the same using signalling based activation. For these cases there are two different cases for the Trace Session activation in a Network Element when it receives another Trace Session activation to the same subscriber or MS:

-
If the Trace Reference is equal to an existing one, a new Trace Session shall not be started;

-
If the Trace Reference is not equal to an existing one, a new Trace Session may be started.

-
The EM shall always provide the trace control and configuration parameters to the appropriate NEs at the time of Trace Session activation.
The high-level requirements for Trace Session activation, specific to Signalling Based activation, are as follows:

-
Signalling based activation shall be able to capture signalling messages as early in a session as possible, e.g. by means of a piggybacked invokation trace message in the case of a new connection or new bearer setup 


For active users, it shall be possible to start trace recording when the trace order is recieved, e.g. by means of a distinct CN Invoke Trace message.
The high-level requirements for Trace Session activation, specific to Management activation, are as follows:

-
In the case of a subscriber Trace, the Trace Session will be activated for a certain subscriber whose identification (IMSI in UTRAN/CS/PS or Private ID in IMS) shall be known in the NEs where subscriber Trace is needed.


In the case of a Cell Traffic Trace, Trace Session activation should be possible for all calls active in a cell or multiple cells without knowledge of the UEs’ identification (IMEI or IMEISV).

-
In the case of a Cell Traffic Trace, Trace Sessions should be activated for all the NEs where Cell Traffic Trace is specified.

The high-level requirements for Trace Session activation specific for Service Level Tracing for IMS are as follows:

The following high-level OMA Service Level Tracing requirements apply [9]:

· [SLT-COM-2] with the following clarification:

-
The OMA term component in the context of Service Level Tracing for IMS shall be understood as IMS NE and UE.

· [SLT-HL-2] with the following clarification:

-
The OMA terms device and component shall be understood as UE and IMS NE, respectively;

-
The IMS NEs HSS, P/I/S-CSCF, AS and UE, apply only.

· [SLT-AC-1] with the following clarification:

-
The OMA term Authorised Actor shall be understood as NE, EM or NM;

-
The OMA term trace indication shall be understood as Start Trigger Event.

· [SLT-AC-2] with the following clarification:

-
The OMA term Service Provider shall be understood as Service Provider;

-
The OMA term marking request shall be understood as the ability to send the Trace Parameter Configuration to either the UE or IMS NE.

· [SLT-AC-6]

· [SLT-AC-7] with the following clarification:

-
The OMA term criteria shall be understood as Trace Configuration Parameters.
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5.5
Requirements for Trace Data reporting

The high level requirements for Trace Data reporting, common to both Management activation/deactivation and Signalling Based Activation/Deactivation, are as follows (Trace record contents, file formats and file transfer mechanisms are defined in 3GPP TS 32.423 [3]):

-
Trace records should be generated in each NE where a Trace Session has been activated and a Trace Recording Session has been started.

-
Format of the Trace records sent over Itf-N shall be XML based on the Schema in TS 32.423 [3].

-
Trace records should be transferred on the Itf-N to the Network Manager using one of two approaches: direct transfer from NE to NM or transfer from NE to NM via EM.
-
Trace records may also be transferred to an external IP address (received in Trace Parameters) in 3 ways: 

1. Direct transfer from NE to IP address 

2. Transfer from NE to IP address via EM
3. Transfer from NE to EM. The EM notifies the holder of the IP address that collects the files.
The high-level requirements for stopping a Trace Recording Session, specific for Service Level Tracing for IMS are as follows:

The following high-level OMA Service Level Tracing requirements apply [9].

· [SLT-HL-4] with the following clarification:

-
Encoded trace information shall be Standard File Format. Standard File Format may not be applicable for encoded trace information at the UE.

· [SLT-HL-7] with the following clarification:

-
An instance of a service level trace across a PLMN shall be uniquely identifiable using the Trace Recording Session Reference.

· [SLT-HL-8]

· [SLT-COM-1] with the following clarification:

-
Time stamping alone to determine the sequence of IMS NEs performing trace within the service chain shall not be used;

-
Statistical information shall not be included as part of IMS NE characteristics;

-
Service Level Tracing shall apply only to the IMS session layer and not the underlying transport layers.

· [SLT-COM-4] with the following clarification:

-
An IMS NE, in addition to providing trace information specific to a service that it has traced, may also make available other information, for example, timestamp and throughput information.

· [SLT-NI-1] with the following clarification:

-
The UE shall expose a standardised interface for Trace Parameter Configuration and the retrieval of trace information. This interface may not be standardized by 3GPP.

· [SLT-NI-2] with the following clarification:

-
An IMS NE shall transfer Trace records in Standard File Formats via Itf-N.

For transfer of Trace records via Itf-N, FTP or secure FTP shall be used.

The transfer of Trace record from the UE is for further study.
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