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1
Decision/action requested

This contribution is expected to be discussed and agreed.
SA5 is expected to discuss and agree OAM security threats & requirements.
2
References

(Reference - in list form - should be made to previous SA5/3GPP/etc. documents.)

S5-071419
R3-071247
3
Rationale

This document contains technical proposal on Security Management Requirements for Home NodeB. 
The revision marks in the text below show the difference to the referenced SA5 TDoc.
4
Detailed proposal

4.1
Security Management
4.1.1
Security Threats

4.1.1.1
Masquerade
On transport layer, Home NodeB is in an untrustworthy domain, while other entities in operator’s OAM network are in a trusted domain. A malicious 3rd entity may masquerade as either Home NodeB or some entity in operator’s OAM network to break transport communication between the Home NodeB and the operator’s OAM network.
On application layer, operator’s OAM network may only be able to cooperate with some specific type of Home NodeB device (e.g. vendor specific Home NodeB). So operator’s OAM network may be broken if a malicious 3rd entity, which can’t work with the operator’s OAM network, masquerades as the right type of Home NodeB device which the operator’s OAM network can work with.
On application layer, a malicious 3rd entity may masquerade as the authentic user (subscriber) of Home NodeB to invade into operator’s OAM network (e.g. the user’s subscription has expired).
4.1.1.2
Eavesdropping
On transport layer, 3rd malicious entity may eavesdrop to communication between Home NodeB and operator’s OAM network.
4.1.1.3
Unauthorized access
On application layer, authenticated Home NodeB may access operator’s OAM network against access control policy that operator pre-sets.
The access control policy defines the permission conditions under which operator’s OAM network automatically configures the Home NodeB. It will be a part of subscription information of Home NodeB subscriber. E.g. access control policy may restrict the location(s) from where Home NodeB is allowed to connect to operator’s OAM network and get necessary configuration information.
4.1.1.4
Loss or corruption of information
On both transport and application layer, integrity of information exchanged between Home NodeB and operator’s OAM network may be broken by a malicious 3rd entity. E.g. on transport layer, transport package may be modified by a malicious 3rd entity in transmission; on application layer, management file may be modified by a malicious 3rd entity.
4.1.1.5
Repudiation
On application layer, Home NodeB may deny having sent management information to or received management information from operator’s OAM network.
4.1.1.6
Denial of service
On transport layer, operator’s OAM network may be flooded by useless or false transport packages, especially attackers can be distributed in the public internet. 
4.1.2
Security Requirement

The OAM link between Home NodeB and corresponding operator’s OAM network shall be secured on both transport layer and application layer because Home NodeB connects with corresponding operator’s OAM network via internet which is open to all kinds of security threats.

Operator’s OAM network and Home NodeB shall authenticate each other by checking information as follows:

1. transport layer authentication information of Home NodeB, checked by transport layer security gateway of operator’s OAM network
2. authentication information of the transport layer security gateway of operator’s OAM network, checked by Home NodeB

3. authentication information of Home NodeB device
4. authentication information of subscription (see note below)

5. 
6. Vendor specific information
Note: Subscription describers if operator will accept Home NodeB to be introduced into the mobile network to provide mobile service.

Operator’s OAM network shall control access of Home NodeB due to pre-set access control policy. The access control policy may include information as follows:
1. Whether subscription relationship between Home NodeB subscriber and operator is valid and active

2. Location(s) from where Home NodeB is allowed to connect to operator’s OAM network and get configuration data
3. operator specific information
Integrity and confidentiality of management information exchanged between Home NodeB and operator’s OAM network shall be secured at least on transport layer and optionally on application layer.

Management information exchanged between Home NodeB and operator’s OAM network may be logged respectively on both sides for future audit when necessary.

For security between DM for Home NodeB and NMS, 3GPP TS 32.37x shall be reused.
