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1
Decision/action requested

This contribution is expected to be discussed and agreed.
SA5 needs to decide if OAM security should be studied independently by SA5 first;

SA5 is expected to discuss and agree OAM security requirements.
2
References

(Reference - in list form - should be made to previous SA5/3GPP/etc. documents.)

S5-070878
R3-071247
3
Rationale

This document contains technical proposal on Security Management Requirements for Home NodeB. 
The revision marks in the text below show the difference to the referenced SA5 TDoc.
4
Detailed proposal

4.1
Security Management
The OAM link between Home NodeB and corresponding operator’s OAM network shall be secured on both transport layer and application because Home NodeB connects with corresponding operator’s OAM network via internet which is open to all kinds of security threats.
Operator’s OAM network and Home NodeB shall authenticate each other by checking information as follows:

1. transport layer authentication information of Home NodeB, checked by transport layer security gateway of operator’s OAM network
2. authentication information of the transport layer security gateway of operator’s OAM network, checked by Home NodeB

3. authentication information of Home NodeB device e.g. device manufacturer, device type, device identifier etc
4. authentication information of subscription (see note below)

5. Environmental info e.g. location information of Home NodeB like Home NodeB IP addressin the OAM network, 
6. Vendor specific information
Note: Subscription describers if operator will accept Home NodeB to be introduced into the mobile network to provide mobile service.



Integrity and confidentiality of management information exchanged between Home NodeB and operator’s OAM network shall be secured at least on transport layer and optionally on application layer.
Management information exchanged between Home NodeB and operator’s OAM network may be logged respectively on both sides for future audit when necessary.
For security between DM for Home NodeB and NMS, 3GPP TS 32.37x shall be reused.
