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1
Decision/action requested

This paper is an attempt to describe the various “advanced alarming rules” using consistent format/language/diagrams.    The intents are 

a) Provide more clarity (and consistency in term usage) to the rule description and specification that are in the base document;

b) Provide suggestion on the handling of certain error conditions (e.g. what to do when the alarm clearing is missing);

c) Provide suggestion on the behaviour of AlarmIRP, NotificationIRP, LogIRP when the rule(s) are in execution;

d) Illustrate each rule with some samples.

This paper should be considered as Ericsson’s continual effort to clarify the various rule proposals in the base line document.  It should not be considered as Ericsson’s proposal or support of the rules.  Ericsson would decide on support or otherwise, after the group has achieved consensus on all the rule specifications.

2
Proposal

We would like to group to consider the use of the following terms.

1. Use “Advanced Alarm Management” instead of “Advanced Alarming”.  Use AAM for “Advanced Alarm Management”.  For example, AAMRule instead of ‘advancedAlarmingRule’ and AAMRIP instead of AdvancedAlarmingIRP. 
2. Capitalized the word rule.  For example, we say Rule or AAMRule instead of “advanced alarming rules”.  The reason to capitalize is to distinguish this Rule to be one of the rules specified by the Advanced Alarm Management IRP specifications.
The following is suggestion to clarify subclause 5.3 of the base document.
“

…

5.3
Information Object Classes definition

5.3.1
AdvancedAlarmManagementRule
5.3.1.1
Definition

This information object represents an Advanced Alarm Management Rule. 
It inherits from IOC Top.

An Advanced Alarm Management Rule instance is identified by its DN.  A Rule instance carries, among other things, the identification of the Rule type called aAMRuleType.  They are:
· Threshold Rule

· Transient Rule

· Toggle Rule
· Merge Rule
See Annex A for the description of the above Rules.

5.3.1.2
Attributes

	Attribute name
	
	Support Qualifier
	Read Qualifier
	Write Qualifier

	aAMRuleId
	
	M
	M
	-

	aAMRuleType
	
	O
	M
	-

	aAMRuleParameterList
	
	O
	M
	-


…

6.3
AlarmIRPOperation_6 Interface (O)
This interface defines methods for the IRPManager to request for alarm notifications of significant information (significant from the IRPManager’s perspective).

The operations defined here will not screen out all insignificant alarms/alarm clearings, but they should contribute to enable the network operator to reduce the number of reported alarms to a reasonable and managable level.
The definition of insignificance is determined by the IRPManager.  The choice of Rule/s may depend on the type of alarm, the environment, the time of day and many more. 
An implementation can claim compliance to this IRP if it supports at least one of the Advanced Alarm Rule specified in Annex A.
6.3.1
Operation manageThresholdRule (O)

6.3.1.1
Definition

…

…

…
Annex A (normative):
Advanced Alarm Management (AAM) Rules
(Author Note: since the text here is new, I do not mark them with “revision marks” to ease our eyes.)
A.1
General

An AAMRule (called Rule hereafter) contains multiple elements.  
The first element (subSection titled: Criterion to determine alike alarm) is a criterion used to determine if an alarm is classified as ‘alike’ or “not alike”.  If the alarm is not-alike, then the alarm is not subject to further scrutiny (processing) by the Rule, i.e. it would be processed as if there is no Rule in effect.  The IRPManager specifies such criterion in an input parameter named filter in various relevant AAM operations.
(Author: The filter grammar needs to be defined.)

The second element (subSection titled: Treatment of alike alarm) is the algorithm to determine if
a) An alike alarm should be reported as one alarm (i.e. it is a significant alarm) or 

b) Multiple alike alarms should be reported as one alarm (i.e. the multiple alike alarms is considered as a single significant alarm) or 

c) The alike alarm should be suppressed (i.e. it is an insignificant alarm).  
When a significant alarm is identified, the algorithm also determines: 
a) The time when the notifyNew/Changed/ClearedAlarm of this significant alarm should be sent to IRPManager and 
b) The value of alarmRaisedTime, alarmChangedTime and alarmClearedTime parameters in the relevant notifyNew/Changed/ClearedAlarm of this significant alarm.
The third element (subSection titled: Relation to Log and AlarmList) specifies which alarms shall enter into Log of LogIRP and AlarmList of AlarmIRP.
Each of the following subsections defines a Rule using the three-element description outlined above.  
For each Rule, illustration samples, using symbols shown below, are given (titled: Samples).  The thick horizontal line indicates a time-line.  The dotted double‑arrow line indicates a time parameter, if applicable.  The ‘?’ box indicates the alarm under investigation.  The left-edge of a box corresponds to the alarmRaisedTime while the right-edge corresponds to the alarmClearedTime.  So, the horizontal span of a box indicates the alarm active time span.  
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Figure 1: Sample diagram notations

Sometimes, a shaded box is drawn below the time line as below.  Such shaded box indicates the identification of a significant alarm (to be reported alarm).
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Figure 1: Sample diagram notations

For each Rule, use cases are given (subSection titled: Use cases). 
A.2
Rules
A.2.1
Threshold Rule

This Rule has three parameters, namely, the alarmOccurenceThreshold (called N here), the slidingTimeWindow (called T here) and filter.
A.2.1.1
Criterion to determine alike alarm
The filter parameter carries values for objectInstance, alarmType, perceivedSeverity, probableCause and specificProblems.  If the alarm under investigation (e.g. the box with a ‘?’ in the sample below) carries the same values, then it is considered ‘alike’ otherwise, “not-alike”.

A.2.1.2
Treatment of alike alarm
Test an alike alarm (the subject).  See if there are N-1 alike alarms between the subject alarmRaisedTime and T units of time earlier.  
If yes, the subject is a significant alarm; otherwise, it is an insignificant alarm.  
This table shows the emission times of the various related to a significant alarm.  

	Reported alarm types
	Emission (to IRPManager) times of an Reported alarm

	notifyNewAlarm
	Immediate after the subject alarmRaisedTime.

	notifyChangedAlarm
	??

	notifyClearedAlarm
	Immediate after the subject alarmClearedTime.


Table 1: Significatn alarm emission time re: Threshold Rule
This table shows the time related parameters in significant alarm.

	Parameters of the Reported alarm
	Parameter values

	alarmRaisedTime
	Same value as that carried in the subject.

	alarmChangedTime
	??

	notifyClearedTime
	Same value as that carried in the subject.

	Alarm Id
	Same value as that carried in the subject.


Table 2: Significant alarm time parameters re: Threshold Rule
A.2.1.3
Relation to Log and AlarmList
The alike alarms enter the Log.  The significant alarms enter the AlarmList.

A.2.1.4
Samples


[image: image3.emf]? ?

With N=3

Insignificant alarm

?

With N=3

Significant alarm

With N=3

Insignificant alarm

T1 T1 T1


Figure 2: Threshold Rule illustrations
A.2.1.5
Use cases

1. Provide use case to show its usage.
2. bla bla
A.2.2
Transient Rule

This Rule has two parameters, namely, the minutesAtLeastActive and filter (called T here) and filter.
A.2.2.1
Criterion to determine alike alarm
The filter parameter identifies the names and values of one or more notifyNewAlarm parameters such as objectClass, probableCause.  If the alarm under investigation (e.g. the box with a ‘?’ in the sample below) carries the identified parameters and having the same values, then it is considered ‘alike’ otherwise, “not-alike”.

A.2.2.2
Treatment of alike alarm
Take an alike alarm (the subject).  If the subject’s active period is smaller than T, then it is an insignificant alarm; otherwise, it is a significant alarm.  
This table shows the emission times of the various related to significant alarm.  

	Reported alarm type
	Emission (to IRPManager) times of an Reported alarm

	notifyNewAlarm
	Immediate after the subject alarmRaisedTime plus T.

	notifyChangedAlarm
	??

	notifyClearedAlarm
	Immediate after the subject alarmClearedTime.


Table 3: Significant alarm emission time re: Transient Rule
This table shows the time related parameters in significant alarm.

	Parameters of the Reported alarm
	Parameter values

	alarmRaisedTime
	Same value as that carried in the subject.

	alarmChangedTime
	??

	notifyClearedTime
	Same value as that carried in the subject.

	Alarmed
	Same value as that carried in the subject.


Table 4: Significant alarm time parameters re: Transient Rule
A.2.2.3
Relation to Log and AlarmList
The alike alarms enter the Log.  The significant alarms enter the AlarmList.

A.2.2.4
Samples
Here are two samples.  One is a not-to-be reported alarm while the other is a significant alarm. 
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Figure 3: Transient Rule Illustrations
A.2.2.5
Use cases

1. Provide use case to show its usage.
2. bla bla
A.2.3
Toggle Rule 
This Rule has 4 parameters, namely, the filter, the alarmOccurenceThreshold (called N1 here), the slidingTimeWindowTogglingStarted (called T1 here) and slidingTimeWIndowTogglingSettled (called T2 here).
A.2.3.1
Criterion to determine alike alarm
The filter parameter identifies the names and values of one or more notifyNewAlarm parameters such as objectClass, probableCause.  If the alarm under investigation (e.g. the box with a ‘?’ in the sample below) carries the identified parameters and having the same values, then it is considered ‘alike’ otherwise, “not-alike”.

A.2.3.2
Treatment of alike alarm

All alarm considered here are alike alarms. Reset threshold count (with N1).  
The specification style here is algorithmic.  Its intention is not to dictate implementation but to precise the logic on how to determine a significant alarm.

1. LookForNextSequence: 
2. Take the next alarm as the subject;
3. Check if subject is toggling using function-1?
4. If NO, subject is the singleton member of a case-1 sequence; reset threshold count; goto LookForNextSequence;
5. Check if threshold is crossed using function-2?
6. If threshold is not crossed, then subject is the singleton member of a case-1 sequence; goto LookForNextSequence;

7. Threshold crossed:

8. The subject is the first member of the sequence of toggling alarm;

9. LookForLastMember:

10. Check if subject is the last member of a sequence, using function-3?

11. If YES, a complete sequence is found; reset threshold count; goto LookForNextSequence;
12. If NO, take the next alarm as the subject; goto LookForLastMember;

Function-1:

a. If subject is active T1 or more, then return NO; otherwise, return YES;

Function-2:

b. Decrement threshold count by 1;  

c. If count > 0, then return NOT-CROSSED; otherwise, return CROSSED;

Function-3:

d. If subject is active T2 or more, then subject is the last member of a case-1 sequence; return YES;

e. If there is no alarm between subject alarm clear time and T2 later, then subject is the last member of a case-2 sequence, return YES;

f. Return NO;

This table shows the emission times of the various related to significant alarm.  

	Reported alarm types
	Emission (to IRPManager) times of an Reported alarm

	notifyNewAlarm
	Immediately after T(begin) of the first member of a sequence

	notifyChangedAlarm
	??

	notifyClearedAlarm
	Immediately after
· The alarmClearedTime of the last member of a case-1 sequence or
· The alarmClearedTime+T2 of the last member of a case-2 sequence;


Table 5: Significant alarm emission time re: Toggle Rule
This table shows the time related parameters in significant alarm.

	Parameters of the Reported alarm
	Parameter values

	alarmRaisedTime
	Same value as that carried by the first member of a sequence.

	alarmChangedTime
	??

	notifyClearedTime
	Same value as that carried by the last member of a sequence.

	alarmed
	Same value as that carried by the first member of a sequence.


Table 6: Significant alarm time parameters re: Toggle Rule
A.2.3.3
Relation to Log and AlarmList
The alike alarms enter the Log.  The significant alarms enter the AlarmList.

A.2.3.4
Samples

The samples below uses N=3.  An alarm indicated with ‘?’ is a sequence with one member.  These are case-1 sequences.
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Figure 4: Toggle Rule illustrations for sequence with one member
The samples below uses N=3.  An alarm indicated with ‘?’ is the sequence head.  Because the next alarm is active T2 or more, the next alarm is the sequence tail.   These are case-1 sequences.

[image: image6.emf]T1

? 2 1

T1

(N-3) == 0

T1

T2

T1

? 2 1

T1

(N-3) == 0

T1 T2


Figure 5: Toggle Rule illustrations for sequence with multiple members
The samples below uses N=3.  An alarm indicated with ‘?’ is the sequence head.  Because the next alarm (alarm‑4) is active less than T2 and because there is no alarm T2 after alarm-4 alarm clearing, then this alarm‑4 is the sequence tail.  This sequence is a case-2 sequence.   
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Figure 6: Toggle Rule illustration #2 for sequence with multiple members
The samples below uses N=3.  Alarm-3, alarm-4 and alarm-5 are members of the same sequence.  Alarm-3 is the sequence head.  Alarm-4 is a member but not the sequence tail.  Alarm-5 is a member but can not determine if it is the sequence tail, given the limited info on the diagram.    
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 Figure 7: Toggle Rule illustration #3 for sequence with multiple members
A.2.3.5
Use cases

1. Provide use case to show its usage.
2. bla bla
A.2.4
Merge Rule

This Rule has only the filter parameter.
A.2.4.1
Criterion to determine alike alarm
The filter parameter identifies the names and values of one or more notifyNewAlarm parameters such as objectClass, probableCause.  If the alarm under investigation (e.g. the box with a ‘?’ in the sample below) carries the identified parameters and having the same values, then it is considered ‘alike’ otherwise, “not-alike”.

A.2.4.2
Treatment of alike alarm
An alike alarm can be solo in that it is not overlapping with other alike alarms.  An alike alarm can also be solo in that it is adjacent to other alike alarms.  The solo‑alike‑alarm is a significant alarm.

Alike alarms can be overlapping with each other.  Such “overlapping” alike alarms are collectively called one group‑alike‑alarm.  A group-alike-alarm is considered one significant alarm.  

This table shows the emission times of the various related to a significant alarm.  

	Reported alarm types
	Emission (to IRPManager) times of an Reported alarm

	notifyNewAlarm
	Immediate after 
· The alarmRaisedTime of the solo-alike-alarm or 

· The earliest alarmRaisedTime among members of the group-alike-alarm.

	notifyChangedAlarm
	??

	notifyClearedAlarm
	Immediate after 

· The alarmClearedTime of the solo-alike-alarm or 

· The latest alarmClearedTime among members of the group-alike-alarm.


Table 7: Significatn alarm emission time re: Merge Rule
This table shows the time related parameters in significant alarm.

	Parameters of the Reported alarm
	Parameter values

	alarmRaisedTime
	Same value as that carried in the solo-alike-alarm or the earliest alarmRaisedTime among members of the group-alike-alarm.

	alarmChangedTime
	??

	notifyClearedTime
	Same value as that carried in the solo-alike-alarm or the latest alarmClearedTime among members of the group-alike-alarm.

	Alarm Id
	Same value as that carried in the solo-alike-alarm or that carried in the first member of the group-alike-alarm.


Table 8: Significant alarm time parameters re: Merge Rule
A.2.4.3
Relation to Log and AlarmList
The alike alarms enter the Log.  The significant alarms enter the AlarmList.

A.2.4.4
Samples
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Figure 8: Merge Rule illustrations

A.2.4.5
Use cases

1. The operator knows that one or several NEs which are being tested or repaired) will raise many alarms for a duration of time.  The operator wants to know when all these alarms are cleared (e.g., means that the test or repair is finished). 
2. The operator knows that all NEs or many NEs will raise same alarm(s).  The operator wants to know when these alarms are cleared.  For example, in an area where the voltage becomes unstable, the NodeBs in this area will raise the same alarms and the operator do not want to see all the same alarms individually but he wants to know when the voltage returns to stable (i.e. when all the same alarms issue alarm clearing). 
A.3
Relation of Rule and Notification filter

This section illustrates the relation between the AAM capabilities and the NotificationIRP and AlarmIRP.
The following diagram illustrates the case when AAM capabilities are not deployed.  The “1, 2.. 6” indicates 6 alarms.  They will be logged and they would appear in the AlarmList.  The NotificationIRP supported a filter F1.  The IRPManager, in this case, receives “1, 3” where ‘2, 4, 5, 6’ were discarded because of Notification filter F1 is in effect.
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Figure 9:  Deployment without AAM capabilities
The following diagram illustrates the case when AAM capabilities are deployed.  The “1, 2.. 6” indicates 6 alarms.  They will be logged.  Because of AAMRule R1 is in effect, the “1,2…6” result in two significant alarms, A and B.  The A and B will appear in AlarmList.  They will also be broadcasted to IRPManagers subject to NotificationIRP filter in effect.  In the case below, the IRPManager would receive only A because Notification IRP filter F2 is in effect.
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Figure 10: Deployment with AAM capabilities
A.4
Exception Handling of Rules

The Toggle Rule and in Merge Rule can potentially group multiple alike alarms together to form one significant alarm.  If the process executing the Rule misses the alarm clearing time of one member of a group, the effect to the IRPManager would be equivalent to a loss of all alike alarms in the group.

(
Author: The group needs to specify how to handle such a case.  
Suggestion 1: AAMIRP manages a timer for each alike alarm.  It starts when alarm is raised.  If timer expires, the subject is considered cleared.  The Rule executes accordingly.  The subject alarm clearing, if it happens, would be ignored.
Suggestion 2: AAMIRP manages a timer for each alike alarm.  It starts when alarm is raised.  If timer expires, the subject is considered never happen as far as Rule execution is concerned.  

Suggestion 3: etc.

)
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