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1
Decision/action requested

Discussion requested.
2
References

3GPP TR 32.808 V1.0.0 (2006-07)

All other relevant references can be found within the submitted document S5- 070232 _TR_CPSF_1_contrSect2and3_sevilla_submitt_1.doc.
3
Rationale

This submission adds end-user related information about I-WLAN to section 5.
4
Detailed proposal
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The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.

This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.


5.1.1.3
I-WLAN



 3GPP/WLAN Interworking entities as defined in [13] and depicted in figure 5.1.1.3.1 (also taken from [13]):

· WLAN UE: A WLAN UE is the User Equipment using a UICC card utilized by a 3GPP subscriber to access the WLAN network for 3GPP interworking purpose.


· 3GPP AAA Proxy: The 3GPP AAA Proxy represents a AAA proxying and filtering function and resides in the visited 3GPP network. It is involved in access and service authentication and authorization procedures of a WLAN UE.


· 3GPP AAA Server: The 3GPP AAA server resides in the 3GPP network and is responsible for access and service authentication and authorization of a WLAN UE.


· WLAN Access Gateway (WAG): The WLAN access gateway is a gateway between WLAN and 3GPP network. In the roaming case it resides in the visited 3GPP network, otherwise in the home 3GPP network. It provides filtering, policing and charging functionality for the traffic between WLAN UE and 3GPP network.
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Packet Data Gateway (PDG): The Packet Data Gateway provides access to PS based services for a WLAN UE. It resides either in the home (for access to home services) or in the visited 3GPP network (for access to local services).

Figure 5.1.1.3.1: 

According to [2], the following subscription related data are defined for I-WLAN:


· Data related to subscription, identification and numbering

· IMSI: The International Mobile Subscriber Identity (IMSI) serves as the root of the subscriber data pseudo-tree.


· Mobile Subscriber ISDN Number (MSISDN): One MSISDN is used for WLAN-IW subscription. If the multinumbering option applies, the MSISDN used is the Basic MSISDN.


· W-APN: The WLAN Access Point Name (W-APN) identifies a data network and a point of interconnection to that network (Packet Data Gateway). The APN is composed of two parts as follows:


· The APN Network Identifier: this defines to which external network the GGSN is connected and optionally a requested service by the MS. This part of the APN is mandatory.


· The APN Operator Identifier; this defines in which PLMN GPRS backbone the GGSN is located. This part of the APN is optional.


The APN Operator Identifier is placed after the APN Network Identifier. An APN consisting of both the Network Identifier and Operator Identifier corresponds to a DNS name of a GGSN; the APN has, after encoding as defined in the paragraph below, a maximum length of 100 octets.

· List of authorized visited network identifiers: The list of authorized visited network identifiers field indicates which 3GPP visited network identifiers are allowed for roaming.


· 3GPP AAA Proxy Name: The 3GPP AAA Proxy Name defines the Diameter or RADIUS Identity of the 3GPP AAA Proxy node. 


· 3GPP AAA Server Name: The 3GPP AAA Server Name defines the Diameter or RADIUS Identity of the 3GPP AAA Server node. 


· Serving PDG List: The Serving PDG List field contains the addresses of the PDGs to which the WLAN UE is connected.


· Serving WAG: The Serving WAG field contains the WAG address information obtained through the successful user authentication procedure.

· WLAN UE Local IP Address: The WLAN UE Local IP Address field represents the IPv4/IPv6 address of the WLAN UE in the WLAN AN. It is an address used to deliver the packet to a WLAN UE in a WLAN AN.


· WLAN UE Remote IP Address: The WLAN UE Remote IP Address field represents the IPv4/IPv6 address of the WLAN UE   in the network which the WLAN UE is accessing. It is an address used in the data packet encapsulated by the WLAN UE-initiated tunnel and is the source address used by applications in the WLAN UE. The WLAN UE Remote IP address is per W-APN.


· Data related to registration


· User Status: The User Status field identifies the registration status of the I-WLAN User. The User Status shall be either REGISTERED, in which case there is an associated Serving 3GPP AAA Server Name stored at the HSS, or UNREGISTERED, in which case no 3GPP AAA Server Name stored.


· Data related to authentication and ciphering: 


· Random Number (RAND), Signed Response (SRES) and Ciphering Key (Kc):

· Random Number (RAND), Signed Response (SRES) and Ciphering Key (Kc) fields form a triplet vector used for authentication and encryption.


· In I-WLAN for SIM based users, triplet vectors are calculated in the 2G AuC and provided to the 2G HLR/HSS. For USIM based users, triplet vectors are derived from quintuplet vectors in the 3G HLR/HSS if needed.


· A set of up to 5 triplet values are sent from the 2G HLR/HSS to the 3GPP AAA Server upon request. These data are temporary subscriber data stored in the 3GPP AAA Server.


· Random Challenge (RAND), Expected Response (XRES), Cipher Key (CK), Integrity Key (IK) and Authentication Token (AUTN)

· Random Challenge (RAND), Expected Response (XRES), Cipher Key (CK), Integrity Key (IK) and Authentication Token (AUTN) fields form a quintuplet vector used for user authentication, data confidentiality and data integrity.


· In I‑WLAN, a set of quintuplet vectors are calculated in the AuC, and up to 5 quintuplets are sent from the HLR/HSS to the 3GPP AAA Server upon request. 


· These data are temporary subscriber data stored in the HSS and 3GPP AAA Server.


· Master Key (MK) : The Master Key (MK) field enables keys to be derived.


· Transient EAP Keys (TEKs): The Transient EAP Keys (TEKs) field is used to protect the EAP packets. 


· Master Session Key (MSK): The Master Session Key (MSK) field is used to obtain the key material required for the link layer confidentiality mechanism and IPsec confidentiality mechanism.


· Data related to session


· Session Identifier: The Session Identifier field indicates a unique Diameter signalling session specific to the user.


· Session-Timeout: The Session-Timeout field indicates the maximum period for a session measured in seconds. It is used for re-authentication purposes. If this field does not appear, the WLAN AN shall apply default time intervals.


· Operator Determined Barring general data


· W-APN Authorised List: The W-APN contains authorization information for each W-APN. This parameter indicates the list of allowed W-APNs, the environment where the access is allowed and optionally the charging data specific for that W-APN and the Static IP address.


· W-APN Identifier List

· W-APN Barring Type List: The W‑APN Barring Type field indicates the subscriber access type to the home and visited network's services. The parameter takes either of the following values:


· Allow access to this W‑APN  regardless of whether the subscriber is located in a VPLMN or in the HPLMN;


· Prohibit access to this W-APN within the HPLMN when the subscriber is located in a VPLMN;


· Prohibit access to this W-APN within the VPLMN when the subscriber is located in a VPLMN;


· Prohibit access to this W-APN within the HPLMN when the subscriber is located in the HPLMN.


· W-APN Charging Data List: When this parameter is present, it supersedes the general charging information to be applied for the subscriber. 


· Static WLAN UE Remote IP Address List: WLAN UE IP Address field identifies the IPv4/IPv6 address that the operator has statically assigned to the WLAN UE.

· Maximum Number of Accesses List: The Maximum Number of Accesses enables operators to specify the maximum number of concurrent accesses per W-APN.


· Access Number List: Access Number is an integer counter kept at the 3GPP AAA Server  per W-APN.


· Access Dependence Flag: The Access Dependence Flag enables operators to authenticate a subscriber accessing the I-WLAN by WLAN 3GPP IP Access independently of a previous WLAN 3GPP Direct WLAN Access. The parameter takes either of the following values:


· Allow access to WLAN 3GPP IP Access independently of a previous WLAN 3GPP Direct Access.


· Prohibit access to WLAN 3GPP IP Access independently of a previous WLAN 3GPP Direct Access.


· I-WLAN Access Type: The I-WLAN Access Type field indicates the types of access the subscriber has used to access to the IWLAN. The parameter takes either of the following values:


· WLAN 3GPP IP Access;


· WLAN 3GPP Direct Access.


· QoS general data


· Max Subscribed Bandwidth: The Max Subscribed Bandwidth field indicates the Max subscribed bandwidth.


· Routing Policy: The Routing Policy field defines a packet filter for an IP flow.


· Data related to Charging


· Charging Data: The Charging Data field identifies the Charging Characteristics plus the Charging Nodes to be applied per user for all W‑APNs or per user for individual W‑APNs.


· Charging Characteristics: The Charging Characteristics field indicates the charging type to be applied to the user tunnel.


· Primary OCS Charging Function Name: The Primary OCS Charging Function Name field identifies the Primary OCS Function node that performs on-line based charging.

· Secondary OCS Charging Function Name: The Secondary OCS Charging Function Name field identifies the Secondary OCS Charging Function node that performs on-line based charging.


· Primary Charging Collection Function Name: The Primary Charging Collection Function Name field identifies the primary Charging Collection Function node that provides off-line charging support for the IMS subscribers.


· Secondary Charging Collection Function Name: The Secondary Charging Collection Function Name field identifies the secondary Charging Collection Function node that provides off-line charging support for the IMS subscribers.
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