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1
Decision/action requested

The purpose of this contribution is to present for review the OMA requirements for Service Level Tracing with the intention to identify those requirements applicable and in scope of 3GPP End-to-end Service Level Tracing.

Discussion: What are the services? Services may be initiated at the device or may be services offered by components such as in the web services case.

There is a suggestion that SLT will also be required for VCC (IMS and CS).

There is also general agreement that SA5 will need to define a list of services/and parameters associated with the services that need to be traced.

Clarification: For SLT for IMS, only IMS entities are in scope. Functions related to RAN, MGW are not considered.

For the SLT for IMS WID the services are focused on services initiated by the user. SLT for VCC may be a feature for subsequent phases of SLT.

2
References

[1] OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C, The Open Mobile Alliance™ (URL:http://www.openmobilealliance.org/)

3
Rationale

The rationale of the contribution is to develop the SA5 stage 1 and stage 2 work by reusing where applicable the OMA Service Level Tracing requirements as described in [1].

The objective of this contribution is to review each OMA Service Level Tracing requirement to determine its applicability to the End-to-end Service Level Tracing activity. The intention of this contribution is not to propose any modifications to the OMA requirements.

For review purposes only, each OMA Service Level Tracing requirement is presented in section 4. It is intended that all comments and agreements against each requirement are captured in the “SA5 Review comments and decision” comments box. 

Any requirement deemed applicable to the End-to-end Service Level Tracing activity will be referenced from appropriated SA5 specifications.

This document also includes the OMA definitions for terms used within the OMA requirements, and includes several proposals for alignment and correlation between the OMA definitions and SA5 definitions (as initially discussed in Shenzhen).
4
Detailed proposal

OMA Service Level Tracing definitions

Component A replaceable/reusable unit in the service provider system that is responsible for a particular set of functionality and associated information. A component forms part or all of an enabler. (See ref [1])
[Discussion] In 3GPP the term component could be either a UE or an IMS nodes. (Action: we need to check whether we use the term IMS node or IMS NE)

Device A device is a voice and/or data terminal used for information transfer. Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, 802.11 etc.), data-only terminals, PDAs, laptop computers. (see ref [1])

[Discussion] The Device in 3GPP is a UE

End user visible event An events that is visible to the end-user consuming a service. A user-visible event may be a

diverted-to-number, Browsing-Redirect URL, MMS Content-to-person, Messaging Notification of delivery or submission. (see ref [1])

[Discussion] There were no comments to this definition

Marking The operation of enabling a device or component to subsequently initiate the Service Level Tracing. (see ref [1])

[Discussion] This definition causes a bit of confusion. The intention of the definition is to Gets a bit confused to this definition. DS: is to describe the process of “preparing” the device ready for initiating trace. This means the preparation only.

Marking request A request initiated by the Service Provider or other authorized actor, which marks a device or component. The marking request contains the SLT start trigger event. (see ref [1])

[Discussion] This definition describes the ability to send a command (e.g. OTA) to the device in order to Mark that device. It was agreed that there is no existing SA5 definition describing this concept.
Marked device/component A device or component that has been marked and has not been unmarked. (see ref [1])
[Discussion] Clarification that a Marked UE is in fact the controlling entity in the Service chain, i.e. tracing will be activated when the device initiated a service invocation along with a trace request. There is no specific term in 3GPP for Marked device.

Service chain A concatenation of components that are used to support a service. A Service chain may cross

multiple Service Provider domains. (see ref [1])
[Discussion] The definition for Service chain is confusing. The definition has several interpretations depending on the context of the requirement being discussed. In IMS for example, a service chain could be a concatenation of IMS entities (including Application servers/enablers) that interact with one another to produce a service that is offered to an end user.

In terms of web services, a service chain could be components and their offered services interacting with other components and their services, and services interacting with other web services (This discussion will be revisited in subsequent phases of the work).
SLT Instance A uniquely identifiable service chain that has an accompanying indication for tracing. (see ref [1])

[Discussion] Clarification provided to the SA5 term. In the signaling based activation the trace recording reference is the same across all nodes. In the management based activation the trace recording reference is NOT the same across all nodes. (by definition management based activation is per node).

Service level tracing Service Level Tracing is the ability to capture and log all relevant information at each

component within a service chain, associated with a specific service that is initiated either by an

end user or a component. (see ref [1])
[Discussion] Initially the definition seems okay, but there may be some need for more depth in its meaning. This may be required if SLt is applied to web services, e.g. defining the interaction between say web services..…

SLT Start trigger event The SLT start trigger event contains criteria that identify the service to be traced and additional

criteria such as the time of day that it is to be initiated. (see ref [1])
[Discussion] There is a general view that the ability to specify the time of day needs to be supported by the Trace Management IRP and not the UE in the scope of service level tracing.
SLT trace indication An indication that SLT is required and that is included in signalling messages. When a component receives a signalling message that indicates that SLT is required, the component invokes tracing of activities related to that message. The SLT trace indication is passed on to other components in the service chain. An SLT trace token may contain additional information identifying, e.g. the required level of granularity of the logged information. (see ref [1])
[Discussion] The SLT Trace Indication could be a new SIP header that is included as part of the SIP signaling However, in the scope of SA5, we would only define the function in terms of Trace Parameter Propagation along with the identification of several parameters. The stage 3 details would be left to CT1 and Ct4 to decide on the actual method.

Trace recording period Time interval within a Trace Period while trace records are generated for a specific service

chain. (see ref [1])
[Discussion] This definition represents the period between start and stopping of tracing of tracing across all nodes from an end-to-end perspective. Considering that each node will have its own starts and stop period for logging, then collectively the start and stop time may be the same. SA5 will need to consider further whether the existing SA5 trace period definition looks at the end-to end perspective–(Action).

Trace period The Period from the marking of a device or component to the unmarking of that device or

component. (see ref [1])
[Discussion] This definition is the same as the SA5 Trace Session. The Trace Session is applicable to signaling and management based signalling.


Proposed correlation between SA5 and OMA SLT definitions

	OMA Definition
	Proposed correlation

	Component
	The OMA defined term component shall be understood as UE and IMS node.

	Comments:
Agreed on the proposed correlation



	OMA Definition
	Proposed correlation

	Device
	The OMA defined term device shall be understood as an UE

	Comments:
Agreed on the proposed correlation



	OMA Definition
	Proposed correlation

	End-user visible events
	The OMA defined term End-user visible events shall be understood as …


	Comments:
[Discussion] Clarification asked to whether it was only the indication of the occurance of a visible event of whther the user-visible event was also required. It was agreed that both the user-visible event and the indication would be required. 

This means that there will be a need to define all the end-user visible events. There was asuggestion that SA5 will have to work with the OMA to ensure alignment of the definitions of the events.

In terms of the definition it was agreed that SA5 would make reference to the OMA OSPE RD



	OMA Definition
	Proposed correlation

	Marking
	The OMA defined term Marking shall be understood as a Trace Parameter Configuration.

	Comments:
Agreed on the proposed correlation.



	OMA Definition
	Proposed correlation

	Marking request
	The OMA defined term Marking request shall be understood as…

	Comments:

As discussed previously, this definition is new to SA5. It was agreed that SA5 would make reference to the OMA definition, with an explanatory note adding clarification that this definition also has impacts on the Trace Management IRP WI



	OMA Definition
	Proposed correlation

	Service Provider
	The OMA defined term Service Provider shall be understood as a Service Provider

	Comments:
There was a question as to the need to specify only Network Operator? Considering that SLT spans multiple domains such as fixed networks it may be benificialy to mention Service Provider, which covers tha case of both MVNO and Network Operator. The 3GPP terms for Service Provider as definied by the 3gpp 21.905 shall be connsided.
Agreed on the proposed correlation



	OMA Definition
	Proposed correlation

	Authorised Actor
	The OMA defined term Authorised Actor shall be understood as a Network Operator, NE or EM, or NM

	Comments:
We need to also include Network Manager.
Agreed on the proposed correlation



	OMA Definition
	Proposed correlation

	SLT Instance
	The OMA defined term SLT Instance shall be understood as a Trace Recording SessionReference in the context of signalling based activation..

	Comments:
Agreed on the proposed correlation



	OMA Definition
	Proposed correlation

	SLT Trace indication
	The OMA defined term SLT Trace Indication shall be understood as a Start Trigger Event.

	Comments:
Agreed on the proposed correlation.

A concern was raised that there also needs to be a proposed correlation between the OMA definition of OSPE and SA5 definition.




	OMA Definition
	Proposed correlation

	OSPE
	The OMA defined term OSPE shall be understood as …

	OMA Service Provider Environment (OSPE): A system that consists of applications and multiple standardized components that are used to construct end-user services. Examples of an OSPE may include an Enterprise network, Mobile

network, or Third Party Service Provider.




High-Level Functional Requirements for service level tracing

	Label
	Description
	Enabler Release

	[SLT-HL-1]
	Each component with in the OSPE MUST support Service Level Tracing (SLT). (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-2]
	A device/component supporting Service Level Tracing (SLT) MUST support marking. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-3]
	When a service is initiated from marked component/device and when that service matches the service indicated in the marking request, the component/device MUST indicate in the related outgoing messages (E.g. SIP Invite) that SLT is required. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-4]
	The encoding of the SLT logged trace information MUST be defined in a standard manner across all components. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-5]
	There MUST be several levels (e.g. amount or granularity) of logged information captured by a component. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-6]
	All actors (e.g. the components of the Service chain the end-user’s identity), and associated characteristics (e.g. component version, supported execution environment, application version), MUST be identifiable within the logged trace information that is retrieved from all components in a service chain. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-7]
	The Service Provider or other authorised actor MUST be able to correlate the service to be traced, as indicated in the marking request, with trace information retrieved from across components of a service chain. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-8]
	The Service Provider MUST be able to identify and distinguish between all trace activities initiated by multiple devices at a single component. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-9]
	Service Level Tracing MUST apply to both control and user plane to aid in identifying issues related to, e.g. timing misalignments between the user plane and control plane. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-HL-10]
	The specification of SLT SHOULD be done in such a way as to maximise the chance for the SLT trace token to be passed through a service chain, which includes SLT non-compliant components. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




Table 1: High-Level Functional Requirements

Security

	Label
	Description
	Enabler Release

	[SLT-SEC-1]
	Security MUST be applied to SLT to protect against security threats such as unnecessary service processing and/or fraudulent use of SLT. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-SEC-2]
	Security MUST be applied to ensure that only authorised actors are able to mark an end-user’s device. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-SEC-3]
	All logged trace information pertaining to a specific SLT instance MUST be retrievable only by authorised Service Providers or authorised actors. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




Charging

	Label
	Description
	Enabler Release

	[SLT-CRG-1]
	All services that are subjected to SLT MUST be indicated as such in the charging information (e.g. in the Call Data Record (CDR)). (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




Table 2: High-Level Functional Requirements – Charging Items

Administration and Configuration

	Label
	Description
	Enabler Release

	[SLT-AC-1]
	OSPE MUST provide a mechanism for an authorised actor (e.g. a Service Provider) to activate or de-activate tracing on a component whilst ensuring that the propagation of the trace indication is not prohibited. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-AC-2]
	OSPE MUST provide a mechanism to allow a Service Provider or other authorized actor to initiate a marking request. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-AC-3]
	OSPE MUST provide a mechanism for a Service Provider or any other authorised actor to unmark a marked device/component. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-AC-4]
	OSPE MUST provide a mechanism for a Service Provider or any other authorised actor to request a permission from an end-user to “mark” a device. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-AC-5]
	OSPE MUST provide a mechanism for a Service Provider or any other authorised actor to mark a device with or without the end-user’s permission. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP)



	Label
	Description
	Enabler Release

	[SLT-AC-6]
	In the case where it is not possible to mark the end-user’s device, OSPE MUST provide a mechanism that allows any authorised actor to initiate SLT at any specific component within a service chain. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-AC-7]
	OSPE MUST provide a mechanism that allows the Service Provider or any other authorised actor to specify the criteria that causes the marking request to take affect, i.e. the service to be traced and the time at which an indication for requiring SLT is included in a signalling message. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




Table 3: High-Level Functional Requirements – Administration and Configuration Items

Interoperability

	Label
	Description
	Enabler Release

	[SLT-IOP-1]
	An SLT trace indication MAY (e.g. depending on Service Level Agreements between Service Providers) be propagated outside the boundaries of an OSPE, e.g. an SLT trace indication may be passed from a Mobile Operator’s network to a 3rd Party Service Provider network. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




Table 4: High-Level Functional Requirements – Interoperability Items

Privacy

	Label
	Description
	Enabler Release

	[SLT-PRV-1]
	For Privacy requirements see Privacy for Mobile Services requirements [Privacy]. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




Table 5: High-Level Functional Requirements – Privacy Items

Overall System Requirements for service level tracing

	Label
	Description
	Enabler Release

	[SLT-OSR-1]
	The maximum number of simultaneous SLT test routines SHOULD be configurable by the Service Provider. However, the maximum number MAY also be influenced by legislation. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




Table 6: High-Level System Requirements

Component and interface requirements for service level tracing

	Label
	Description
	Enabler Release

	[SLT-COM-1]
	A component’s captured trace information MUST contain information including but not limited to:

1. A mechanism to determine the sequence of components and the sequence of captured trace information from each component within a Service Chain.

2. A mechanism to identify a specific instance of SLT;

3. Component characteristics (e.g. enabler Id, supported protocol and protocol version, key enabler performance indicators such statistics etc);

4. Incoming and outgoing service attributes (e.g. IP Port address, hostname, destination address etc);

5. Activity derived from a message containing the trace indication, e.g. an activity such as end user-visible events. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-COM-2]
	A component MUST support the activation and deactivation of Service Level Tracing (SLT) as requested by a Service Provider or any other authorised actor. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-COM-3]
	A component MUST propagate the indication for SLT onwards to other components within the Service chain (even if the outbound protocols are different from the incoming protocols). (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-COM-4]
	Upon the reception of an SLT trace trigger request, the component MAY provide, other than that requested by the SLT trace trigger request, a different level (i.e. finer detail) and type of logged information (e.g. information that may not be directly associated with the service being invoked). (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-NI-1]
	Each component MUST expose a standardised interface that allows for the retrieval of all captured SLT trace information or the retrieval of captured trace information pertaining to a specific instance of SLT (e.g. captured trace information on a component may have resulted from several test cases but only captured information associated with one specific instance of SLT is required to be retrieved). (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):



	Label
	Description
	Enabler Release

	[SLT-NI-2]
	All trace information MUST be logged by a common logging function. A common logging function MAY reside either on a component or as a standalone logging function within OSPE. (see ref [1])
	

	

	SA5 Review comments and decision (i.e. applicability to 3GPP):




