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Change in section 1: Scope

1
Scope

The present document describes the requirements for the management of Trace and the reporting of Trace data across UMTS networks as it refers to subscriber tracing (tracing of IMSI or Private ID), and MS tracing (tracing of IMEI or IMEISV). The document also includes the description of service level tracing (tracing of a specific service). It defines the administration of Trace Session activation/deactivation by the Element Manager (EM) or the network or Mobile Station (MS) itself via signalling, the generation of Trace results in the Network Elements (NEs) and Mobile Station (MS) and the transfer of these results to one or more Operations Systems, i.e. EM(s) and/or Network Manager(s) (NM(s)).

The basic Subscriber and MS Trace concept that the present document is built upon is described in clause 4. The high level requirements for Trace data, Trace Session activation/deactivation and Trace reporting are defined in clause 5. Clause 5 also contains an overview of use cases for Trace (the use cases are described in Annex A). Trace control and configuration management are described in 3GPP TS 32.422 [2], and Trace data definition and management are described in 3GPP TS 32.423 [3].

In this release, the present document does not cover any Trace capability limitations within a NE (e.g. maximum number of simultaneous traced mobiles for a given NE) or any functionality related to these limitations (e.g. NE aborting a Trace Session due to resource limitations).

The objectives of UMTS Trace specifications are:

-
to provide the descriptions for a standard set of Trace data;

-
to produce a common description of the management technique for Trace administration and result reporting; and

-
to define a method for Trace results reporting across the management interfaces.

The following is beyond the scope of the present document, and therefore the present document does not describe:

-
tracing non-Subscriber or non-MS related events within a network element;

-
tracing of all possible parties in a multi-party call (although multiple calls related to the IMSI specified in the Trace control and configuration parameters are Traceable);

-
tracing of all active sessions in a cell or a given area (based on the identification of the area itself);


The definition of Trace data is intended to result in comparability of Trace data produced in a multi-vendor wireless UMTS network, for those Trace control and configuration parameters that can be standardised across all vendors' implementations.

Vendor specific extensions to the Trace control and configuration parameters and Trace data are discussed in 3GPP TS 32.422 [2] and 3GPP TS 32.423 [3].

End of change in section 1: Scope

Change in section 2: References

2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

…

[9]
OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C, The Open Mobile Alliance™ (URL:http://www.openmobilealliance.org/)

…
End of change in section 2: References

Change in section 3: Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following definitions apply:

…

Trace: general term used for Subscriber, Equipment and Service Trace.
Trace record: in the NE a Trace record is a set of Traceable data collected as determined by the Trace control and configuration parameters

Trace Recording Session: time interval within a Trace Session while trace records are generated for the subscriber, MS, or Service being traced.
The triggering events starting and stopping a Trace Recording Session are defined in 3GPP TS 32.422 [2] (figure 1).

Trace Recording Session Reference: identifies a Trace Recording Session within a Trace Session (see figure 1)
Trace Parameter Configuration: a technique whereby a request for tracing a certain subscriber, MS or service is sent by the EM to the Network Element and MS for execution.

Marking: Refer to OMA Service Provider Requirements, OMA-RD-OSPE-V1_0-20050614-C [9].
Marking request: Refer to OMA Service Provider Requirements, OMA-RD-OSPE-V1_0-20050614-C [9].
Service Level Tracing: Refer to OMA Service Provider Requirements, OMA-RD-OSPE-V1_0-20050614-C [9].

…

End of change in section 3: Definitions, symbols and abbreviations

Change in section 4.2: Trace High Level Architecture

4.2 Trace High Level Architecture
There are two types of activation, management based activation and signalling based activation.

Figure 4.2.1 represents the high-level view of the architecture of Trace management based activation/deactivation. 
This figure is only showing the interfaces in principle a high-level view. Details of Trace activation/deactivation are defined in 3GPP TS 32.422 [2].

[…]
Figure 4.2.5 represents the high-level view of the architecture of signalling based activation/deactivation required to support service level tracing for IMS. This figure is only showing the interfaces in principle. Details of Trace activation/deactivation are defined in 3GPP TS 32.422 [2].
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Figure 4.2.5: Architecture for Signalling Based Activation/Deactivation required for service level tracing for IMS
Figure 4.2.6 represents the high-level view of the architecture of Trace Reporting for System Context A. This figure is only showing the interfaces in principle.
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Figure 4.2.6: Architecture for Trace Reporting from MS to support end-to-end service level tracing
End of change in section 4.2: Trace High Level Architecture

Change in section 5.1: General trace requirements

5.1
General trace requirements

The general high-level requirements for Trace, common to both Management activation/deactivation and Signalling based activation/deactivation, are as follows:

-
for the Maximum Level: Trace data encompassing all signalling messages on the different interfaces dedicated to the events of the traced subscriber or MS with their entire content (all IEs) shall be retrieved. The operator can then use an external system (e.g. an Operations System (OS) in TMN terminology) and decode specific information in line with operator requirements.

-
for the Minimum Level: a selected subset of IEs shall be retrieved from the signalling interface messages. The Minimum Level provides support for the most common use cases (described in annex A and annex B).

· for the Medium Level: a selected Minimum Level subset of IEs from the signalling interface messages and a selected set of radio measurement IEs shall be retrieved.

NOTE: In the context of service level tracing for IMS a Minimum and Maximum level of detail of trace only applies. 
In the context of service level tracing for IMS the requirements as contained in OMA Service Provider Environment Requirements (OMA-RD-OSPE-V1_0-20050614-C [9]) apply, with the modifications and clarifications as described in clauses 5.3, 5.4, and 5.5.
End of change in section 5.1: General trace requirements

Change in section 5.2: Requirements for Trace data

5.2
Requirements for Trace data
5.2.1
Common Requirements for Trace data
The high level requirements for Trace data, common to both Management activation/deactivation and Signalling based activation/deactivation, are as follows:

-
The Trace records have to contain Information Elements or signalling messages from control signalling and/or the characteristics of the user data. The following list contains the Network Elements and the Traceable interfaces in the NEs where tracing is needed:

-
MSC Server: A, Iu-CS, Mc and MAP (G, B, E, F, D, C) interfaces; CAP

-
MGW: Mc, Nb-UP, Iu-UP;

-
HSS: MAP (C, D, Gc, Gr) and Cx interfaces and location and subscription information;

-
SGSN: Gb, Iu-PS, Gn, MAP (Gr, Gd, Gf), CAP (Ge) and Gs interfaces;

-
GGSN: Gn, Gi and Gmb interfaces;

-
S-CSCF: Mw, Mg, Mr and Mi interfaces;

-
P-CSCF: Gm and Go interfaces;

-
RNC: Iu-CS, Iu-PS, Iur, Iub and Uu interfaces;

-
BM-SC: Gmb interface.

-
A unique ID within a Trace Session shall be generated for each Trace Recording Session. This is called the Trace Recording Session Reference.

5.2.1
Common Requirements for Trace data

The high level requirements for Trace data applicable for Signalling based activation/deactivation for service level tracing for IMS, are as follows:

-
In the context of service level tracing for IMS Trace records have to contain Information Elements or signalling messages from control signalling and/or the characteristics of the user data. The following list contains the Network Elements and the Traceable interfaces in the NEs where tracing is needed:
-
HSS: Sh and Cx interfaces and location and subscription information;

-
S-CSCF: ISC, Mw, Mg, Mr and Mi interfaces;
-
SIP AS: ISC interface;

-
P-CSCF: Gm and Go interfaces;
-
I-CSCF: Mw and Cx interfaces;

-
MRF: Mr interfaces;

-
MGCF: Mg interfaces;

-
BGCF: Mi interfaces;

· A unique ID within a Trace Session shall be generated for each Trace Recording Session. This is called the Trace Recording Session Reference. In the context of service level tracing for IMS the Trace Recording Session shall be unique across all NEs within an Operator’s network
Changes to existing NEs and interfaces above may be required. These changes would be dependent upon various 3GPP working groups and possibly other non-3GPP industry groups for completion of Trace Session activation/deactivation.

For a detailed description of network elements and interfaces above see 3GPP TS 23.002 [4].

End of change in section 5.2: Requirements for Trace data

Change in section 5.3: Requirements for Trace activation

5.3
Requirements for Trace activation

5.3.1
Requirements for Trace Session activation

The high level requirements for Trace Session activation, common to both Management activation and Signalling based activation), are as follows:

-
In case of subscriber Trace, the Trace Session will be activated for a certain subscriber whose identification (IMSI in UTRAN/CS/PS) shall be known in the NEs where subscriber Trace is needed.

-
In case of MS Trace, the Trace Session will be activated for a certain MS whose identification (IMEI or IMEISV) shall be known in the NEs where MS Trace is needed.

-
Trace Session activation shall be possible for both home subscribers and visiting subscribers.

· -
There are two methods for Trace Session activation: Management activation and Signalling activation.

-
For an established call/session within a Network Element, it is optional for the Network Element to start a Trace Recording Session for the associated Subscriber or MS upon receipt of the Trace activation request from the EM.

-
A globally unique ID shall be generated for each Trace Session to identify the Trace Session. This is called the Trace Reference.

-
Trace Session may be activated from the EM simultaneously to multiple NEs with the same Trace Reference (i.e. same Trace Session).

-
The Trace Scope and Depth shall be specified within the control and configuration parameters during Trace Session activation.

-
There can be cases in a NE when it receives multiple Trace Session activations for the same connection (e.g. simultaneous CS/PS connections). In these cases the starting time of the Trace Session Activation and the starting time of the first Trace Recording Session is the same using signalling based activation. For these cases there are two different cases for the Trace Session activation in a Network Element when it receives another Trace Session activation to the same subscriber or MS:

-
If the Trace Reference is equal to an existing one, a new Trace Session shall not be started;

-
If the Trace Reference is not equal to an existing one, a new Trace Session may be started.

-
The EM shall always provide the trace control and configuration parameters to the appropriate NEs at the time of Trace Session activation.

The high-level requirements for Trace Session activation, specific to Management activation, are as follows:

-
In case of subscriber Trace, the Trace Session will be activated for a certain subscriber whose identification (IMSI in UTRAN/CS/PS or Private ID in IMS) shall be known in the NEs where subscriber Trace is needed.

5.3.2
Requirements for starting a Trace Recording Session

The high level requirements for starting a Trace Recording Session, common to both Management activation and Signalling based activation), are as follows:

-
It is optional for the NE to start a Trace Recording Session if there are insufficient resources available within the NE.

-
The Trace Recording Session Reference shall be unique within a Trace Session.

-
The Trace Recording Session should be started after appropriate start trigger events are detected.

The high level requirements for starting a Trace Recording Session, specific to Management activation, are as follows:

-
Each NE shall generate its own Trace Recording Session Reference (i.e., independent Trace Recording Sessions).

-
Each NE shall start the Trace Recording Session based upon the Trace control and configuration parameters received by the NE in the Trace Session activation.

-
The correlation of Trace data will be done with a Trace Reference and IMSI / IMEI / IMEISV / Private ID.

· The Trace Recording Session can start only when the IMSI (in case of subscriber trace), the IMEI / IMEISV (in case of MS trace) or Private ID (in case of IMS) is made available in the NE. In order to trace the early phases of the call the IMSI (in case of subscriber trace), the IMEI / IMEISV (in case of MS trace) or Private ID (in case of IMS) shall be made available to the NE as soon as practically possible. E.g. the IMSI and IMEI / IMEISV shall be made available to both Serving RNC and Drift RNC.
5.3.3 Requirements for Trace activation for service level tracing for IMS

The high level OMA service level tracing requirements [SLT-HL-2], [SLT-HL-3], [SLT-AC-1], [SLT-AC-2], [SLT-AC-4], [SLT-AC-5], [SLT-AC-6], [SLT-AC-7], and [SLT-COM-3] (refer to OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9])) apply, with the modifications as described in Note 1.
End of change in section 5.3: Requirements for Trace activation

Change in section 5.4: Requirements for Trace deactivation

5.4
Requirements for Trace deactivation

5.4.1
Requirements for Trace Session deactivation

The high level requirements for Trace Session deactivation, common to both Management deactivation and Signalling based deactivation, are as follows:

-
The Trace Session shall be deactivated using the Trace Reference specified for the Trace Session activation.

-
The Trace Session shall be deactivated in all those NEs where it was activated.

-
The deactivation of a Trace Session during a Trace Recording Session within a Network Element may take place anytime after the Network Element receives the deactivation request until the end of the current Trace Recording Session related to the traced Subscriber or MS.

-
Trace Session deactivation in a NE could occur when two simultaneous signalling connections for a subscriber or MS exist. E.g. figure 5.4.1 shows NE 3 having two signalling connections (one of them or both of them are traced with the same Trace Reference) and a Trace deactivation message is received. The Trace Session shall be closed.
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Figure 5.4.1: Trace Session closure

5.4.2
Requirements for stopping a Trace Recording Session

The high level requirements for stopping a Trace Recording Session, common to both Management deactivation and Signalling based deactivation, are as follows:

-
The Trace Recording Session should be stopped after appropriate stop trigger events are detected.

-
Trace Session deactivation in a NE could occur when two simultaneous signalling connections for a subscriber or MS exist. E.g. figure 5.4.2 shows NE3 having two signalling connections, but only one connection is traced. If the non-traced connection is released, the Trace Recording Session shall be kept in NE3. If the traced connection is released the Trace Recording Session shall be closed.
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Figure 5.4.2: Trace Recording Session closure

The high level requirements for stopping a Trace Recording Session, specific to Signalling based deactivation, are as follows:

-
The Trace Recording Session should be stopped after an NE receives the appropriate signalling deactivation message.
5.4.3 Requirements for Trace deactivation for service level tracing for IMS

The high level OMA service level tracing requirements [SLT-AC-1], [SLT-AC-3] (refer to OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9])) apply, with the modifications as described in Note 1.
End of change in section 5.4: Requirements for Trace deactivation

Change in section 5.5: Requirements for Trace Data reporting

5.5
Requirements for Trace Data reporting

The high level requirements for Trace Data reporting, common to both Management activation/deactivation and Signalling based activation/deactivation, are as follows (Trace record contents, file formats and file transfer mechanisms are defined in 3GPP TS 32.423 [3]):

-
Trace records should be generated in each NE where a Trace Session has been activated and a Trace Recording Session has been started.

-
Format of the Trace records sent over Itf-N shall be XML based on the Schema in TS 32.423 [3].

-
Trace records should be transferred on the Itf-N to the Network Manager using one of two approaches: direct transfer from NE to NM or transfer from NE to NM via EM.

For transfer of Trace records via Itf-N, FTP shall be used.
In the context of service level tracing for IMS the high level OMA service level tracing requirements relevant to Trace Data reporting [SLT-HL-7], [SLT-NI-1] (refer to OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9])) apply, with the modifications as described in Note 1.

NOTE 1. In the context of the OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9] the OMA defined terms shall be interpreted in the following manner:
· The OMA defined term device shall be understood as an MS.
· The OMA defined term component shall be understood as an NE.
· The OMA defined term Service Provider shall be understood as a Network Operator.
· The OMA defined term Authorised Actor shall be understood as a Network Operator, NE or EM.

· The OMA defined term SLT Instance shall be understood as a Trace Recording Session Reference. However, in the context of service level tracing for IMS the Trace Recording Session shall be unique across all NEs within an Operator’s network.
· The OMA defined term SLT Trace Indication shall be understood as a Start Trigger Event.

· The OMA defined term Marking shall be understood as a Trace Parameter Configuration.
Change in section 5.5: Requirements for Trace Data reporting

Change in Annex A

Annex A (informative):
Trace use cases

…

A.7
Use case #7: Automated testing of Service Provider services
A.7.1
Description

For a detailed description of this use-case see (OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9])
A.8
Use case #8: Regression testing following a network fix

A.8.1
Description

For a detailed description of this use-case see (OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9])
A.9
Use case #9: Service fault localization within a Service Provider network

A.9.1
Description

For a detailed description of this use-case see (OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9])
A.10
Use case #10: Service fault localization when a service is hosted by a third party Service Provider

A.10.1
Description

For a detailed description of this use-case see (OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C [9])
End of change in Annex A
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