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1
Decision/action requested

Introduce the counters for the AAA authentication into 3GPP Specifications – Use Case

2 References
[1]
RFC 2903: " Generic AAA Architecture".
[2] 
TS 23.002: " Network architecture"
3
Rationale
The AAA server is defined in RFC 2903 [1] and it appears as 3GPP AAA server in 3GPP TS 23.002 R6: "The 3GPP AAA server resides in the 3GPP network and is responsible for access and service authentication and authorization of a WLAN UE" (TS 23.002). See Figure 8 in TS 23.002 R6. So far, the AAA server is a specific entity of the mobile systems, which means it is implemented or not in a given PLMN should have limited impact on all the other entities of the PLMN. Though specific entity it is, the AAA server can play a key role in the mobile system-it is crucial for deploying end-to-end GPRS data services. 

AAA consists of three key functions: a) authentication – recognize the user, b) authorization – enforce access controls and deliver services, c) accounting – track users’ usage of network resources. Authentication is the first and most important of the three AAA steps and it is the basic of the other two – recognize our customers before we can do anything meaningful to them.

When a wireless subscriber requests a data service, the mobile device sends the request over the radio to a GGSN. Using the RADIUS/DIAMETER protocol, the GGSN then sends a request message to the AAA server to authenticate the user; the AAA server determines the authentication and returns a result. 

3 Consequences and implications
Introduction of the counter of AAA authentication into 3GPP specifications will help in ensuring AAA server performance.

5
Issues of discussion

Add the counters for the AAA authentication into 3GPP TS 32.403.



















































