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1

3GPP Work Area

	X
	Radio Access

	X
	Core Network

	
	Services


2

Linked work items

· Network Infrastructure Management (OAM-NIM)

· Entry point
3

Justification

The 3G Mobile Network is a system that is sensitive to fraud behaviour and contains highly sensitive data that is fundamental to the correct operation of the Mobile Network. In the context of managing a 3G Mobile Network, the management will exchange sensitive data between the management system and the mobile network.  This proposal builds upon and enhances the Release 6 security work undertaken to date for security management.
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Objective

The objective of this work item is to enhance the 3GPP Release 6 security standard (Security Concept and Requirements - 32.371) to further ensure secure access and data protection throughout the OAM network.  The following additional security features, in addition to those specified in 3GPP Release 6, should be considered for 3GPP Release 7:
· Operating System Hardening
A capability that allows the operating systems of machines used for OA&M purposes to be made more resistant to network security attacks.  Operating system hardening is a series of best practice security recommendations including items such as turning off unused software services, removing default passwords, and applying the latest security patches.
· Anti-Virus Protection
A capability that ensures that software residing on machines used for OA&M purposes within the 3GPP network does not contain viruses to the maximum reasonable extent possible. 
· Application Layer Authentication
A capability that allows the IRP Agent to securely determine if the IRP Manager is the user it claims to be.
· Application Layer Authorization
A capability that allows the IRP Agent to securely determine if the authenticated IRP Manager has the right to manage part or all of the managed network. 
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Service Aspects



None

6

MMI-Aspects



None
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Charging Aspects



None
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Security Aspects

This work item description is security specific.
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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	X
	X
	

	No
	X
	X
	
	
	X

	Don't know
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	32.371
	Security Concept and Requirements 32.371
	SA5
	
	SA #29
(September 2005)
	SA #30 (December 2005)
	Enhancements to existing standard to include operating system hardening and anti-virus protection.

	32.372
	Security Management IRP – Information Service
	SA5
	
	SA #29
(September 2005)
	SA #30 (December 2005)
	

	32.373
	Security Management IRP – Solution Set (Corba IDL)
	SA5
	
	SA #29
(September 2005)
	SA #30 (December 2005)
	

	32.374
	Security Management IRP – Solution Set (CMIP GDMO)
	SA5
	
	SA #29
(September 2005)
	SA #30 (December 2005)
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteurs 



To be determined.
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Work item leadership

SA5 SWG-C

13

Supporting Companies

To be confirmed: 

Alcatel, CMCC, Ericsson, Huawei, ZTE, CATT, Motorola, Shanghai Bell, Nokia , Nortel，Eastern communications, Siemens, Vodafone Group, T-Mobile.
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Classification of the WI (if known)

	
	Feature

	
	Building Block 

	X
	Work Task 


