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Log of IRPManager’s Activity

Introduction

This document consists of extracts from the draft Security IRP Information Service. All the sections relate to the Activity Log kept by an IRPAgent. Once the sections are agreed they will be re-integrated into the full draft IS.

The aim is to make progress on agreeing this topic for the IS even though some other issues continue to be discussed within the group. 
Where possible Notification Log attributes have been re-used. These attributes are shown in italic text in Definitions and Legal values and the IOC definitions.
 It should be noted that although logFullAction is an attribute of NL, for activity log it cannot hold the full range of values defined in NL IRP.
A discriminator is defined for Activity log, but this has different characteristics to that for NL.
5.4
Activity Log
All IRP actions shall be logged, and the identity of the IRPManager, timestamp when actions happen and identity of the Security Session shall be included in the logged information.

The Activity log is not modifiable and the contents will not be accessible across Itf-N. IRP Managers with sufficient security privileges will be able to read the status of the log.


· 
· 

The Security IRPAgent shall provide a mechanism for exporting the Activity Log to a file. These files shall only be accessible to privileged users on the IRPAgent system (e.g. security administrator).

5.4.1 The activity Log Record

The activity log contains records. Each record is associated with

· A single operation and corresponding response
· 

Each activity log record contains sufficient information for it to be analysed. It should be assumed that the activity logs will be archived and may be analysed after a long period of time has elapsed. Therefore each log record contains version information that enables this process to be carried out.
5.4.1.1 Information Recorded in the Activity Log

The following information will be recorded in the activity log

· Successful authentication of IRPManager
· Unsuccessful authentication attempts by IRPManager

· Authorisation failures

· All IRP operations performed or attempted over Itf-N
Note that notifications will be captured in an instance of the Notification Log (See TS 32.332 [16]). The security related notifications that will be captured will include:
· Security alarms

· Creation, modification or deletion of device resources

· Device shutdowns and restarts
5.4.1.2 Filtration of Information Prior to Logging

Because of the volume of information that may potentially be collected a log discriminator may be provided. This will be applied before information is logged.

The filtration rules will be as follows:

· Authentication and authorisation failures will not be filterable, they will always be logged.
· Filtration may be based on the 

· Identity of xxxIRPAgent that a request is directed towards
· Operation requested on that xxxIRPAgent.
 6
 Information Object Classes 

6.1 Information entities imported and local labels

	Label reference
	Local label

	32.622 [7], information object class, Top
	Top

	32.622 [7], information object class, IRPAgent
	IRPAgent

	32.622 [7], information attribute, systemDN
	systemDN

	32.622 [7], information object class, GenericIRP
	GenericIRP

	32.622 [7], information attribute, iRPId
	iRPId

	32.622 [7], information attribute, iRPVersion
	iRPVersion

	32.312 [8], information object class, ManagedGenericIRP
	ManagedGenericIRP

	32.111-2 [15], information object class, AlarmIRP
	AlarmIRP

	32.622 [7], information attribute, iRPVersion
	securityIRPVersion

	32.622 [7], information attribute, iRPVersion
	targetIRPVersion


6.2
Class diagram

6.2.1 Attributes and Relationships

6.2.1.3 Activity Log Class Diagram
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6.2.2 Inheritance
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6.3.5 ActivityLog

6.3.5.1 Definition

ActivityLog is the representation of a set of Activity Log Records.

6.3.5.2
Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	capacityAlarmThreshold
	+
	M
	M
	-

	creationTime
	+
	O
	M
	-

	currentSize
	+
	M
	M
	-

	discriminator
	+
	O
	M
	-

	logFullAction
	+
	M
	M
	-

	logId
	+
	M
	M
	-

	logLifeTime
	+
	M
	M
	-

	logRecordCount
	+
	O
	M
	-

	availabilityStatus
	+
	M
	M
	-

	maxSize
	+
	O
	M
	-

	operationalState
	+
	M
	M
	-


6.3.5.3
Notification

	Notification name
	Note

	notifyNewAlarm
	The perceivedSeverity field is minor if log is not full, and critical otherwise.
See 32.111-2

	notifyChangedAlarm
	The perceivedSeverity field is minor if log is not full, and critical otherwise.
See 32.111-2

	notifyClearedAlarm
	See 32.111-2


6.3.6 ActivityLogRecord

6.3.6.1 Definition

ActivityLogRecord is the representation of an Activity Log Record.

6.3.6.2
Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	activityStatus
	%
	M
	-
	-

	activityInformation
	%
	M
	-
	-

	iRPManagerId
	%
	M
	-
	-

	loggingTime
	%
	M
	-
	-

	activityLogRecordId
	%
	M
	-
	-

	logRecordSourcesystemDN
	%
	M
	-
	-

	securityIRPVersion
	%
	M
	-
	-

	securitySessionId
	%
	M
	-
	-

	targetIPRVersion
	%
	M
	-
	-


6.4.4
relation-securityIRP-activityLog (M)

6.4.4.1
Definition

This represents the relationship between securityIRP and activityLog.

6.4.4.2
Role

	Name
	Definition

	theSecurityIRP
	It represents the securityIRP

	theActivityLog
	It represents the activityLog.


6.4.4.3
Constraint
Void.

6.4.5
relation-activityLog-activityLogRecord (M)

6.4.5.1
Definition

This represents the relationship between activityLog and activityLogRecord.

6.4.5.2
Role

	Name
	Definition

	theActivityLog
	It represents the activityLog

	theActivityLogRecord
	It represents the activityLogRecord.


6.4.5.3
Constraint

	Name
	Definition

	uniqueActivityLogRecordId
	The logRecordId of each activityLogRecord within an activityLog is unique. 


6.5 Information attribute definition

6.5.1
Definition and legal values
	Attribute Name
	Definition
	Legal Values

	activityStatus
	Result of request performed by IRPAgent upon receiving the request.
	Set valued
· AuthenticationFail

· AuthenticationSuccess
· AuthorisationFail
· responseFromTargetIRP


	availabilityStatus
	Provides an indication of  the current state of a specific log
	An Struct that can have one of the following values:

2 members: offduty, logfulSee TS 32.332 [16]

	capacityAlarmThreshold
	This attribute specifies capacity levels at which an alarm notification will be generated
	· Integer, range 0-100

· Zero indicates no alarm threshold set

See TS 32.332 [16]

	creationTime
	The time when the log is created.
	YYYYMMDDhhmmss

See TS 32.332 [16]

	currentSize
	This attribute provides the number of bytes currently utilized by a given log. When taken in conjunction with maxSize, the amount of space remaining in the log can be determined.
	Either:

· zero

· a positive whole number,

See TS 32.332 [16]

	information
	Request that IRPManager makes to IRPAgent 

	

	iRPManagerId
	Identity of IRPManager
	The value of this attribute must be unique amongst all  IRPmanagers 

	discriminator
	Identifies the information to be logged in the Activity Security Log.
	Identity of IRPs

Identity of operations within IRPs

See 5.4.1.2 above

	logFullAction
	Action of Activity Log when it is full. If the action is “halt” logState will be set to “stopped” and securityIRP may refuse requests that would be logged. See authorisation.
	It can be “halt” only , Please refer to 3GPP 32.332 [16] specification for details.

	loggingTime
	The time when the log record is created.
	YYYYMMDDhhmmss

See TS 32.332 [16]

	logId
	Identity of Activity Log assigned by the IRP Agent.
	The value of this attribute must be unique amongst all logs managed by a given IRP Agent. See 3GPP TS 32.332 [16]

	logLifeTime
	Defines the life time of a specific log,  set when log created
	Activity log is created by IRP Agent: unlimited amount, expressed in number of hours or expressed as “indefinite”.

See TS 32.332 [16]

	logRecordCount
	Current number of Log Records currently logged in the Log.
	Any positive integer value or zero

See TS 32.332 [16]

	logRecordId
	This attribute contains the id of a log record within a given log, assigned by the IRP Agent
	It is unique among all the Log Records of the same Log. 

See TS 32.332 [16]

	logRecordSource
	The identity  of IRPAgent creating the Activity Log record. This identifies the IRPAgent system that created the log records.
	See TS 32.332 [16]
IP address or fully qualified Host name

	maxSize
	This attribute defines the maximum number of bytes that may be utilized by a given log, assigned by the IRP Agent.
	Either:

· Non-zero, positive whole number

· Zero indicates no limit on the number of records

See TS 32.332 [16]

	operationalState
	It indicates the operational state of the object instance. "It describes whether or not the resource is physically installed and working." This attribute is READ-ONLY.
	"Enabled", "Disabled"

The meaning of these values is as defined in ITU‑T Recommendation X.731.

	securityIRPVersion
	This is the version of SecurityIRP that wrote the Activity Log Record
	Defined in 32.312 [7]

	securitySessionId
	The unique identifier of Security Session.
	It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.
It may be NULL for information that is not associated with a security session.

	targetIRPVersion
	This is the version of the Target IRP that was involved in the operation request, response or notification.
	Defined in 32.312 [7]


7
Interface Definition 

 7.1  Class diagram
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7.5.1
QueryActivityLog (M)

7.5.1.1
Definition

Using this operation, an IRP Manager can query the Security IRP for available logs and their attributes. . See 3GPP TS 32.332 [16]
7.5.1.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	logId
	M
	ActivityLog.logId
	in case the logId is empty, than the Security IRP will return a list of all available logId's


7.5.1.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	activityLogDetails
	M
	Attribute list of  Log IOCs
	

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.5.1.4
Pre-condition

There are no pre-conditions, other than those established by the generic rules

 7.5.1.5 Post-condition

There are no post conditions
7.5.1.6
Exceptions

	Exception Name
	Definition

	unspecifiedInternalReason
	Condition: Unspecified internal reason
Returned information: Status is set to “Failure”
Exit state: Entry State
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