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1
Decision/action requested

Motorola request WT01 RG consider Motorola comments and proposals on existing draft of Security Management IRP IS to help progress WT01 and drafting of an appropriate IS for Release 6
2
References

3GPP TS 32.372 V0.0.3 (2004-02)
3
Rationale

Motorola believe the current drafting of the Security Management IRP has some general issues that need to be addressed to ensure a clear and correct understanding. 
The following text is extracted from working draft of Security Management IRP. Motorola’s comments and issues for discussion are annotated in this text. Only the main sections 4 and 5 are initially covered in this contribution. Impacts on the other sections and other Security Management specifications are not specifically addressed here yet.
Draft TS 32.372 sections 4 and 5 extracts with Motorola’s comments for discussion inserted in red and highlighted.
--------------------
4.1

System context

Figures 4.1 and 4.2 identify system contexts of the IRP defined by the present specification in terms of its implementation called IRPAgent and the user of the IRPAgent, called IRPManager. For a definition of IRPManager and IRPAgent, see 3GPP TS 32.102 [2].

The IRPAgent implements and supports this IRP. The IRPAgent can reside in an Element Manager (EM) (see figure 4.1) or a Network Element (NE) (see figure 4.2). In the former case, the interfaces (represented by a dotted line) between the EM and the NE are not the subject of this IRP.

An IRPAgent supports one of the two System Contexts defined here. By observing the interaction across this Itf-N, an IRPManager cannot deduce if EM and NE are integrated in a single system or if they run in separate systems.
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Figure 4.1: System Context A
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Figure 4.2: System Context B

4.2
IRP architecture

Fig 4.3 below shows a view of the architecture of the IRPAgent and Manager in the context of the Security IRP.

In the context of Security, communication between Security IRPManager and Security IRPAgent takes place directly. All communication between other IRPManagers and IRPAgents passes through the security IRP. The Security IRP may permit or disallow communication. If communication is permitted the information flow between IRPManager and IRPAgent is not modified by the Security IRP.
Motorola:  Motorola Sees some issues with the above.  The positioning of a the security IRP is not a problem for the technology neutral specification.

[image: image3]
Figure 4.3: IRP Architecture
Motorola:  This architecture suggests the existence of a uniquely identifiable entity called “Security IRP Agent”; This is bad, as it limits the ability to simply map to more than one service within a technology specific solution set or runtime environment.

Suggest  Consider Replacement.
4.2.1 Security IRP’s use of Transport Layer (OAM&P IP Network)
The Security IRP is an application layer entity. It is assumed throughout this IS that the Security IRP resides above a transport layer. For Release-6 the transport layer across Itf-N is assumed to be secure and provides the following services to the Security IRP:

· Confidentiality of authentication information

Motorola:  the security IRP must be specified in such a manner that it can be implemented by a set of services that exist within the transport, session, and application layers.  Security IRP must be mappable to entities that exist in all three layers,  without specifying what lives where.
Confidentiality of session identification information4.3

Compliance rules

For general definitions of compliance rules related to qualifiers (Mandatory/Optional/Conditional) for operations, notifications and parameters (of operations and notifications) please refer to 3GPP TS 32.102 [2].

5

Security Mechanisms

5.1
Security Session
This IRP introduces the concept of a Security Session. An IRPManager requests to initiate a Security Session. The Security Session is set up and used by the IRPManager for a series of operations between IRPManager and IRPAgent. The IRPManager is identified with authentication information at the start of the session to enable IRPAgent to confirm this claimed identity i.e. authenticate the IRPManager.
 Motorola: 
· In a policy based security environment, it is not possible to identify the IRP Agent or the IRP Manager as “initiating” a security session.  In order to be effective, security must be taken out of the hands/domain of the thing that is being secured.  In this case, this should read something like “When an IRP Manager initiates a connection to an IRP Agent a security session may be established”.  
· Furthermore, the IRP Agent should not be specified as the entity responsible for authentication.  In order to ensure security, it is essential that it be possible to prevent an entity that has failed identification, Authentication or Authorization from even establishing a connection to the IRP Agent  The last sentence should read something like “Once an IRP Manager has been identified, it must be authenticated. 
· The fundamental issue is the ability to implement security either through an explicit mechanism such as the CORBA Security Service, or an entity or entiities external to either the IRPAgent or the IRPManager.
MOTOROLA: To address these Motorola suggest WT01 consdier the following revised text to address these points.

This IRP introduces the concept of a Security Session. Security Session may be  used by an instance of an IRPManager and an IRPAgent to enable one or a series of associated operations and notifications to be exchanged over Itf-N according to the specified security requirements for those operations and notifications, see ref TS 32.371. An IRPManager may explicitly or implicitly initiate a security session when it connects to an IRPAgent. Before a security session can be initiated the the IRPManager shall be authenticated and authorized  Once a security session is successfully initiated the sufficient information is persisted to ensure identification and authorization can be maintained or reconfirmed through the security session . 

A Security Session allows an IRPManager to make requests of IRPAgents for the duration of the session. Each operation requested within a Security Session will be checked by Security IRPAgent to confirm that it is within the scope of the privileges defined for that IRPManager on the target system. Only operations permitted by the privileges defined for the IRPManager will be processed by the target IRPAgent. 

IRPManager is able to request that a Security Session be terminated. A Security Session may have a timer defined that limits the total length of the Security Session. If the timer expires, the Security Session is terminated and a security notification is issued.
Motorola:  no, the IRPManager cannot request that a security session be terminated.  Once established the security session is used by the IRPManager to communicate with the IRPAgent; it is neither owned nor managed by either the IRP Agent or the IRP Manager.  If a security session is terminated, what is the behavior of the communication channel between the IRPManager and the IRPAgent , 
NO SUGGESTED REWORDING AT PRESENT, 
If successive authentications of an IRPManager fail more than a predefined number of times, the Security IRPAgent will issue a security alarm and may refuse to initiate sessions for the IRPManager for a defined disabled time period and will issue a security alarm.

A session idle timer may be defined. This timer is reset within a session each time a request is made to the IRPAgent. If the timer expires, the Security Session is terminated and a security notification will be issued.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        

An IRPManager may have more than one Security Session in operation simultaneously. A maximum number of sessions may be defined, and if this limit is reached, the IRPManager will not be permitted to initiate another Security Session and a security notification will be issued. 
Motorola:  This is ok, however, it is an aspect of the overall security polices that govern the network as a whole; the issue is that the IRP Manager may not even be aware that a security session is in effect.
NEED TO ADD ADDITIONAL TEXT. NO Suggestions AT PRESENT, apart from that at start of 5.1
5.2
IRPManager Authentication

When a Security Session is initiated, IRPAgent will authenticate IRPManager.
Editor’s Note: Authentication mechanism and encryption method are to be decided.
Authentication information will include the identity of IRPManager, which will be used for authentication, access control, logging, alarms etc, and information that will prove the claimed identity of IRPManager
MOTOROLA:By definition, authentication information has to include information regarding the identity of the entity that is being authenticated … Authentication is the process of the verification of identity.  And just to restate:  The IRPAgent should not be specifieid as the entity that is required to perform the authentication (which is the way it currently reads).
NEED TO ADD ADDITIONAL TEXT. NO Suggestions AT PRESENT, apart from that at start of 5.1
5.3
Security Privileges

Each IRPManager has security privileges defined at the IRPAgent. These privileges define the scope of the IRPManager’s access to the Agent System i.e. what the IRPManager is allowed to do. 
Motorola:  Continuing the theme:  no, the IRPAGent must not be identified as the party responsible for maintaining the security privileges.  In an implementation it might be, but in the IS this should not be spelled out.
5.3.1
Authorisation

Each time an IRPManager requests an operation across Itf-N the IRPManager will be checked for authorisation to perform the operation.

Several levels of authorisation will be available. These will include

1. Authorisation to use a particular IRP

2. Authorisation to perform a particular function within an IRP

Editor’s note: It is for further study as to whether a standard set of roles should be defined.

3. Authorisation to perform a particular operation on a particular IOC or IOC instance

4. Authorisation to perform within a specific context such as time schedule, workstation, and such things.

5. Authorisation to access or use a specific non-persistent logical IOC, e.g. Bulk CM session, notification registration.

For Release 6 this IS only addresses 1 and 2. Finer granularity may be considered for Release 7.
Once an IRPManager has been authenticated and a security session initiated operations may be authorised. Authorisation only means that the IRPManager is permitted to request the operation and the request is passed on to the appropriate IRPAgent. It does not indicate whether the requested operation will fail or succeed. 
5.4
Activity Log

All IRP actions shall be logged, and the identity of the IRPManager, timestamp when actions happen and identity of the Security Session shall be included in the logged information.

The Activity log is not modifiable and it will only be accessible across Itf-N to IRP Managers with special security privileges.

The actions that shall be logged include 

· All IRP operations performed or attempted over Itf-N

· All responses made by IRPAgent.to IRPManagers’ requests.

· All notifications sent from IRPAgent to IRPManager. (not conform to requirement document)
The Security IRPAgent shall provide a mechanism for exporting the Activity Log to a file. These files shall only be accessible to privileged users on the IRPAgent system (e.g. security administrator).
Motorola:  this should not be the responsibility of the security IRP (agent or otherwise) but the responsibility of the Log IRP
5.4.1 The activity Log Record

The activity log contains records. Each record is associated with

· A single operation

· A single response

· A single notification

Each activity log record contains sufficient information for it to be analysed. It is assumed that the activity logs will be archived and may be analysed after a long period has elapsed. Therefore, each log record contains version information that enables this process to be carried out.


MOTOROLA: After addressing 
above raised issues Motorola request impacts other sections should also be considered.
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�Moto comments in this contribution just refer to clause 5. After these have been considered, Moto may have further detailed comments on other clauses.


�Moto comments in this contribution are just on Clause 5. We may have more detailed comments on other section depending on outcome of consideration of these comments.





3GPP


_1097652766.doc


Notification IRP



PM IRP



File Transfer IRP



Alarm IRP







Itf-N







NM







IRPManager







IRPAgent







EM







NEs












_1097652914.doc


Notification IRP



PM IRP



File Transfer IRP



Alarm IRP







NM







IRPManager







IRPAgent







NE







Itf-N












