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1
Decision/action requested

The recommendations to use IP Network Security protocols such as IPsec, SSL/TLS, SSH as part of the security solution for the Itf-N interface has been discussed at previous meetings, and Nortel Networks assumed an action item to provide a contribution on this subject.  In this contribution we provide a document which analyzes and recommends the use of such IP Network Security protocols as a part of an overall security solution.   Considering the scope of the information in our contribution, we recommend inclusion of this text in a stand-alone specification in the 32.3xx series.
2
References

Minutes of last meeting in Sophie Antipolis, France.   S5-046311
3
Rationale

This contribution provides recommendations and guidelines for using IP Network security protocols such as Internet Protocol Security (IPsec), SSL/TLS (Secure Socket Layer/Transport Layer Security) and Secure Shell (SSH) to help mitigate security risks for management traffic.  The use of IP Network security protocols can be used to provide underlying network security for the 3GPP Itf-N interface and network used to transport management traffic by providing security services including data confidentiality, data integrity, machine-to-machine level authentication and others.
4
Consequences and implications
Considering the scope of the information in our contribution, we recommend inclusion of this text in a stand-alone specification in the 32.3xx series.
5
Issues of discussion

