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3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

API
Application Programming Interface

ASN.1
Abstract Syntax Notation One

ATM
Asynchronous Transfer Mode

B2B
Business to Business

B-ISDN
Broadband ISDN
BOOTP
Boot protocol

CLI
Command Line Interface

CMIP
Common Management Information Protocol

CMIP/GDMO
Common Management Information Protocol/Guidelines for the Definition of Managed Objects

COPS
Common Open Policy Service

COPS-PR
COPS Usage for Policy Provisioning 

CORBA IIOP
Common Object Request Broker Architecture Internet Inter-ORB Protocol

CORBA
Common Object Request Broker Architecture
CORBA/IDL
Common Object Request Broker Architecture/Interface Definition Language
DCN
Data Communications Network

DECT
Digital Enhanced Cordless Telecommunications
DHCP
Dynamic Host Configuration Protocol

DNS
Directory Name Service

DSS1
Digital Subscriber System 1

EM
Element Manager

EMS
Element Management System

FFS
For Further Study

FTAM
File Transfer Access and Management

FTP
File Transfer Protocol

ftp
FTP

GDMO
Guidelines for the Definition of Managed Objects 

GGSN
Gateway GPRS Support Node

Go interface 
The interface between the GGSN and the Policy Decision Function (PDF)

GSM
Global System for Mobile communications

HLR
Home Location Register

HSS
Home Subscriber Server

IDL
Interface Definition Language
IETF
Internet Engineering Task Force

IIOP
Internet Inter-ORB Protocol

IN
Intelligent Network

INAP
Intelligent Network Application Part

IRP
Integration Reference Point

IS
Information Service

ISDN
Integrated Services Digital Network
LDAP 
Lightweight Directory Access Protocol

LDUP
LDAP Duplication/Replication/Update Protocols 

LLA
Logical Layered Architecture

MAP
Mobile Application Part

MExE
Mobile Execution Environment
MIB
Management Information Base

MMI
Man-Machine Interface

NM
Network Manager

NMS
Network Management System

NRM
Network Resource Model
OAM&P
Operations, Administration, Maintenance and Provisioning
OS
Operations System

OSI
Open Systems Interconnection

OSS
Operations Support System

PDF 
Policy Decision Function

PDH
Plesiochronous Digital Hierarchy

PDP
Policy Decision Point 

PIB
Policy Information Base

PKI
Public Key Infrastructure

PLMN
Public Land Mobile Network

PSTN
Public Switched Telephone Network

QoS
Quality of Service

RNC
Radio Network Controller

RSVP
Resource ReserVation Protocol

SDH
Synchronous Digital Hierarchy

SLA
Service Level Agreement

SNMP
Simple Network Management Protocol (IETF)

SNMP/SMI
SNMP/Structure of Management Information

SOM 
Service Operations Management

SS
Solution Set

SS7
Signalling System No. 7

TCP/IP
Transmission Control Protocol/ Internet Protocol

tftp
trivial ftp

TM
Telecom Management

TMF
TeleManagement Forum

TMN
Telecommunications Management Network (ITU-T)

TOM
Telecom Operations Map (TMF)

UML
Unified Modelling Language

UPT
Universal Personal Telecommunication

USIM
Universal Subscriber Identity Module

UTRA
Universal Terrestrial Radio Access

VHE
Virtual Home Environment

5.1.2
Interfaces from Operations Systems to NEs (Type 1 & 2)

In some cases, the management interfaces to NEs have been defined bottom-up, trying to standardise the complete OAM&P functionality of the various NEs.

For PLMN management, a top-down approach will be followed to streamline the requirements from the perspective of Operators top priority management processes.

It is assumed that this will not fully cover the OAM&P functionality of all NE types at once; therefore a part of the functionality will be phased for further work and consideration. Some proprietary solutions (local and/or remote) will be needed in the interim. The rationale of this approach is not only the best use of resources, but also to follow a pragmatic step-wise approach that takes into account the market forces (the manufacturers and operators capabilities). A further rationale is to define clear and easy-to-agree steps that allow Management functionality to be implemented in the same time frame as the telecom functionality in the network (i.e. to synchronise the management and network releases). 

The approach for NE Management Interfaces will be to concentrate on protocol independent information models, allowing a mapping to several protocol suites. The rational is:

-
due to the convergence of Information and Telecommunication technologies, it is required to work on a more open approach (acknowledging the market status and foreseen evolutions);

-
the life cycle of information flows is 10 to 20 years, while that of protocols is 5 to 10 years;

-
developments in automatic conversion from information models to various protocols/technologies will allow a more pragmatic and open approach (e.g. UML to GDMO, UML to IDL).

However, it is the intention to a least recommend one mapping for each interface.

7.6
Security Management

7.6.1
Overview

This clause describes an architecture for security management of the TMN that is divided into two layers, as shown in figure 7. No individual layer is dependent on any specific technology in the other one.


[image: image1.wmf] 

User

 

Server

 

Layer

 

A

 

B

 

Common Services

 

Internet

 

OAM&P 

Transport

 network

 

Application

 

NE

 

Client

 

Application

 

Application

 

Service Provider Intranets

 

Traffic

 

Transport

 



Figure 7: Security Management Architecture

7.6.1.1
Layer B - OAM&P Transport Network

Some Service Providers might build their OAM&P transport network as a completely private, trusted network. In the normal case though, the OAM&P transport network should be regarded as partly insecure due to its size, complexity, limited physical security and possible remote access from dial-up connections or from the Internet. The only security service provided then is that the OAM&P transport network when based on  IP is logically separated from the Internet. For IP based transports infrastructure aspects on security are handled to the extent possible utilizing IP classic features (addressing schemes, DNS, DHCP, BOOTP, protection with firewalls etc.).

Additionally, a trusted IP-environment to the application level might be provided, e.g. an environment with no masquerading IP-hosts and where potential intruders cannot communicate. One way to accomplish such a secure DCN is to use IP security mechanisms (IPSec; see IETF RFC2401 [7]) to achieve authentication of IP hosts (servers, gateways, Network Elements) and optional encryption of OAM&P traffic. Note however that the secure DCN does not authenticate users.

7.6.1.2
Layer A - Application Layer

On this layer we find Telecom Management applications performing their tasks in the normal management functional areas. Managed objects residing in the network resources are often accessed or manipulated. 

Layer A provides authentication of users ensuring that every party involved in OAM&P traffic is securely authenticated against every other party. The implementation of the authentication service supports "single log-on" (a user only has to log-on once to get access to all OAM&P applications in the network) and "single point of administration" (an administrator only needs to maintain a user and his/her profile in one place).

Layer A also provides authorization (access control) - to verify if a user is authorized to perform a certain operation upon a specified target object at a given time. In addition, it addresses the use of signing and logging of events. Logging of events here means "logging of actions" (not necessarily logging of ALL actions) to be able to check "who did what". At least all "critical" actions (configurations etc.) should be logged.

Interface definitions addressing authentication and authorization are needed. Also note that layer A requires confidentiality. Layer B may provide this service. If not, layer A instead has to provide it itself.

7.6.1.3
Common Services

In common services we find the security infrastructure components:

-
Directory (for storage of user information, certificates, etc.);

-
PKI (Certificate Authority, Registration Authority, Public Key Certificate, etc.).

Layer A relies on, and interacts with, the Common Services through distribution of certificates and keys, authentication of users, authorization, utilities for security administration (setting access rights), etc.

7.12
OAM&P of the PLMN "Management Infrastructure"

As described earlier in the present document, each PLMN organisation has a management infrastructure consisting of a collection of systems (computers and telecommunications) - a TMN in ITU-T parlance - used to manage its network. Though this management network is logically distinct from the PLMN , the operations systems and supporting data communications network comprising it have the same management needs as described for network elements and where possible should be managed using the same principles and similar management processes and functionality. 
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