Security Activity Log

Log of IRPManager’s Activity

Introduction

This document consists of extracts from the draft Security IRP Information Service. All the sections relate to the Activity Log kept by an IRPAgent. Once the sections are agreed they will be re-integrated into the full draft IS.

The aim is to make progress on agreeing this topic for the IS even though some other issues continue to be discussed within the group. 

Changes from the draft version from Malaga are shown by revision marks.

The rationale for Security IRP maintaining an activity log is that the Security IRP will receive all requests and decide whether the IRPManager can be authenticated and the request authorised. Therefore only IRPAgent has a view of all requests from IRPManager including both successful and unsuccessful requests. Also IRPManager is identified to IRPAgent, but not necessarily to the individual IRPAgent applications.
5.4
Activity Log

All IRP actions shall be logged, and the identity of the IRPManager, timestamp when actions happen and identity of the Security Session shall be included in the logged information.

The Activity log is not modifiable and it will only be accessible across Itf-N to IRP Managers with special security privileges.

The actions that shall be logged include 

· All IRP operations performed or attempted over Itf-N

· All responses made by IRPAgent.to IRPManagers’ requests.

· All notifications sent from IRPAgent to IRPManager. (not conform to requirement document)
The Security IRPAgent shall provide a mechanism for exporting the Activity Log to a file. These files shall only be accessible to privileged users on the IRPAgent system (e.g. security administrator).
5.4.1 The activity Log Record

The activity log contains records. Each record is associated with

· A single operation

· A single response

· A single notification

Each activity log record contains sufficient information for it to be analysed. It should be assumed that the activity logs will be archived and may be analysed after a long period of time has elapsed. Therefore each log record contains version information that enables this process to be carried out.
 6
 Information Object Classes 

6.1 Information entities imported and local labels

	Label reference
	Local label

	32.622 [7], information object class, Top
	Top

	32.622 [7], information object class, IRPAgent
	IRPAgent

	32.622 [7], information attribute, systemDN
	systemDN

	32.622 [7], information object class, GenericIRP
	GenericIRP

	32.622 [7], information attribute, iRPId
	iRPId

	32.622 [7], information attribute, iRPVersion
	iRPVersion

	32.312 [8], information object class, ManagedGenericIRP
	ManagedGenericIRP

	32.111-2 [15], information object class, AlarmIRP
	AlarmIRP

	32.622 [7], information attribute, iRPVersion
	securityIRPVersion

	32.622 [7], information attribute, iRPVersion
	targetIRPVersion


6.2
Class diagram

6.2.1 Attributes and Relationships

6.2.1.3 Activity Log Class Diagram
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6.2.2 Inheritance
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6.3.5 ActivityLog

6.3.5.1 Definition

ActivityLog is the representation of a set of Activity Log Records.

6.3.5.2
Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	currentNumberOfRecords
	+
	M
	M
	-

	maxNumberOfRecords
	+
	M
	M
	-

	logFullAction
	+
	M
	M
	-




6.3.6 ActivityLogRecord

6.3.6.1 Definition

ActivityLogRecord is the representation of an Activity Log Record.

6.3.6.2
Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	activityLogRecordId
	+
	M
	M
	-

	iRPManagerId
	+
	M
	M
	-

	securitySessionId
	+
	M
	M
	-

	timestamp
	+
	M
	M
	-

	systemDN
	+
	M
	M
	-

	securityIRPVersion
	+
	M
	M
	-

	targetIPRVersion
	+
	M
	M
	-

	activityInfo
	+
	M
	M
	-

	activityStatus
	+
	M
	M
	-


6.4.4
relation-securityIRP-activityLog (M)

6.4.4.1
Definition

This represents the relationship between securityIRP and activityLog.

6.4.4.2
Role

	Name
	Definition

	theSecurityIRP
	It represents the securityIRP

	theActivityLog
	It represents the activityLog.


6.4.4.3
Constraint
Void.

6.4.5
relation-activityLog-activityLogRecord (M)

6.4.5.1
Definition

This represents the relationship between activityLog and activityLogRecord.

6.4.5.2
Role

	Name
	Definition

	theActivityLog
	It represents the activityLog

	theActivityLogRecord
	It represents the activityLogRecord.


6.4.5.3
Constraint

	Name
	Definition

	uniqueActivityLogRecordId
	The activityLogRecordId of each activityLogRecord within an activityLog is unique. 


6.5 Information attribute definition

6.5.1
Definition and legal values

	Attribute Name
	Definition
	Legal Values

	activityInfo
	Request that IRPManager makes to IRPAgent
	

	activityLogId
	Identity of Activity Log
	This is included for consistency with Notification Log IRP. See 3GPP TS 32.332 [16]

	activityLogRecordId
	Identifier of Activity Log Record
	It is unique among all the Activity Log Records of the same Activity Log.

	activityStatus
	Result of request performed by IRPAgent upon receiving the request.
	success, failure

	currentNumberOfRecords
	Current number of Activity Log Records in the Activity Log.
	Any integer value

	iRPManagerId
	Identity of IRPManager
	

	logFullAction
	Action of Activity Log when it is full.
	It can be “halt” or “wrap”. Please refer to 3GPP 32.332 [16] specification for details.

	maxNumberOfRecords
	Maximum number of Activity Log Records that the Activity Log can contain.
	Any positive integer value.

	securitySessionId
	The unique identifier of Security Session.
	It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.


	systemDN
	The Distinguished Name (DN) of IRPAgent creating the Activity Log record. This identifies the IRPAgent system that created the log records.
	Defined in 3GPP TS 32.300 [11]

	securityIRPVersion
	This is the version of SecurityIRP that wrote the Activity Log Record
	Defined in 32.312 [7]

	targetIRPVersion
	This is the version of the Target IRP that was involved in the operation request, response or notification.
	Defined in 32.312 [7]

	timestamp
	The time when the operation is performed.
	


7
Interface Definition 

 7.1  Class diagram
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7.5.1
ListActivityLog (O)

7.5.1.1
Definition

IRPManager requests the retrieval of its own Activity Log Records for a specified time period for specified Security Session(s).This operation must be performed in a Security Session. The operation will be authenticated and authorised by Security IRP authentication and authorisation functions.
Note: It is assumed that use and analysis of the Activity Log for audit purposes will performed outside the scope of Itf-N.
7.5.1.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	securitySessionId
	M
	String
	This parameter identifies the Security Session. If it contains no information, all the Activity Log Records of the IRPManager invoking the operation between startTime and endTime shall be returned.

	startTime
	M
	UtcT
	All values that indicate valid timestamp earlier than “now”. It can’t contain no information.

	endTime
	M
	UtcT
	All values that indicate valid timestamp and it should be later than startTime and not later than “now”. 
If it contains no information, it shall be “now”.


7.5.1.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	activityLogRecords
	M
	List OFActivityLogRecord
	

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.5.1.4
Pre-condition

securitySessionAlreadyExists AND IRPManagerOwnsSecuritySession AND performedInSecuritySession AND validStartTime AND validStopTime
	Assertion Name
	Definition

	securitySessionAlreadyExists
	“At least one Security Session identified by the session id(s) used as input parameter already exists”

	IRPManagerOwnsSecuritySession
	“The Security Session(s) identified by securitySessionId used as input parameter was initiated by the IRPManager invoking this operation”

	performedInSecuritySession
	“This operation shall only be performed in one Security Session.”

	validStartTime
	“The startTime is valid.”

	validStopTime
	“The stopTime is valid.”

	startTimeBeforeStopTime
	“The startTime is earlier than endTime”


7.5.1.5  Post-condition
activityLogRecordsReturn
	Assertion Name
	Definition

	activityLogRecordsReturn
	The ActivityLogRecords meeting the conditions specified by input parameters are returned in the output parameter.


7.5.1.6
Exceptions

	Exception Name
	Definition

	securitySessionNonExistent
	Security Session(s) identified by the securitySessionId used as input parameter does not exist

	IRPManagerNotOwnSecuritySession
	The IRPManager invoking this operation does not own the Security Session(s)  identified by the securitySessionId used as input parameter

	performedNotInSecuritySession
	“This operation is not performed in a Security Session.”

	invalidStartTime
	“The startTime is invalid.”

	invalidStopTime
	“The stopTime is invalid.”

	stopBeforeSrartTime
	“stopTime is before startTime”

	unspecifiedInternalReason
	Unspecified internal reason


7.9 SecurityIRPNotification_ActivityLog Interface (M)
7.9.1 notifyActivityLogCapacity (M)

7.9.1.1
Definition
IRPAgent notifies all subscribed IRPManager instances that the Activity Log has crossed 90% full, or 100% full. If the logFullAction attribute of ActivityLog is ‘Halt’, this notification implies that some Activity Log Records in the ActivityLog have to be cleared; If the LogFullAction attribute of ActivityLog is ‘Wrap’, this notification implies that the earliest Activity Log Records in the ActivityLog may be replaced by later Activity Log Records.
7.9.1.2Input Parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyActivityLogCapacity ".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	activityLogId
	M
	
	

	logCapacity
	M
	--
	Current Activity Log capacity (currentNumberOfRecords/maxNumberOfRecords) is greater than 90% or reached 100%..

	logFullAction
	M
	ActivityLog.logFullAction
	This parameter indicates if the Activity Log will be halted or wrapped when it is full.


7.9.1.3
Triggering Event

7.9.1.3.1
From-state
activityLogFull OR activityLogCapacityThresholdCrossed
	Assertion Name
	Definition

	activityLogCapacityThreasholdCrossed
	Current Activity Log capacity (currentNumberOfRecords/maxNumberOfRecords) is greater than 90% 

	activitylogFull
	The activity log is full, that is, the number of log records contained within the log has exceeded the maximum number of log records that was established at log startup (log capacity has reached 100%).


7.9.1.3.2
To-state
activityLogRecordMayBeLost
	Assertion Name
	Definition

	activityLogRecordMayBeLost
	If the logFullAction attribute of ActivityLog is ‘Halt’, 

a)  in the case that Activity Log Capacity crosses 90% full, some Activity Log Records in the ActivityLog have to be cleared to make space for later Activity Log Record; 

b)  in the case that Activity Log Capacity reaches 100% full, some later Activity Log Records will be lost, and some Activity Log Records in the ActivityLog have to be cleared to make space for later Activity Log Record

If the LogFullAction attribute of ActivityLog is ‘Wrap’, 

a) in the case that Activity Log Capacity crosses 90% full, some of the earliest Activity Log Records in the ActivityLog may be replaced by later Activity Log Records.

b) b) in the case that Activity Log Capacity reaches 100% full, some of the earliest Activity Log Records in the ActivityLog will be replaced by later Activity Log Records.
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