Authentication and Authorisation over Itf-N
Introduction

Siemens raised the question as to whether sufficient security can be provided by 

· The NMS access control to the IRPManager application 

· A VPN protecting communication between the IRPManager and IRPAgent systems. 

This note examines these issues and whether this gives adequate protection and where there are possible problems.

What Does a VPN provide?

The two technologies used for provision of a VPN are

· IPsec

· TLS/SSL

IPsec

IPsec sits in the protocol stack between IP and TCP/UDP.

IPsec can be used in 2 modes, namely “tunnel” mode and “transport” mode

IPsec in tunnel mode is typically used between routers that are used as security gateways and traffic between servers is passed transparently over the network. 

Note that SA3 favour IPsec in tunnel mode used host-to-host. I will only consider IPsec used host-to-host where the hosts are the servers holding the IRPAgent and the IRPManager systems. If it is used router to router then none of the considerations below apply.

It only provides host to host security. The applications on the Hosts are not identified. 

It can provide

· Data origin authentication (based on IP address and server keys)

· Confidentiality 

· Data integrity

IPsec does not provide non-repudiation

The data origin authentication means that all data sent from IRPManager to IRPAgent is guaranteed to come from an IP address that is permitted to communicate with the IRPAgent system. The potential deficiencies are

· Identification of the application. For non-repudiation/logging we must know “who did what to whom”. In fact at the application layer currently we may not be aware of the identity of the communicating system.

· In theory someone could run an IRPManager system on a host that is permitted to communicate with the IRPManager system for some purpose unconnected with the Itf-N. This communication would be permitted by IPsec.

TSL/SSL

These provide transport layer security, and were originally developed to provide security across the internet. 

TLS provides

· Data origin authentication using server keys

· Data integrity.

· Confidentiality.
· TLS authenticates the server. 

Therefore from our point of view there are the following deficiencies:

· Authentication of the client is not mandatory (IRPManager will be the TLS client).

· An IRPManager could be run on a host that is permitted to communicate with the IRPAgent host system for some purpose unconnected with Itf-N. This breach of security would not be detected.

· Identification of the application. For non-repudiation/logging we must know “who did what to whom”.
Authentication

Authentication of IRPManager

Authentication is needed to prove the claimed identity of IRPManager.
Access control

I agree with Siemens suggestion that the fine granularity of access control for Users can be done by the IRPManager, so that IRPAgent has no visibility of which user IRPManager is acting for. Then the IRPAgent only has to distinguish between IRPManagers and the scope of their access, and see that they act within their permitted scope.
As shown above both TLS and IPsec provide access control Client to Server and Host to Host respectively. However the granularity is at the IP address level.

On the other hand the NMS (we assume) provides access control to its users, so that a user authorised to perform PM tasks is permitted to do so.

The access control that is missing is:

· Is that server allowed to perform these functions? So this is course grained access control.

· Is that server allowed access to these resources?

Providing access control to resources is the only way we can meet many of the Bulk CM requirements.

I think that we should provide course grained access control for Release-6.

For Release-7 we should examine restricting access to resources (e.g. notification registrations). This could either be within the Security IRP or the IRPs concerned. 

Whatever solution is decided on for access control we need to be able to identify the IRPManager and the IRPManager must be authenticated to prove the claimed identity.

Conclusion

My conclusion is that if everyone behaved themselves a VPN and the IRPManager’s own access control could provide security from people outside the organisation. However we are trying to protect IRPAgent and hence the whole network from those who do not keep to the rules

Therefore we need authentication of IRPManager for the following reasons:

· To prove IRPManager’s claimed identity

· To establish IRPManager’s identity for logging purposes

· To prevent manager masquerade

We need access control for the following reasons

· To establish that IRPManager is acting within the scope that is permitted.

Operations of users within this scope are the responsibility of IRPManager.

Without this level of authentication and authorisation there are gaps in the security protection of IRPAgent.
