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1
Decision/action requested

It is proposed that the intent of this document be included in the next version of the 3GPP TS 32.252.
2 References

1. P. Calhoun, G. Zorn, D. Spence, D. Mitton, "Diameter NASREQ Application", Internet Draft, Oct 2003, http://www.ietf.org/internet-drafts/draft-ietf-aaa-diameter-nasreq-13.txt

2. A. Lior, P. Yegani, K. Chowdhury, L. Madour, “PrePaid Extensions to Remote Authentication Dial-In User Service (RADIUS)”, Internet Draft, Oct 2003 http://www.ietf.org/internet-drafts/draft-lior-radius-prepaid-extensions-02.txt

3. H. Hakala, L. Mattila, J-P. Koskinen, M Stura, J. Loughney ” Diameter Credit-control Application”, Internet Draft, December 2003, http://www.ietf.org/internet-drafts/draft-ietf-aaa-diameter-cc-02.txt

3
Rationale


N.A.

4
Consequences and implications


N.A.

5
Issues of discussion

Discussion

The principles and scenarios for WLAN Charging are currently being specified for TS 32.252. The stage 2 level requirements are set in TS 23.234. The following items and principles are proposed to be incorporated to the TS 32.252:

General:

WLAN-3GPP interworking charging comprises of two main elements: the WLAN access charging (applicable for scenario 2 and 3) and the charging of 3GPP PS-domain services accessed through the WLAN domain (applicable for scenario 3). TS 32.252 should concentrate on the WLAN access charging. The charging of 3GPP PS-domain services, provided by the Packet Data Gateway (PDG) that can be identified as a part of GGSN functionality, should be left to be specified in PS-domain charging specifications. References and additional mechanisms for 3GPP PS-domain services for scenario 3 should be made once scenario 3 is finalised at SA2 and handed to SA5.

As the WLAN access charging is based on AAA signalling, it is proposed that 3GPP Domain internal AAA interfaces shall be based on Diameter. 

Scenario 2 Offline Charging:

The WLAN offline access charging is based on the Accounting Requests. If WLAN AN is based on Radius infrastructure, the first 3GPP domain entity (3GPP AAA Proxy or Server) needs to perform protocol conversion and related functionality. Otherwise Diameter NASREQ is proposed. There is already a conversion between Radius Accounting and Diameter NASREQ available (1). The Accounting Requests are terminated at the home CDF that together with CGF converts the information to Billing System compatible format.

Offline charging protocol conversions and related functionality are illustrated in the figure below.
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Figure 1 Accounting Requests Radius – Diameter

When WLAN AN is Diameter-based, the accounting signalling would traverse as shown below.
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Figure 2 Accounting Requests – Diameter

The physical mapping of CDF / CGF and the supported configurations are for further study. 
Scenario 2 Online Charging:

Online charging should be based on authentication / authorisation messaging if supported by the WLAN AN. This eliminates the credit risk. The procedure is shortly described in TS 23.234 and also below:

1. When the user authenticates to WLAN AN, an authentication request (AA-request) is sent to the home 3GPP AAA Server. As a part of the initial authentication and authorization procedure, the 3GPP AAA Server issues a Diameter Credit Control request to the Online Charging System via the Wo reference point. 

2. The OCS checks the subscriber account balance and reserves credit from it. The reserved amount is indicated as time or volume quota back to the 3GPP AAA Server. The 3GPP AAA Server then reports the allocated quota to the Access Device. 

3. The user session starts and the Access Device starts to monitor the usage. Once the quota is used, the Access Device issues a re-authentication message that includes the actual usage this far. 

4. The 3GPP AAA Server sends again a Diameter Credit Control request to OCS. OCS debits the actual usage and reserves more quota that is again reported back to the Access Device. 

5. This procedure continues until the session is ended. The final usage is reported at the end of the session and the account is credited/debited accordingly. 

6. If the subscriber runs out of credit during the session, the session is either terminated by the 3GPP AAA Server, or the user is directed to a toll-free destination where account can be re-filled. 

The authentication / authorisation messaging based online charging mechanism would require that WLAN AN implements RADIUS prepaid extensions (2) or similar functionality thus imposes requirements to WLAN domain. If such requirements can not be imposed, the online charging mechanism needs to be based on the accounting requests used in offline charging. This means that reliable and credit risk free online charging can not be implemented.

For Diameter capable access devices, Diameter Extensible Authentication Protocol (EAP) with sufficient extensions is proposed to be used. The Diameter Credit Control Application (CCA) to be used in Wo reference point and the protocol conversion between CCA and Radius prepaid extensions are already specified (3). 

Online charging protocol conversions and related functionality are illustrated in the figure below.
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Figure 3 Authentication Requests Radius - Diameter

When WLAN AN is Diameter-based, the signalling traverses as shown below.
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Figure 4 Authentication Requests – Diameter
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