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1
Decision/action requested

The intention of this document is to track the progress of the IETF Diameter Credit Control Application draft [1] and report on any issues that may have impact to the 3GPP Charging Architecture, services or technical specifications. A new report will be published for each 3GPP SA5 Charging meeting.
In order to facilitate the early adoption of a Diameter based credit control application by 3GPP, the solution must be flexible and powerful enough to support the sophisticated charging models being developed by 3G operators. These include both online and offline charging, IP Flow charging, IMS, etc. The application must also support existing wireless services such as location based charging, secondary sessions, roaming, CDR correlation, etc.

While it is not expected that an IETF specification address all 3GPP charging requirements specifically, it should facilitate the extension of the application to provide these services.

Readers are encouraged to provide feedback to this document and input to the next report.
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Issues for discussion
3.1
Independence of multiple resource quotas within a user session

Background

Resource quotas are allocations of resources made by the charging system that are managed by the Traffic Plane Function that tracks end user network usage (i.e. GGSN). Both IETF and 3GPP have acknowledged that different service usage may be tracked by different resource quotas. For example:

User accesses operators network and browses web pages in www.operator.co.uk/news/*

The resources used while browsing these sites is tracked by resource quota A.

The same user also downloads music from www.operator.co.uk/downloads/music/*

However, this resource usage is tracked by a different quota allocation (quota B).

The issue at hand is how to handle the multiple quotas in a single user session (In this respect, a “user session” is a PDP context). 

The Diameter CC draft RFC has been evolving from a single quota application protocol to support multiple quotas. In the single quota environment, the quota attributes (like lifetime, redirect-to address, result code, etc) are in the Diameter CC message as a whole. Diameter CC messages are specific to user sessions. When multiple quotas were introduced, some of these quota-specific attributes were left at the message level. For example, the server may return a result code in response to a GGSNs quota request. However, the result code only exists at the message level. So, if multiple quotas were requested, they must all share the same result code. 
Similarly, when one quota resource requires re-authorisation, all quotas must be re-authorised even though they are being used completely independently of the quota needing re-authorisation. Another example is a change in some session attribute (e.g. QoS or user location): When any session event happens, the IETF draft forces all quotas to be re-authorised immediately. 
Another example is the use of the “Redirect-to” capability provided by the IETF document. Essentially, the OCS may indicate to the GGSN that the user traffic must be redirected to some URL (E.g. a top-up or AoC server). However, the Redirect-to information is at the session scope, assuming that all quotas should use the same Redirect-to values.

IETF have taken this stance based upon the assumption that resource quotas are not independent of each other and are actually resource allocations from the same resource pool. 
The assumption that all resource quotas are reservations from the same resource pool is not a valid assumption. For example: an operator may have agreements with 3rd party content providers where resource usage for the 3rd party content is handled by a separate resource pool from the user account resource pool.

Also, it seems dangerous for a protocol definition to make assumptions about how a service (Like 3GPP online charging) is implemented. 

The alternative is to treat all quota resources independently at the GGSN. All events that a quota allocation may need to monitor are defined at the quota level. Multiple quotas may be interested in the same event, but this is signalled in the quota itself. 
3.2
Use of DCC Sub-Sessions for multiple PDP Contexts.
Diameter CC has introduced the notion of sub-sessions. A user session may encompass multiple sub-sessions. This actually fits very nicely with the 3GPP Secondary PDP context mechanism.
However, the IETF document uses the sub-sessions for a slightly different reason. The draft states that sub-sessions are used for different service access from a session. For example: access to one domain may need to use a different sub-session than access to another domain or service. 

Sub-sessions share the session identifier but have a unique sub-session identifier. Each sub-session uses it’s own request and response messaging.

The IETF document uses sub-sessions as an indication that quotas within the same sub-session are allocated from the same resource pool – thereby providing some quota independence.

By using sub-sessions for different service usage, we create increased traffic overhead (more messaging) and therefore put a greater burden on both the GGSN and OCS nodes (More transactions per second to process).

3.3
Avoidance of user credit fragmentation

User credit fragmentation may occur when a single resource pool is used to make several different resource quota reservations, i.e. multiple quotas. For example: a user may request quotas for 3 different services. Each reserved & allocated quota comes from the same user account – 3 reservations. So the single resource pool is split into 3 parts. Consider the scenario where only one of the quotas is actively (& heavily) used. The remaining two quota reservations are essentially holding resource allocations which could be used by the other quota.
The IETF document addresses this issue in two manners: 

(a) Each quota is not independent of the other. When any event happens to one quota or the session in general, all quotas are re-authorised, giving a chance for the OCS to re-allocate the quota reservations.

(b) Tracking the total use of all the quotas and initiating a re-authorisation for all the quotas when the sum of the uses reaches a threshold (See appendix A, flow X in [1]).
Assuming that quotas are or may be independent reservations, this solution does not fully address the fragmentation issue. Also, by forcing the re-authorisation of all quotas, the user may experience interruption in service associated with quotas that do not need to be re-authorised. 

In addition, these mechanisms increase the messaging and processing requirements of the nodes involved (More messages that need to be sent, received, processed and responded to).

3.4
Quota Event Triggers and Actions
Each resource quota allocated to a user may be required to monitor and react to certain events. Examples of events are QoS change, user location change, idle quota or forced redirection. It seems reasonable that not all quotas in use by a user will be required to react to the same events. Furthermore, upon detecting an event, there are several actions that may be specified (Return the quota, re-authorise the quota, block further use of the quota, redirect traffic using the quota, etc).

The existing quota event triggers and actions are not fully specified at the quota level – largely because IETF quotas are not independent entities. If 3GPP sees value in this functionality, it will have to ensure that mechanisms are specified.

4
Conclusion

In the opinion of the author, the current version of the IETF draft document makes too many assumptions about the OCS  and account management implementations and the association of resources to service. Even about the ownership of the resources allocated to users. There is a possibility that the protocol will drive OCS implementations.
Additionally, the independence or otherwise of reserved quotas cannot be known by the GGSN unless the IETF approach of using sub-sessions to separate quotas is adopted. However, the use of sub-sessions for this reason does not fit well with 3GPP secondary PDP sessions. If the IETF draft is used as-is, the interaction between Diameter CC and secondary PDP contexts will become very complex and may require re-work of the Diameter CC application.
Minimize signalling overhead: extra messaging requires additional network resources and, perhaps more importantly, GGSN and OCS processing resources. GGSN and OCS CPU resources are relatively expensive. It would seem that the most efficient signalling solution is desirable.
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