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Threshold Alarms
Introduction

This paper looks at threshold alarms and how they should be determined, and how their clearance should be determined.

The following situations are considered

· Alarms without hysteresis

· Alarms with hysteresis

· Behaviour of bounded alarms

· Behaviour of integer and real variables

The problem

Working on the Performance Management IRP led us to examine how thresholds should behave. This had only been mentioned briefly before Rel-6 because PM threshold alarms were not supported in earlier releases.

32.401 does not precisely define how to determine when an alarm condition occurs and how to determine when an alarm condition is cleared. Huawei have a CR for Shanghai meeting that aims to clarify this unambiguously in Mathematical terms.

The problem identified is that although the terminology used is consistent with X.721 the interpretation is not, and in fact can be interpreted in several different ways. 
Most importantly for network operators, if a bounded variable is monitored the boundary conditions cannot be monitored.

e.g. If a decreasing threshold for a gauge is set to 0 this threshold can never be detected, because where x is the observer value,



x < 0 is a test that will always fail

This type of threshold is extremely useful for monitoring for events that fail to occur, which is often a symptom of miss-configuration or undetected faults in a network.

The Proposed solution
Single threshold
The proposed solution is to follow X.721 and detect a threshold alarm, by testing as follows:

For threshold A and an observed value x, declare an alarm when the following is satisfied

Increasing, (x ≥ A) = TRUE, 
Decreasing, (x ≤ A) = TRUE

Thus in the above case, for a decreasing threshold on a Gauge, x ≤ 0 will be satisfied when x = 0 and an alarm reported.

To determine when the alarm has been cleared, clearance is when the alarm condition is no longer TRUE (i.e. FALSE).

Thus, clearance is when, for 
Threshold increasing, (x ≥ A) = FALSE, ≡ (x < A) = TRUE

Threshold decreasing, (x ≤ A) = FALSE, ≡ (x > A) = TRUE
This is illustrated below, for an increasing threshold, where the black circles indicate an alarm condition, the white circles no alarm condition and the arrows the direction in which the variable x is changing.
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Fig. 1
Threshold with hysteresis
When hysteresis is used two thresholds are used, one to declare an alarm condition and one to clear the alarm condition. In this case we have thresholds A1 and A2, A1 ≠ A2.
An alarm is declared against A1 and cleared against A2. One threshold will be increasing and one decreasing.

For threshold A1 and an observer value x, declare an alarm when the following is satisfied

Increasing, (x ≥ A1) = TRUE, 

Decreasing, (x ≤ A1) = TRUE

To determine when the alarm has been cleared, clearance uses the second threshold A2 and is applied when “alarm condition exists” is TRUE and the second threshold condition is TRUE. 

Thus, for threshold direction increasing, the following must hold,

(Alarm = TRUE) AND ((x ≤ A2) = TRUE)
For threshold direction decreasing, the following must hold,


(Alarm = TRUE) AND (x ≥ A2) = TRUE
This is illustrated in the diagram below:
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Fig. 2

Note: 
An alternative approach was to regard hysteresis as effectively using one threshold that had been “split”. In this case declaring an alarm was under identical criteria, but clearance, for an increasing threshold was on 

(Alarm = TRUE) AND ((x <A2) = TRUE)

For a decreasing threshold 

(Alarm = TRUE) AND ((x >A2) = TRUE)

This is illustrated below:


[image: image3]
Fig 3

This approach appears to align more closely with the single threshold case. However it has the major disadvantage that if the clearance threshold has the same value as one of the bounds of a bounded variable the alarm can never be cleared.

Therefore the first approach illustrated in fig. 2 must be adopted.

Behaviour of Integer values
For integer values, since they can only hold values 1, 2, 3…when a variable is compared against a threshold A,

At value x = A an alarm will be declared.

With the original interpretation that declared alarms only after the threshold had been crossed, and cleared them when the threshold had been re-crossed in the opposite direction, the alarm would be declared when x = A+1

For clearance, with both proposals the alarm would be cleared at x = A – 1. 

The original interpretation introduces an unintentional hysteresis, with the condition when x = A not clearly defined.
Conclusion
It is the conclusion of this paper that adopting the recommendations made in “The Proposed Solution” above will give clear and consistent behaviour for PM threshold alarms.

































