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This contribution is being presented as per Sec 9.3 in the SA5#33bis Trace RG report S5-038203.

Background:

Trace Management is a new feature being introduced within 3GPP for the UMTS based systems. It is seemingly different from the existing GSM specification TS12.08 in terms of its scope and mechanisms. There is the obvious change in the data retrieved due to the difference between the two technologies. 

Given the fact that there are more services available to the subscriber in UMTS than in GSM, the need to keep sensitive subscriber information secure becomes increasingly more important. IMSI & IMEI form a core part of this subscriber information. If this information is transmitted over insecure media (e.g. air interface) or is available easily then this is a significant potential security breach were the subscriber information being leaked out. 

It should be the endeavour for every participating company to avoid standardising technologies without appropriate security mechanisms in place. 

SA5#33bis Responses:

We feel that a lot of confusion regarding the specification of Trace has come about since the requirements and the mechanisms have not been completed. Nevertheless, we would like to state the following as a response to the discussion that took place in SA5#33bis:

· There is a definite advantage in having Signalling and Management based activation mechanisms. We agree with the group on that and also support having this functionality intact. 

· The reason that signalling based activation cannot be restricted to a geographical area was very often stated in the meeting and also in S5-038236 as an argument against the removal of IMEI support in Management Activation. It is a misconception that signalling based activation is all encompassing i.e. it cannot be restricted over a geographical area. We feel that signalling based activation mechanism can surely be restricted over a given geographical area. Hence, one can activate trace on a selected list of NE’s using signalling based activation, to achieve the same exact end result of Management Activation, and without creating a potential security threat. In addition using signalling based activation improves on the management activation since the activation needs to be done only once as opposed to many times (once per NE) on a management basis.

· All the use cases stated in TS 32.421 and reproduced in S5-038236 can be realised using IMEI over signalling based activation mechanism and also by IMSI using Management & Signalling means. They were presumed not possible because of the reason explained in the above bullet point.

· We also like to point out that every handset that needs to be tested is always associated by an IMSI and the operator knows this IMSI. Hence, knowledge of IMEI is not critical to activate the trace. As above, all the use cases can be realised using IMSI and the data retrieved would be exactly the same. 

· By allowing for IMEI based Management Activation, a requirement is being put on the MSC / Core Network to send all active IMEIs to the radio network just for the sake of 1 trace activation. This is seen as a security risk. The IMEI is not normally transmitted (i.e. transmitted only when specifically requested by the core network) over the air interface, but the trace activation would make that necessary for every mobile, even if it were not being traced. In the case of IMEI based signalling activation, this sending of IMEI is limited to the mobiles within the NE’s under which Trace is active.

· TS 32.421 may be base-lined. That doesn’t (and should not) prevent us from making corrections to it as a result of further analysis and consideration that uncovers previously unidentified issues. Besides this issue, there have been other issues identified in TS 32.421 that need change and this is the normal progress of any specification. Being base-lined does not mean it is beyond change. 

Proposal:

In light of the above arguments and taking the views of Ericsson, Motorola, Vodafone, Nortel and Orange we would like to propose the following:

"Remove Management Activation based on IMEI (SV). Hence we have, Management Activation based on IMSI & Signaling Activation based on IMSI & IMEI (SV) available in UTRAN & Core Networks"

This would help the operators and the vendors alike. The IMEI trace can be easily activated using the signalling interfaces and can also be restricted over a certain geographical area. 

For the use cases detailed in TS 32.421 that specifically need an IMEI (e.g. Use Case 3, although one may argue on the specific need of an IMEI), one can make use of the Core Network to activate the trace. For each of the other use cases, if the operator wishes to use Management Activation, he may use the IMSI basis, as this would produce the same data, as would an IMEI based trace. 

This proposal addresses the following concerns that were voiced by operators & vendors on both sides of the discussion:

· A requirement to limit the IMEI & IMSI based tracing over a geographical area. 

· Concerns of a large number IMEIs being transmitted over the air interface without any need for this to happen.

· A requirement to allow for management based activation to be made available.

· A fear that vendors and service providers will enable / provide proprietary services for a certain range of IMEIs only.  

Once this proposal has found acceptance within the Trace RG and SA5 as a whole, we would present a CR to TS 32.421 Sec 5 (largely) to align the specification accordingly.


