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This clause specifies the security management requirements for the present release.

A capability should be standardized that allows

1. IRPAgent to authorize IRPManager
. 

2. IRPAgent to authenticate IRPManager and check if IRPManager invoker of operations has been authorized to perform the operations on receiving operation request.

These two draft requirements mix authorization and authentication. They should be separated, and authentication should be placed first, because authentication is a prerequisite for authorization. Proposal:

1. IRPAgent to authenticate IRPManager
.
2. IRPAgent to authorize IRPManager, i.e. check if IRPManager invoker of operations has been authorized to perform the operations on receiving operation request.

It is unclear how a manager can find out for what it is authorized or how it can negotiate permission to perform specific operations. Or may be such an exchange of information is already seen as to vulnerable? If so, how does the knowledge about the credentials of managers come into the agents? How is such specifically delicate data treated/protected? These topics require further analysis.

3.  IRPManager to authenticate IRPAgent on receiving notification.
The wording of this requirement seems to say: “IRPManager to authenticate IRPAgent everytime a notification is received”. This is too restrictive. A solution should be possible which allows to establish a secure connection for transport of notifications from the agent to the manager. Proposal for a new wording:

3.
IRPManagers to ensure that notifications are received by an authenticated 
IRPAgent

4. Receiver (IRPManager or IRPAgent) of file transferred to check the integrity of the file transferred. 

No comment at this moment in time.

5. IRPAgent to report security alarm to IRPManager when breach of security is detected, e.g. request of unauthorized operation, reception of false notification, or damage of file transferred, etc.

One example makes no sense: An agent should not receive a notification as these are usually not sent by a manager. This item in the example list should be removed. 

Additional items to be incorporated are: authentication failure, password expiry, password locking, account locking

6. IRPManager to find out who (i.e., identities of IRPManagers or IRPAgents) did what (i.e., names of operations and notifications) and when.  This capability is called the activity log that includes information of  requested operations, performed operations, emitted notifications, and transferred files.

This requirement should be modified. The activity logging (of operations) should preferably take place at the agent. Activity logging at the manager should be only the last resort, if logging at the agent is not possible.

General comment:

A specific protection of security sensitive information needs to be discussed (e.g. for activity logs, security alarms, alarming applications etc.).
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