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Summary

Introduction and Background

There is a need for priority communications among governmental, civil, and other essential users of public telecommunications services in to support disaster relief operations for recovery from catastrophic events, such as earthquakes, severe storms, floods, and terrorist attacks. Telecommunication services are often restricted during these serious events due to damage, congestion, and failures. ITU-T Recommendation E.106 [1] describes an International Emergency Preference Scheme (IEPS) for PSTN, ISDN, and PLMN telephony services to support emergency recovery activities during crises. In addition, ITU-T Recommendation F.706 [2] presents the Service Definition for an International Emergency Multimedia Service (IEMS) for a range of services using next generation networks such as Internet Protocol (IP) packet-based networks.
International and national emergency telecommunications service (ETS) capabilities will enable authorized users to have preferential access to telecommunication services and preferential processing of communications, to support recovery operations during emergency events. While some countries already have national preference schemes in existing telecommunication systems, the challenge at hand is provisioning appropriate priority mechanisms for a family of multimedia services in the newly emerging generation of packet-based networks as well as ensuring effective interoperation with existing PSTN, ISDN, and PLMN emergency services. Interchange of critical service management information could significantly benefit emergency recovery operations. Service management information needs to be shared among service providers (SPs) supporting emergency communications and between SPs and SC facilities managing crisis recovery operations and ensure the best possible telecommunications support is provided under the stressful circumstances. The ETSMS will provide this capability.
Keywords

Requirements for X-interface to Support International Emergency Operations
1
Scope

The subject of this Recommendation is the interface between a service customer (SC) and a service provider (SP) and between SPs that is used to manage emergency telecommunications service (ETS) capabilities. ETS is used by emergency responders during disaster events for communications to organize and coordinate activities for saving lives and restoring community infrastructure. The definition of actual ETS capabilities is the subject of other Recommendations.
This Recommendation describes the ETS Management Service (ETSMS) and identifies functional requirements for interchange of critical network and service management information for ETS communications among TMNs across the X-interface of the service management layer as defined by Recommendation M.3010 [3]. The requirements described will enable disaster response and recovery operations personnel, as SCs, to interact with SPs to share knowledge of the availability of services, identify service requirements, configure services, and activate required services. These requirements will also apply to interchange of critical network and service management information among the SPs that are supporting the ETS. The some aspects of the ETSMS may be used at any time independent of the occurrence of actual emergencies.
Other TMN Recommendations will cover the specific format and data elements as well as the protocols for interchange of management information across the X-interface for the ETSMS. 
2
References
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3
Definitions

Availability – 

Degradation – 

Emergency Telecommunication Service (ETS) – The service capabilities in the public telecommunications infrastructure that treats emergency communication traffic in preference to non-emergency traffic. ETS provides a higher probability of completion of specifically identified and authorized communication sessions for supporting disaster relief operations during catastrophic events.
ETS Management Service (ETSMS) – The on-line capabilities for interchange of critical service management information between service customers and service providers supporting disaster relief operations to recover from catastrophic events.

Failure – 

Service Customer – The designated manager of the ETS and is the recognized user of the ETSMS. The SC can be the highest level authority or emergency operations center. There may be different levels of SCs from national and regional down to the immediate local disaster area. 
Service Provider – The source of the publicly available ETS capabilities that are used by the SC according to the contract or service level agreement. The SP is responsible for the provision of the network resources to support the ETS.
Service User – The consumer of the ETS capabilities. The SU is authorized by the SC to consume the ETS capabilities. The SU is not a user of the ETSMS.
4
Abbreviations

ETS – emergency telecommunication service
ETSMS – ETS management service
IEMS – International Emergency Multimedia Service (F.706)
IEPS – International Emergency Preference Scheme (E.106)
ISDN – Integrated Services Digital Network
PSTN – Public Switched Telephone Network
PLMN – Public Land Mobile Network
SC – service customer
SP – service provider
SU – service user
TMN – Telecommunications Management Network

5
Conventions

6
ETSMS Functional Requirements
6.1 ETSMS Framework
Disaster situations can strike anytime and anywhere, unexpectedly. Recovery requires rapid response by local, regional, and national authorities, immediate reaction from utility service providers, and support from medical, recovery, construction, fire, and police resources. Effective communications are essential to facilitate the myriad activities required for organizing and coordinating lifesaving efforts concurrent with re-establishing control in the disaster area and restoration of the community infrastructure. Effective telecommunication service capabilities are imperative to the success of disaster recovery operations.
Recovery operations require extensive coordination and cooperation by organizations involved in restoring the infrastructure and for the well being of the society impacted. During these disaster situations, telecommunication services are often severely disrupted through facility damage as well as congestions due to significantly increased communications traffic. Operation centers may be established or activated to coordinate the myriad activities that are required to recover from the destruction, locate missing people, save livers, recover the infrastructure of the community, and restore normal living conditions for the population. ETS Communications to support these emergency recovery operations are given preferential access and processing treatment as specified in ITU-T Recommendations E.106 and F.706.
The ETS Management Service (ETSMS) provides on-line interchange of critical telecommunications management information in real time and will significantly facilitate and benefit recovery operations. These interactions will more efficiently and effectively facilitate the provisioning by the SPs and use by the SCs of the essential telecommunications support. Specific functional requirements for interchange of important service management information are described in this Recommendation.
Figure 6-1 below shows the reference interface X being addressed by in this Recommendation. The X-interface is also referred to as the Service Customer – Service Provider Interface and is used to convey Service Management information as defined in Recommendation M.3010. Specifically, the Service Customer (SC) is the disaster response individual or activity, such as an emergency operations center, that is assigned responsibility to interface with the ETS Management System (ETSMS). The ETSMS enables interchange of service management information between SCs and SPs to assist disaster relief operations. The Service Provider (SP) provides the ETSMS capability in support of the provisioning of the ETS. The Network and Element managers are components of the SPs operations support system. .The ETSMS collects data from network and element managers. The ETSMS then makes available agreed upon service management data and information associated with the provision of the ETS to SCs and SUs
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Figure 6-1: Reference Interface
The SC/SP/SU relationships for the ETS and ETMS are illustrated by Figure 6-2. The SP provides ETSMS to support in real-time, on-line interactions between the SC and SP to facilitate use of ETS for emergency operations. 
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Figure 6-2:  SC/SP Relationships for the ETS and ETMS
The SC is the individual or activity authorized to interface and interact with the ETSMS according the the established Service Level Agreement (SLA), contract, or service subscription established between the SC and SP. The SC then becomes the user of the ETSMS. The SC also identifies authorized users in cooperation with the appropriate authority. The authorized service users will be registered with the SP using the ETSMS. The authorized SUs become the actual users of the ETS capabilities. The SP may contract with a Network Operator, or the network operator functions may be part of the SPs infrastructure. The network operator function controls, configures, and maintains the network infrastructure and resources.

The basic architecture of the ETSMS and X-interface is presented in Figure 6-3. It is adapted from the basic TMN architecture described in Recommendation M.3010.
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Figure 6-3: ETSMS Architecture
Each of the management domains shown is considered an individual Telecommunication Management Network (TMN). The other management domains could be additional SPs that are supporting the ETS and SCs that are authorized ETSMS users. Each domain maintains its own emergency operations or ETSMS database. The interchange of information and interactions between the SC and SP take place across the X-interface. Only specific information that has been agreed upon between the SC and SP is considered for handling by the ETSMS.
6.2 Basic Requirements

The ETSMS is a service to support operations of the ETS by SCs and SPs. During emergency operations, interaction between SCs and SPs through sharing of critical information related to availability and status of telecommunication resources would be beneficial. SCs would be able to maintain knowledge of ETS availability and would be able to provide reports to SPs of service problems and failures. SPs would be able to provide SCs with reports of status and availability of resources, failure points, recovery notices, and alerts of lost capabilities. 
SCs would also be able to register new authorized users or change their profiles online at any time. If ETS or some of the ETS capabilities are only activated during a declared emergency, the SC would be able to directly notify the SP on-line to activate the ETS capabilities for the area impacted. An effective service management interface and a simple data interchange mechanism provide this important capability. 
6.2.1 Information Interchange
Table 6-1 lists information service management of the ETS that conveyed across the ETSMS interface from SCs to SPs and from SPs to SCs. This is the TMN X-interface for Service Management Information as defined by M.3010.
	Initiator
	Information

	Service Customer
	Activate ETS 
Register authorized users
Request service availability

Request reports 

Issue trouble reports

Modify service parameters
Enquire about status of requested action

	Service Provider
	Report status of service
Report security breaches

Report state of service availability

Report degradation of service

Report service usage


Table 6-1 – Basic Information Exchanged Across ETSMS Interface
The ETSMS provides an interactive capability to manage the overall provisioning and maintenance of the ETS during a disaster relief operation. Sections 6.2.1 and 6.2.2 provide a narrative description of the information transferred across the interface. Section 6.3 expands upon the narrative descriptions with specific use cases that lead to the identifications of specific functional requirements to be fulfilled by the ETSMS.
6.2.2 Information initiated by Service Customer
The following provides a narrative description of requests initiated by the SC and sent across the X-interface to the SP for action:

a. Activate ETS – The ETS capabilities may be available all the time or only when specifically requested by the SC. If ETS capabilities are only activated upon declaration of an emergency the SC would issue a request to activate the certain ETS capabilities or active the total service. The situation may exist that only limited ETS capabilities are always active and additional capabilities are then activated upon request from the SC. Activation requests could include information about types of service to be activated, areas of service coverage, and categories of users to be supported by the ETS for the specific disaster instance.

b. Registration of authorized users – Only users specifically authorized by the appropriate authority are allowed to access the ETS capabilities. The SC is responsible for registering the authorized users with the SP so that the users of the ETS can be authenticated by the SP before the request for ETS is honored. The registration information would include a profile of the level of service, types of service, and area of coverage that is authorized. In addition to registration of individual authorized users, specific access points and terminals could be registered with the profile of capabilities that are allowed. The registration process may occur at any time, even when ETS is not activated.

c. Request for service availability – During a disaster event, the SC can request whether specific services are available. Some services may be active, but are not available because of limited network capacity. Other services may only be activated upon specific request by the SC as indicated in a. above. However, the SC could request the state of availability before the activation request is issued.

d. Request reports – The SC may request or cancel specific reports or specific sets of reports that are of direct relationship to the disaster relief operation underway. An SC that is responsible for a limited or specific area may not require all reports that may be available from the SC. On the other hand, an SC that is managing the overall disaster recovery nationally or globally may need to have access to all types and levels of reports from SCs. Reports can be requested to be sent on a scheduled basis or as deemed appropriate by the SP. In addition, the SC may request specific reports on a one-time basis. 

e. Issue trouble reports – The SC in experiencing a failure or problem with an ETS capability can issue a trouble report to the SC identifying the nature of the problem being experienced. A trouble report is essentially a notification to the SC and a request for corrective action to resolve the service problem. The SC would log the trouble report and initiate corrective action. During the corrective process and upon successful resolution of the trouble, the service provide should provide status reports to the SC.

f. Modify service parameters – During a disaster recovery operation, it may be necessary to change some parameters of the ETS capabilities being used. For example, the area of coverage, service configuration, or types of service may need to be modified to accommodate specific situations that may arise.

g. Enquire about status of requested action – Any time after issuing a request and before receiving a successful response from the SP, the SC may send a follow-up enquiry asking the SP for status of reply.

NOTE: Any of the initiated actions or requests above can be cancelled prior to a response of successful completion from the SP

6.2.3   Information initiated or provided by Service Provider

The following provides a narrative description of information initiated by the SC in providing reports and responses to requested actions to the SC. This information is sent by the SP across the X-interface to the SC:
a. Report status of service – SC reports on status of service could be provided upon specific request individually, on a periodic schedule, when the state of service status changes, and when there is a service failure. The reports could cover the overall status of service performance including types of service and areas of coverage.
b. Report security breaches – SC reports on security aspects could include identification of type of breach, such as denial of service or attempted unauthorized access. The reports could be of either a general nature or could include specific instances and locations of the security breaches.
c. Report state of service availability – SC reports on service availability could be provided in response to specific SC requests, periodically, or when the state of service availability changes, identifying type and location area of the service.
d. Report degradation of service – SC reports on degradation of service are associated with specific changes in performance and limited bandwidth availability to support the volume of ETS traffic. This will enable the SC and SP to determine if some types or levels of traffic should be controlled or limited.
e. Report service usage – The SP reports on service usage could include statistical information about the actual usage of different types of service and areas of coverage for analysis purposes. These reports could be provided in direct response to a request from the SC or on a periodic schedule.

6.3
Business Level Requirements (use-cases)
Basic requirements (in text form) for ETSMS are provided in Section 6.2. This section identifies the associated use cases with actor/role and resources.
6.3.1 Actor Roles

The primary actor role is that of the Service Customer (SC) as described in Section 6.1 (e.g., see Figures 6-1 and 6-2).

The need for other actor roles (e.g., Service Provider (SP)) is left for further study.
6.3.2 Telecommunications resources
The telecommunications resources used to provide ETS and ETSMS are described in Section 6.1 (e.g., see Figures 6-2 and 6-3).
6.3.3 High-Level Use Case Diagrams

This section contains high-level Use Case Diagrams that summarize the functionality and interfaces of the Emergency Telecommunications Management Service System as shown on Figure 6-1. The Use Case Diagrams are organized along the lines shown in Table 6-1, i.e., use cases initiated by the SC are depicted first followed by use cases initiated by the SP.

In some cases there may be specific use cases mentioned on more than one high-level diagram. The reason for such duplication is to aid in completing the characterization of behaviour and functionality. Use case descriptions are provided in Section 6.4 for every use case pictured in these high level diagrams (except for those related to Trouble Reports in Section 6.3.3.1.E).
6.3.3.1
Service Customer Initiated

6.3.3..A
Activate ETS
Figure 6-4 shows the use cases related to activation of Emergency Telecommunications Service (ETS). Emergency telecommunication services may be available either on a full-time basis or may be only invoked by the designated authority during specific times of crisis. Therefore, the capability is required for real-time on-line interaction between the emergency operations authority, the SC, and SPs to ensure that the specific telecommunication services are invoked and made available as prescribed by previously established Service Level Agreements (SLAs). The activation notice could also be conveyed via the X-interface among all the SPs supporting the ETS. The data elements need to be able to convey a number of different emergency conditions and areas of coverage.
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Figure 6-4: Activate ETS

Editor’s Note:  Assuming that the “cancel” use case is needed, then we need to define:

· a “pending” state for the activation process, i.e., a state in which activation has been requested but has not yet occurred (and thus could be cancelled via a “cancel” request), and

· a "request received acknowledgement" in addition to a "request fulfilled response" to differentiate between moving into and out of the “pending” state.

6.3.3.1.B
Register Authorized Users
Figure 6-5 shows the use cases related to registration of authorized users. The availability of emergency priority communication services is restricted to specifically authorized users supporting recovery operations. A SC generally does such registration in advance for those personnel identified as candidates for supporting emergency recovery operations. However, due to the unexpected occurrence and location of disaster situations there may be a requirement for real-time authorization, through a central coordination center, of personnel needed immediately to support recovery operations. The SC can then pass the appropriate registration information to the SPs so that timely authentication of valid users can be accomplished.
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Figure 6-5: Register Authorized Users

Editor’s Note: Need to decide if the three “cancel” use cases are really needed. (See similar note in Section 6.3.3.1.A.)
6.3.3.1.C
Request for Service Availability

to be provided

6.3.3.1.D
Request Reports
Section 6.3.3.2 describes several types of reports that the SC may wish to receive from the SP. The Request reports use case describes how the SC informs the SP as to which reports the SC wants to receive and how often (e.g., event reports upon occurrence of a given event, summary reports, scheduled reports, etc.)

The following report types would be sent upon occurrence of a given event:

· Report SP network infrastructure security breaches

· Report state of service availability

· Report degradation of service (QoS class)

The following report types would most likely be summary reports (summarized across a specified time period):

· Report status of service

· Report service usage.

The request for these types of reports may either be a one-time request (for a single report), or a scheduled request (for reports to be sent periodically).
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Figure 6-6: Request Reports

6.3.3.1.E
Submit Trouble Reports (called “Issue trouble reports” in Table 6-1)

Figure 6-7 shows the use cases related to trouble reports of service failures. During emergency recovery operations, SC emergency recovery personnel may experience failures of telecommunications services that are being employed to support recovery operations. A capability is required to notify SPs of any encountered service failures. This mechanism could utilize established trouble reporting processes. The SP would then make a record of the trouble (including failure or problem report information when known). Once a trouble has been reported to the SP, the SP should provide interim reports of the status of restoration actions with estimated time to repair. Upon restoring service, a final status report should be provided to the originator of the trouble report. These status reports are provided as part of the Notification of status change use case.
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Figure 6-7: Submit Trouble Reports

Editor’s Notes:
1. The above use case diagram is a subset taken from T1M1.5/2002-059, UML for Trouble Reporting, which has attempted to extract use cases from ITU-T X.790, “Trouble management function for ITU-T applications”.

2. T1M1.5/2002-059 makes a distinction between the Service Customer (SC) actor role and the Trouble Report Originator/User actor role.

3. In addition to the use cases shown on Figure 6-6, T1M1.5/2002-059 also defines the following use cases associated with the Trouble Report Originator/User actor role:

· Query Trouble Reports

· Review Trouble History

· Verify Repair Completion

· Deny Repair Completion

· Trouble Report Event

4. T1M1.5/2002-059 also defines the following use cases associated with the Service Customer actor role:

· Retrieve Trouble Report Format

· Retrieve Trouble Report Format Identify by Service

· Trouble Report Format Events

· Retrieve Trouble Report Status

5. Although Figure 6-7 suggests a particular subset of the T1M1.5/2002-059 use cases to be included as part of ETSMS, the exact subset still needs to be determined.

6.3.3.1.F
Modify Service Parameters (for either ETS or ETSMS)
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Figure 6-8: Modify Service Parameters

Editor’s Notes:
1. Need to decide if the two “cancel” use cases are really needed. (See similar note in Section 6.3.3.1.A.).

2. Does the “modify ETS use case” apply in a scenario for which ETS is always “activated”?

3. Need to define what types of ETSMS service parameters can be modified.

6.3.3.1.G
Enquire About Status of Requested Action
to be provided

6.3.3.2
Service Provider Initiated
Figure 6-9 shows a Use Case Diagram for the SP initiated use cases described in subsections 6.3.3.2.A through 6.3.3.2.E below.
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Figure 6-9: SP Initiated Use Cases
6.3.3.2.A
Report Status of Service
SP reports to SCs would provide useful information for evaluation and analysis by SCs of telecommunications capabilities that are at hand to support operational requirements. In addition, interchange of reports of these incidents among supporting SPs would facilitate timely initiation of corrective actions to recover and reconfigure operational resources. Status reports may be scheduled or requested.

Provision of information by SCs relating to areas of focus of recovery actions could assist SPs in more effectively configuring available resources to meet the operational requirements of recovery activities.

Editor’s Note: Do we need to add another use case to describe how the SC provides such information to the SP?
6.3.3.2.B
Report SP Network Infrastructure Security Breaches

SP network infrastructure security breaches could also severely impair the ability of emergency resources to realize effective communications for recovery operations. Examples of security breaches would include cyber attacks (e.g., denial-of-service attack), intrusions that disable operational resources, and access by unauthorized users to limited operational resources thereby limiting availability of services for emergency recovery personnel.

6.3.3.2.C
Report State of Service Availability

Occurrence of service failures and excessive traffic congestion in telecommunication facilities that are required to support recovery operations can be sporadic and extensive during crises. Reports of service availability would provide important information to SC personnel about the capabilities that are available to support recovery operations.

Editor’s Note: When the SP reports ETS-specific service failures to the SC, the SC may decide to execute the Trouble Report Creation use case (see Section 6.3.3.1.E).

Alternatively, the SP may automatically initiate a trouble report on behalf of the SC so that other use cases related to Trouble Reports (e.g., “Query Trouble Report”) would be available to the SC. (SHOULD WE INCLUDE THIS ALTERNATIVE AS A SEPARATE USE CASE?)

6.3.3.2.D
Report Degradation of Service (QoS class)
A report is provided to the SC when bandwidth becomes insufficient to support all ETS traffic and users will start to experience degraded service.

Editor’s Note: Need to add reference to M.qos.
The SLA may include a policy definition by which the SC and the SP agree that under such conditions the SP will limit ETS usage by restricting certain classes or types of service. Alternatively, the SC may decide to limit ETS usage by restricting certain classes or types of service. Draft new ITU-T Recommendation F.706 defines three hierarchical ETS traffic sub-classes that may be used for this purpose. 
Editor’s Note: Do we need to add another use case to describe how the SC instructs the SP as to what ETS traffic restrictions to put in place?
6.3.3.2.E
Report Service Usage
During emergency recovery operations, usage information could provide beneficial knowledge to SCs. Usage reports may be scheduled or requested.

Based on usage information, SCs would be able to assess whether adequate telecommunications resources are available to support the immediate recovery activities. Through further interaction with the SC, SPs would be able to make adjustments in resource configurations to most effectively meet the immediate needs of recovery activities.

Editor’s Note: Do we need to add another use case to describe how the SC instructs the SP as regarding what adjustments to make in resource configurations?
6.4
Specification Level Requirements

This section contains textual details for each of the Use Cases shown in the high-level Use Case diagrams of the previous section.  The details are provided to clarify the roles of external actors and telecommunications resources, to establish the basis for interactive diagrams in the Analysis Section, and to refine the previous high level Use Case diagrams to a specification level.  Use case details include the following components:

Editor’s Note: We need to decide whether M.ets should include an Analysis Section (with collaboration diagrams?), or whether the “Analysis” will be deferred to a future document.

	Name
	The name of the use case (matches all drawing names)

	Summary
	A summary of the use cases purpose and content

	Actor(s)
	The names of actors involved in the use case including role characteristic for each actor.

	Assumptions
	A listing of requirements surrounding the use case.

	Pre-Conditions
	A list of all system and environment conditions that must be true before the use case can be triggered.

	Begins When
	The name of the single event that triggers the start of the use case

	Description
	The various tasks that make up the use case, not necessarily in sequence. The description should reference any reuse of TMN functionality.

	Ends When
	The event(s) that signals that the use case has terminated.

	Exceptions
	A summary list of all exception conditions and faults detected by the use case during its operation

	Post-Conditions
	A list of all system and environmental; conditions that must be true if the use case has terminated without internal error

	Traceability
	An itemized list of all requirements exposed by this use case.


The use case details are listed alphabetically by use case title shown in the diagrams of the previous section.

6.4.1
Activate an ETS Service Capability

	Name
	Activate an ETS service capability 

	Summary
	In situations where all ETS service capabilities are not always active, the SC activates an ETS service capability upon declaration of an emergency condition. The SP notifies the SC when the requested activation has succeeded.

	Actor(s)
	Service Customer (SC)

	Assumptions
	This use case applies to situations where ETS is not always available for use and must be activated upon declaration of an emergency.

The ETS is activated to enable authorized users to communicate for organizing and coordinating emergency recovery activities.

An activated ETS will allow registered users to access the ETS. Upon termination of the declared emergency, the ETS shall be deactivated as requested by the SC (see Deactivate an ETS service capability use case).

Only an authorized SC can request activation (see Editor’s Note #1 below).

	Pre-Conditions
	An ETS network capability is in place and available and an emergency situation has occurred and been declared by an appropriate authority.

	Begins When
	The SC requests activation of an ETS service capability.

	Description
	When the SC issues a request for ETS activation, the SC must specify the following parameters as part of the request:

· description of the ETS service capability for which activation is requested (e.g., geographic location, what set of registered ETS users are associated with the capability, etc.)

· others - to be provided (see Editor’s Note #2 below).

When the SP notifies the SC that the requested ETS service capability is active, the SP must include the following parameters as part of the response:

· to be provided (see Editor’s Note #3 below).

	Ends When
	The SP notifies the SC that the requested ETS service capability is active.

	Exceptions
	1. The ETS was previously activated

2. Missing or incorrect parameter values

3. The request originates from an unauthorized source (see Editor’s Note #1 below).

	Post-Conditions
	The state of the ETS service capability is “active”.

	Traceability
	table continued on next page
Requirements exposed by this use case:

1. ETS state model needs to be defined. State values are needed to identify the following conditions: available, unavailable, active, inactive, and possibly “pending”?
2. others – to be provided.


Editor’s Notes:
1. Any request from the SC should be considered to be coming from an authorized source. If this cannot be assumed, then that issue should be worked separately outside the scope of this use case. (need to add a new use case)
2. Request parameters may include a list of the particular ETS service components requested by the SC for this particular ETS capability. For example, it may be possible to request ETS service components such as those listed in draft ITU-T Recommendation F.706, “Service Description for an IEMS”:

1. Priority network access;

2. Guaranteed network access (equivalent to “off-hook” service or dedicated line in the PSTN);

3. User validation and authentication;

4. Priority routing and queuing for network resources;

5. Enhanced alternate routing capability (not available for general public use);

6. Node, network, and service management;

7. Centralized service management and billing;

8. Call redirection;

9. Priority call indication;

10. Multiple priority levels;

11. Pre-emption of non-IEMS traffic optionally, where allowed and when needed;

12. Caller location for mobile calls.

3. SP response needs two parts: 1) SP responds to request indicating that request is successfully received, and then later 2) notifies SC that ETS has actually been activated.

6.4.2
Cancel

	Name
	Cancel

	Summary
	The requestor of an earlier action via the X-interface (original request) cancels the original request.

	Actor(s)
	SC in the role of Requestor

	Assumptions
	This use case is intended to be expanded upon by other more specific use cases.

	Pre-Conditions
	The Requestor has made an original request. Completion of the original request has not yet occurred.

	Begins When
	Requestor decides to cancel the original request.

	Description
	Requestor issues a cancellation request via the X-interface.

If cancellation is successful, then Requestor is notified of success via the X-interface.

If cancellation is unsuccessful, the Requestor receives an exception report via the X-interface.

	Ends When
	Requestor receives either a success notification or an exception report.

	Exceptions
	Original request has completed; too late to cancel.

Others may be defined by more specific uses cases.

	Post-Conditions
	Original request is cancelled.

A record of the original request and the cancellation may be kept available for future query (optional).

Others may be defined by more specific uses cases.

	Traceability
	Requirements exposed by this use case:

1. If a request is cancelable, it should have a behavior such that the SP acknowledges the original request (indicating that request has been successfully received but not yet completed), and then later notifies SC of completion. Cancellation would then be possible from the time that the SC receives the request acknowledgement until the time that the SC receives the completion notification.

2. others – to be provided.


6.4.3
Cancel modify ETS request

(completed use case template to be inserted)

6.4.4
Cancel modify ETSMS request

(completed use case template to be inserted)

6.4.5
Cancel request ETS activation

(completed use case template to be inserted)

6.4.6
Cancel request new authorized user

(completed use case template to be inserted)

6.4.7
Cancel request removal of authorized user

(completed use case template to be inserted)

6.4.8
Cancel request user profile modification

(completed use case template to be inserted)

6.4.9
Deactivate an ETS service capability

	Name
	Deactivate an ETS service capability

	Summary
	In situations where ETS is not always active, the SC deactivates ETS upon the conclusion of an emergency condition. The SP notifies the SC when the requested deactivation has occurred.

	Actor(s)
	Service Customer (SC)

	Assumptions
	This use case applies to situations where ETS is not always available for use and must be activated upon declaration of an emergency (see Activate an ETS service capability use case).

	Pre-Conditions
	1. The SC has executed the Activate an ETS service capability use case for the particular ETS service capability to be deactivated.
2. The declared emergency has terminated.

	Begins When
	The SC requests deactivation of an ETS service capability.

	Description
	When the SC issues a request for ETS deactivation, the SC must specify the following parameters as part of the request:

· identification of ETS service capability to be deactivated

· others (to be provided)
Once the requested ETS service capability is deactivated, the SP notifies the SC that the deactivation is complete.

	Ends When
	The SP notifies the SC that the ETS is deactivated.

	Exceptions
	1. ETS service capability was not previously activated

2. Missing or incorrect parameter values

	Post-Conditions
	The state of the ETS service capability is “inactive”.

	Traceability
	To be provided.


6.4.10
Modify ETSMS Service Parameters

(completed use case template to be inserted)

6.4.11
Modify ETS Service Capability

(completed use case template to be inserted)

6.4.12
Modify registered user profile

	Name
	Modify registered user profile

	Summary
	The SC modifies the profile information for an authorized ETS user that has been registered with the SP.

	Actor(s)
	Service Customer (SC)

	Assumptions
	The assumptions from the Register new authorized user use case apply.

	Pre-Conditions
	The SC has executed the Register new authorized user use case for the user whose profile is to be modified.

	Begins When
	The SC requests profile modification for a registered user.

	Description
	When the SC issues a request to modify a registered user profile, the SC must specify the following parameters as part of the request:

· to be provided

Editor’s Note: Need to decide whether the SC is required to send a “complete” replacement profile for the user, or whether the SC should only send those profile data items that are being changed from the existing user profile maintained by the SP.
When the profile has been modified, the SP notifies the SC that modification is complete.

	Ends When
	The SP notifies the SC that the requested user profile has been modified.

	Exceptions
	1. Missing or incorrect parameter values

	Post-Conditions
	The user profile is modified as requested.

	Traceability
	Requirements exposed by this use case:

1. Before modifying a user profile, the SC may find it useful to “query” the user profile from the SP in order to verify the existing values of data items within the profile.
2. others - to be provided.


6.4.13
Register new authorized user

	Name
	Register new authorized user

	Summary
	The SC registers with the SP a new authorized user (authorized to use an ETS service capability).

	Actor(s)
	Service Customer (SC)

	Assumptions
	The availability of emergency priority communication services is restricted to specifically authorized users supporting recovery operations. The SC generally does such registration in advance for those personnel identified as candidates for supporting emergency recovery operations. However, due to the unexpected occurrence and location of disaster situations there may be a requirement for real-time authorization, through a central coordination center, of personnel needed immediately to support recovery operations. The SC can then pass the appropriate registration information to the SP so that timely authentication of valid users can be accomplished.

The SC is responsible for determining whether or not a particular user is authorized. Once the SC registers an authorized user with the SP, the SP is responsible for authenticating this user at the time that the user attempts to access ETS services.

	Pre-Conditions
	None (the SC may register users at any time)

	Begins When
	The SC requests registration of a new authorized user.

	Description
	When the SC issues a request to register a new authorized user,

the SC must specify the following parameters as part of the request:

· name of user

· identification of user (to be used when user attempts to access ETS)

· ETS service capability that this user is authorized for

· priority level of this user (relative to other users)

· others (to be provided)

When the user is registered, the SP notifies the SC that registration is complete.

	Ends When
	The SP notifies the SC that the new user has been registered.

	Exceptions
	1. The user was previously registered.

2. Missing or incorrect parameter values

	Post-Conditions
	A profile for this new registered user is kept by the SP.

	Traceability
	To be provided.


6.4.14
Remove registered user

	Name
	Remove registered user

	Summary
	An authorized user that has been previously registered with the SP is removed by the SC.

	Actor(s)
	Service Customer (SC)

	Assumptions
	The population of authorized ETS users is dynamic and will change over time. This use case allows removal of registered users. The Register new authorized user use case allows addition of registered users.

	Pre-Conditions
	The SC has executed the Register new authorized user use case for the user to be removed.

	Begins When
	The SC requests removal of a registered user.

	Description
	When the SC issues a request to remove a registered user, the SC must specify the following parameters as part of the request:

· name of user

· ETS instance for which this user’s registration is to be removed

· others (to be provided)

When the user is removed, the SP notifies the SC that removal is complete.

	Ends When
	The SP notifies the SC that the user registration has been removed.

	Exceptions
	1. User was not previously registered

2. Missing or incorrect parameter values

	Post-Conditions
	The user’s registration is removed and the associated profile is no longer kept by the SP.

	Traceability
	To be provided.


6.4.15
Report degradation of service (QoS class)

	Name
	Report degradation of service (QoS class)

	Summary
	The SP detects that the ETS Quality of Service (QoS) values have degraded below the values specified in the SLA and notifies the SC of this condition.

	Actor(s)
	Service Customer (SC)

	Assumptions
	As SP resources become unavailable (e.g., due to SP network infrastructure and service failures, or due to SP network infrastructure security breaches), the ETS QoS that is normally expected for the specific mode of communication could progressively degrade below the values specified in the SLA. The ETS SLA may include a policy definition by which the SC and the SP agree that under such conditions the SP will limit ETS usage by restricting certain classes or types of service. 

According to the SLA, the SP response to the ETS service degradation could be to just put all ETS services on a best effort basis. Alternatively, the SLA might specify that the SP respond by limiting only the most bandwidth-demanding traffic (e.g., video broadcast) in order to preserve effective interchange of the most critical information in a message format. A graceful response could be progressive, starting with high bandwidth services, and continuing (if necessary) by selectively restricting the narrowband command and control type of interchange.

Flexibility is needed in the definition of the data elements to cover a range of possibilities.

Editor’s Note: Given that a range of possibilities exist, need to determine the extent to which these get described in the SLA (and thus not carried across the X-interface) versus the need to describe multiple possibilities using data elements exchanged across the X-interface.

	Pre-Conditions
	The SC has requested this type of report by executing the Request reports use case.

	Begins When
	The SP detects that the ETS QoS values have degraded below the values specified in the SLA.

	Description
	The SP sends a report notification to the SC. The notification includes the following information:

· the current QoS values that have been detected

· the traffic controls put in effect the SP (e.g., restricting certain traffic types), if any

· others (to be provided).

	Ends When
	The SC is notified of service degradation.

	Exceptions
	Not applicable

	Post-Conditions
	SC is informed of QoS degradation and SP response to degradation (when applicable).

	Traceability
	To be provided.


6.4.16
Report service usage

	Name
	Report service usage

	Summary
	The SP provides an ETS service usage report to the SC.

	Actor(s)
	Service Customer (SC)

	Assumptions
	During emergency recovery operations, usage information could provide beneficial knowledge to SCs. Usage reports may be scheduled or requested.
Editor’s Note: If a usage report is “requested”, this might be better described by creating an additional use case, i.e., “Request ETS service usage data”.

	Pre-Conditions
	The SC has requested this type of report by executing the Request reports use case.

	Begins When
	Date/time for issuing a report is reached (assumes reporting schedule has been pre-established by the SC)

	Description
	The SP sends a report notification to the SC. The notification includes the following information:

· usage information for all ETS instances that SC is responsible for

· other (to be provided).

	Ends When
	The SC receives ETS usage report.

	Exceptions
	Not applicable

	Post-Conditions
	SC is informed of ETS usage.

	Traceability
	Requirements exposed by this use case:

1. Is it desirable and/or feasible to try to provide ETS usage information on a per user basis? Yes
2. others – to be provided.


6.4.17
Report SP network infrastructure security breaches

	Name
	Report SP network infrastructure security breaches

	Summary
	The SP detects network infrastructure security breaches and notifies the SC of this condition.

	Actor(s)
	Service Customer (SC)

	Assumptions
	SP network infrastructure security breaches could severely impair the ability of emergency resources to realize effective communications for recovery operations. Examples of security breaches would include cyber attacks (e.g., denial-of-service attack), intrusions that disable operational resources, and access by unauthorized users to limited operational resources thereby limiting availability of services for emergency recovery personnel.

If ETS service is degraded due to the SP network infrastructure and service failures being reported, then the Report degradation of service (QoS class) use case would also be executed.

	Pre-Conditions
	The SC has requested this type of report by executing the Request reports use case.

	Begins When
	The SP detects network infrastructure security breaches within its network.

	Description
	The SP sends a report notification to the SC. The notification includes the following information:

· description of the security breach detected

· impact of the breach on ETS service (if known)

· other (to be provided).

	Ends When
	The SC is notified of the security breach.

	Exceptions
	Not applicable

	Post-Conditions
	SC is informed of the security breach within the SP network.

	Traceability
	To be provided.


6.4.18
Report state of service availability

	Name
	Report state of service availability

	Summary
	The SP detects network infrastructure and/or service failures and notifies the SC of this condition.

	Actor(s)
	Service Customer (SC)

	Assumptions
	Occurrence of service failures and excessive traffic congestion in telecommunication facilities that are required to support recovery operations can be sporadic and extensive during crises. Reports of service availability would provide important information to SC personnel about the capabilities that are available to support recovery operations.

If ETS service is degraded due to the SP network infrastructure and service failures being reported, then the Report degradation of service (QoS class) use case would also be executed.

	Pre-Conditions
	The SC has requested this type of report by executing the Request reports use case.

	Begins When
	The SP detects network infrastructure and/or service failures within its network.

	Description
	The SP sends a report notification to the SC. The notification includes the following information:

· description of the failure detected

· impact of the failure on ETS service (if known)

· other (to be provided).

	Ends When
	The SC is notified of the failure.

	Exceptions
	Not applicable

	Post-Conditions
	SC is informed of the failure within the SP network.

	Traceability
	To be provided.


6.4.19
Report status of service

	Name
	Report status of service

	Summary
	The SP provides an ETS service status report to the SC.

	Actor(s)
	Service Customer (SC)

	Assumptions
	SP reports to SCs would provide useful information for evaluation and analysis by SCs of telecommunications capabilities that are at hand to support operational requirements. In addition, interchange of reports of these incidents among supporting SPs would facilitate timely initiation of corrective actions to recover and reconfigure operational resources. Status reports may be scheduled or requested.
Editor’s Note: If a status report is “requested”, this might be better described by creating an additional use case, i.e., “Request status of service”.

	Pre-Conditions
	The SC has requested this type of report by executing the Request reports use case.

	Begins When
	Date/time for issuing a report is reached (assumes reporting schedule has been pre-established by the SC)

	Description
	The SP sends a report notification to the SC. The notification includes the following information:

· status of all ETS service capabilities that SC is responsible for

· other (to be provided).

	Ends When
	The SC receives ETS status report.

	Exceptions
	Not applicable

	Post-Conditions
	SC is informed of ETS status.

	Traceability
	Requirements exposed by this use case:

1. Meaningful status values (to be included in this report) need to be defined for ETS service capabilities.

2. others – to be provided.


6.4.20
Request reports

(completed use case template to be inserted)

7
Interface Requirements
As specified in ITU-T Recommendation F.706, the means of access to service management information needs to be flexible and simple. Crisis situations that require immediate recovery operations to save lives, restore the community infrastructure, and bring the population back to normal living conditions can happen anyplace at anytime, unexpectedly. Therefore, it is imperative that personnel deployed for recovery operations be able to utilize resources that are readily available and within convenient reach. Specialized operational resources will very likely not be at hand immediately to facilitate recovery operations. Establishment of interfaces between emergency operations SCs and the SP of public telecommunication resources that are widely and commonly available is highly desirable. Consideration needs to be given to the human interface to ensure that it is simple, but effective. For example, the use of a basic web browser could provide a commonly and easily used means of fulfilling the requirements for interchange of critical service management information between emergency operations SCs and telecommunications SPs as described in section 6 of this Recommendation. The specification for the interface requirements is a subject of other ITU-T Recommendations.

Another critical factor for establishing an efficient and effective interface for interchange of service and network management information between TMNs across the X-interface is standardization of data elements that represent appropriate information associated with emergency recovery operations. Standardized data elements for management information interchange need to be identified for application to disaster relief operations. In addition, specialized data elements may need to be defined and standardized that would apply uniquely to emergency recovery operations. The definition of the appropriate data elements for emergency communications will be specified by other ITU-T Recommendations.

The establishment of a universally standardized service management data interchange interface along with a set of standardized data elements will significantly benefit disaster recovery operations that should be readily available any place at any time with all telecommunication SPs in the nations of the world.
Appendix 1 – reference material for development of use cases
These lists are the high-level entities that are topics for identifying the set of functional requirements and developing the use cases dealing with ETS capabilies.
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