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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The present document is part of a multi-part TS covering the 3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Telecommunication Management; Security Management, as identified below:

TS 32.xx1:

"Security Management Integration Reference Point: Requirements";

TS 32.xx2


"Security Management Integration Reference Point: Information Service";

TS 32.xx3:

"Security Management Integration Reference Point: CORBA Solution Set";

TS 32.xx4:

"Security Management Integration Reference Point: CMIP Solution Set".
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In general, O&M network is mainly facing the following threats according to ITU-T M.3016 [7]:

· masquerade ("spoofing")

· eavesdropping

· unauthorized access:

· loss or corruption of information

· repudiation

· forgery

· denial of Service
Security Management provides the operator with the ability to ensure that every party involved in O&M traffic is securely authenticated against every other party, and also to verify if a user is authorized to perform a certain operation upon a specified target object at a given time. The Architecture for security management of the TMN is divided into two layers in accordance with 3GPP TS 32.101 "3G Telecom Management principles and high level requirements" [1]:

Layer B - O&M IP Network
Layer A - Application Layer
 No individual layer is dependent on any specific technology in the other one.  

The present document focuses on Authentication and Access Control of Application Layer which shall be implemented over Itf-N; however, O&M IP Network provides the infrastructure for Security management, it shall be also mentioned where Application Layer need it provide service, the details of O&M IP Network are beyond the scope of this specification.

At first IRPManager (typically an NM) acquires a credential as authentication parameter from IRPAgent (Typically an EM/NE) using appropriate identity; IRPManager can then request service (e.g. CM functions) of the IRPAgent using the received credential that is in possession of sufficient privilege. If an IRPManager has an invalid credential or the credential has insufficient privilege to implement the specific function in the request, IRPAgent shall refuse the request of IRPManager.
1. Scope

The present document defines the Information Service of Security Management IRP, and describes the semantics of the information and the interactions visible over Itf-N in an application protocol independent way. The information is specified by means of information object classes and the interactions by means of operations and notifications. This document does not specify the syntax (encoding) of the information.
2. References

The following documents contain provisions that, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "3G Telecom Management principles and high level requirements".

[2]
3GPP TS 32.102: "3G Telecom Management architecture".

[3]
3GPP TS 32.111: "Alarm Integration Reference Point (IRP): Information Service".

[4]
3GPP TS 32.622: "Generic Network Resources IRP: NRM".
[5]
ITU-T Recommendation X.800-1991: “Data Communication Networks – Open Systems Interconnection  (OSI) Security, Structure and Applications”. 
[6]
3GPP TS 32.xx1: "Entry Point Integration Reference Point: Requirements"
[7]
ITU‑T Recommendation M.3016 (1998): "TMN security overview".
[8]
IETF RFC2246 (1999): "The TLS Protocol Version 1.0"
[9]
3GPP TS 32.xx1: "Security Management Integration Reference Point: Requirements"
[10]
3GPP TS 32.301: "3G Notification IRP: Requirements". 

[11]
3GPP TS 32.312: "Generic IRP Management: Information Service".

3. Definitions and abbreviations

3.1. Definitions

For the purposes of the present document, the following terms and definitions apply.

Access control: provides security features that control that can access resources in EM/NE. Applications call access control functions to set that can access specific resources.
Authentication: a mechanism discovering and verifying the identity of a principal by examining the user's credentials and validating those credentials against some authority. 
Authorization: a mechanism determining whether a principal is allowed to perform a requested action. Authorization generally occurs after authentication, and it uses information about the principal's identity to determine what resources the principal can access. 
Credential: Data that is transferred to establish the claimed identity of an entity.

Data: is any information or set of information required to give software or equipment or combinations thereof a specific state of functionality.

Element Manager (EM): provides a package of end-user functions for management of a set of closely related types of Network Elements (NEs). These functions can be divided into two main categories:

· Element Management Functions for management of NEs on an individual basis. These are basically the same functions as supported by the corresponding local terminals.

· Sub-Network Management Functions that are related to a network model for a set of NEs constituting a clearly defined sub-network, which may include relations between the NEs. This model enables additional functions on the sub-network level (typically in the areas of network topology presentation, alarm correlation, service impact analysis and circuit provisioning).

IRP: See 3GPP TS 32.101 [1].

IRP Information Service: See 3GPP TS 32.101 [1].

Managed Object (MO): an abstract entity, which may be accessed through an open interface between two or more systems, and representing a Network Resource (NR) for the purpose of management. The Managed Object (MO) is an instance of a Managed Object Class (MOC) as defined in a Management Information Model (MIM). The MIM does not define how the MO or NR is implemented; only what can be seen in the interface.

Network Element (NE): is a discrete telecommunications entity, which can be, managed over a specific interface e.g. the RNC.

Network Manager (NM): provides a package of end-user functions with the responsibility for the management of a network, mainly as supported by the EM(s) but it may also involve direct access to the NEs. All communication with the network is based on open and well-standardised interfaces supporting management of multi-vendor and multi-technology NEs.

Network Resource (NR): is a component of a NE, which can be identified as a discrete separate entity and is in an object oriented environment for the purpose of management represented by an abstract entity called Managed Object (MO).

Network Resource Model (NRM): a model representing the actual managed telecommunications Network Resources (NRs) that a System is providing through the subject IRP. An NRM describes Managed Object Classes (MOC), their associations, attributes and operations. The NRM is also referred to as "MIM" (see above) which originates from the ITU-T TMN.

Operations System (OS): indicates a generic management system, independent of its location level within the management hierarchy.
3.2. Abbreviations

For the purposes of the present document, the following abbreviations apply:

CM
Configuration Management

DCN
Data Communication Network

EM
Element Manager

FM
Fault Management

IRP
Integration Reference Point

IS
Information Service (see [1])

ITU-T
International Telecommunication Union, Telecommunication Standardisation Sector 

MIB
Management Information Base

NE
Network Element

NM
Network Manager

NR
Network Resource

NRM
Network Resource Model

OMG
Object Management Group

OS
Operations System

PM
Performance Management
TM
Telecom Management
UML
Unified Modelling Language (OMG)

UMTS
Universal Mobile Telecommunications System
4. System Overview 

4.1. System context
Figures 4.1 and 4.2 show the system context of this document in terms of implementations called IRPAgent and IRPManager.

The term IRPManager refers to a process that interacts with IRPAgent for the purpose of security management via this IRP. An example of an IRPManager can be a Network Management System. IRPAgent implements and supports the Security Management IRP.

IRPAgent can be one Network Element (NE) (Figure 4.2) or it can be one Element Manager (EM) with one or more NEs (Figure 4.1). In the latter case, the interfaces (represented by a thick dotted line) between the EM and the NEs are not subject of this IRP. Whether EM and NE share the same hardware system is not relevant to this document either. By observing the interaction across the SecurityManagement IRP, one cannot deduce if EM and NE are integrated in a single system or if they run in separate systems.

As indicated in Figure 4.1 and 4.2, the subject document needs to be complemented with the Notification IRP [10] (to allow IRPManager to subscribe to notifications issued by IRPAgent and (optionally) product-specific resource models describing the MOs maintained by the IRPAgent).




Figure 4.1: System Context A





Figure 4.2: System Context B
4.2. Compliance rules

For general definitions of compliance rules related to qualifiers (Mandatory/Optional/Conditional) for operations, notifications and parameters (of operations and notifications) please refer to 3GPP TS 32.102 [2].
The following defines the meaning of Mandatory and Optional MOC attributes and associations between MOCs, in Solution Sets to the Security Management IRP:

· The IRPManager shall support all mandatory attributes/associations. The IRPManager shall be prepared to receive information related to mandatory as well as optional attributes/associations without failure; however the IRPManager does not have to support handling of the optional attributes/associations. 

· The IRPAgent shall support all mandatory attributes/associations. It may support optional attributes/associations.

An IRPAgent that incorporates vendor-specific extensions shall support normal communication with a 3GPP SA5 compliant IRPManager with respect to all Mandatory and Optional managed object classes, attributes, associations, operations, parameters and notifications without requiring the IRPManager to have any knowledge of the extensions.  

Given that 

· rules for vendor-specific extensions remain to be fully specified, and 

· many scenarios under which IRPManager and IRPAgent interwork may exist,

it is recognised that in Release 4/5 the IRPManager, even though it is not required to have knowledge of vendor-specific extensions, may be required to be implemented with an awareness that extensions can exist and behave accordingly.  
5. Information Object Classes

5.1. Class diagram
5.1.1. Attributes and Relationships
This sub-clause introduces the set of information object classes (IOCs) that encapsulate information within the IRPAgent.  The intent is to identify the information required for the SecurityManagementIRP, Identity and Credential implementation of its operations and notification emission.  This sub-clause provides the overview of all support object classes in UML.  Subsequent sub-clauses provide more detailed specification of various aspects of these support object classes.
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Figure 5.1: Information Object Class UML Diagram
5.1.2. Inheritance
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Figure 5.2: Information Object Class Inheritance UML Diagram
5.2. Information Object Classes Definition

5.2.1. SecurityManagementIRP
5.2.1.1. Definition
IOC SecurityManagementIRP is responsible for authentication, authorization and access control of the managed systems. This interface together with IOC Identity and IOC Credential implement security management capabilities specified by this specification. This IOC inherits from IOC ManagedGenericIRP specified in TS 32.312[11].

5.2.1.2. Attributes
IOC SecurityManagementIRP has no own attributes, only those inherited from the IOC ManagedGenericIRP.
5.2.2. Identity

5.2.2.1. Definition
IOC Identity is the representation of an account, which managed system generates for an operator or an application.

5.2.2.2. Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifer
	Write Qualifier

	username
	+
	M
	M
	-

	password
	+
	M
	M
	M


5.2.3. Credential

5.2.3.1. Definition
IOC Credential is data that is transferred to establish the claimed identity.
IRPAgent sends back Credential to IRPManager when IRPManager provides valid identity.

5.2.3.2. Attributes
IOC SecurityManagementIRP has no own attributes.

5.3. 
Information Attributes Definition

	Attribute Name
	Definition
	Legal Values

	username
	This attribute uniquely identifies an instance of the Identity within the managed system. 
	Printable string.

	password
	This attribute specifies the password of an instance of the Identity.
	string


6. Interface Definition
Sub-clause 6.1 illustrates the operations defined as interfaces implemented and used by IRPAgent and IRPManager, described using UML notation (Interface in IRP Information Model is identical to concepts conveyed by stereotype <<Interface>> of UML).  Parameters and return status are not indicated. 

The following Security Management operations exist in the Itf-N. 

· authenticate
· createIdentity
· bindIdentity
· unbindIdentity
· deleteIdentity
· modifyIdentity
6.1. Class diagram representing interfaces
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表 6.1 Main Operations of SecurityManagementIRP

6.2. Generic rules
Rule 1: each operation with at least one input parameter supports a pre-condition valid_input_parameter which indicates that all input parameters shall be valid with regards to their information type. Additionally, each such operation supports an exception operation_failed_invalid_input_parameter which is raised when pre-condition valid_input_parameter is false. The exception has the same entry and exit state.

Rule 2: Each operation with at least one optional input parameter supports a set of pre-conditions supported_optional_input_parameter_xxx where "xxx" is the name of the optional input parameter and the pre-condition indicates that the operation supports the named optional input parameter. Additionally, each such operation supports an exception operation_failed_unsupported_optional_input_parameter_xxx which is raised when (a) the pre-condition supported_optional_input_parameter_xxx is false and (b) the named optional input parameter is carrying information. The exception has the same entry and exit state.

Rule 3: each operation shall support a generic exception operation_failed_internal_problem that is raised when an internal problem occurs and that the operation cannot be completed. The exception has the same entry and exit state.
6.3. 
Interface SecurityManagementOperations

6.3.1. Operation authenticate (M)

6.3.1.1. Definition

The IRPManager invokes this operation to provide an identity to be checked by managed system so as to get a credential to be used in process of access control.

In general, IRPManager should invoke this operation to acquire a credential so as to perform any other function (such as createIdentity of SecurityManagementIRP) of managed system over Itf-N.

6.3.1.2. Input parameters
	Parameter Name
	Qualifier
	Information type
	Comment

	identity
	M
	Identity
	Identifies the new identity to be created, carrying username, password, and other vendor specific data.


6.3.1.3. Output parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	credential
	M
	Credential
	

	status
	M
	ENUM(OperationSucceded, OperationFailed).
	Indicates (a) operation is successful and (b) operation failed because of specified or unspecified reasons


6.3.1.4. Pre-condition
The precondition must hold true before the operation is invoked.

identityExisted
	Assertion Name
	Definition

	identityExisted
	The identity with the username specified in the input parameter username should exist in the managed system.


6.3.1.5. Post-condition
identityValidated AND credentialGenerated

	Assertion Name
	Definition

	identityValidated
	The identity is Validated.

	credentialGenerated
	The credential is Generated.


6.3.1.6. Exceptions

	Exception Name
	Definition

	operationFailed
	Condition: Pre-condition is false or post-condition is false.

Returned information: The output parameter status.

Exit state: Entry state.


6.3.2. Operation createIdentity (O)

6.3.2.1. Definition
The IRPManager invokes this operation to create a new identity.

6.3.2.2. Input parameters
	Parameter Name
	Qualifier
	Information type
	Comment

	credential
	M
	Credential
	It’s used to check if the user of the operation has privilege to perform the operation.

	identity
	M
	Identity
	Identifies the new identity to be created, carrying username, password, and other vendor specific data.


6.3.2.3. Output parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(OperationSucceded, OperationFailed).
	Indicates (a) operation is successful and (b) operation failed because of specified or unspecified reasons


6.3.2.4. Pre-condition
The precondition must hold true before the operation is invoked.

userPrivileged AND identityNotExisted
	Assertion Name
	Definition

	userPrivileged
	The invoker provides valid credential to execute the operation.

	identityNotExisted
	There is no identity with the same username of the new identity in managed system.


6.3.2.5. Post-condition
identityCreated

	Assertion Name
	Definition

	identityCreated
	The new identity is created. 


6.3.2.6. Exceptions

	Exception Name
	Definition

	operationFailed
	Condition: Pre-condition is false or post-condition is false.

Returned information: The output parameter status.

Exit state: Entry state.


6.3.3. 
Operation bindIdentity (O)

6.3.3.1. Definition
The IRPManager invokes this operation to grant an identity to share the privileges of a role of managed system.

6.3.3.2. Input parameters
	Parameter Name
	Qualifier
	Information type
	Comment

	credential
	M
	Credential
	It’s used to check if the user of the operation has privilege to perform the operation.

	username
	M
	Printable string identifying the user
	Identifies the user to be granted.

	roleName
	M
	Printable string identifying the role
	Identifies the role, whose privileges will be shared by the user.


6.3.3.3. Output parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(OperationSucceded, OperationFailed).
	Indicates (a) operation is successful and (b) operation failed because of specified or unspecified reasons


6.3.3.4. Pre-condition
The precondition must hold true before the operation is invoked.

userPrivileged AND identityExisted
	Assertion Name
	Definition

	userPrivileged
	The invoker provides valid credential to execute the operation.

	identityExisted
	The identity with the username specified in the input parameter username should exist in the managed system.


6.3.3.5. Post-condition
identityBound

	Assertion Name
	Definition

	identityBound
	The identity is granted to share the privileges of the role of managed system. 


6.3.3.6. Exceptions

	Exception Name
	Definition

	operationFailed
	Condition: Pre-condition is false or post-condition is false.

Returned information: The output parameter status.

Exit state: Entry state.


6.3.4. 
Operation unbindIdentity (O)

6.3.4.1. Definition
The IRPManager invokes this operation to disable an identity from sharing the privileges of a role of managed system.

6.3.4.2. Input parameters
	Parameter Name
	Qualifier
	Information type
	Comment

	credential
	M
	Credential
	It’s used to check if the user of the operation has privilege to perform the operation.

	username
	M
	Printable string identifying the user
	Identifies the user to be disabled.

	roleName
	M
	Printable string identifying the role
	Identifies the role, whose privileges will not be shared by the user any more.


6.3.4.3. Output parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(OperationSucceded, OperationFailed).
	Indicates (a) operation is successful and (b) operation failed because of specified or unspecified reasons


6.3.4.4. Pre-condition
The precondition must hold true before the operation is invoked.

userPrivileged AND identityExisted
	Assertion Name
	Definition

	userPrivileged
	The invoker provides valid credential to execute the operation.

	identityExisted
	The identity with the username specified in the input parameter username should exist in the managed system.


6.3.4.5. Post-condition
identityUnbound

	Assertion Name
	Definition

	identityUnbound
	The identity is disabled from sharing the privileges of the role of managed system. 


6.3.4.6. Exceptions

	Exception Name
	Definition

	operationFailed
	Condition: Pre-condition is false or post-condition is false.

Returned information: The output parameter status.

Exit state: Entry state.


6.3.5. 
Operation deleteIdentity (O)

The IRPManager invokes this operation to delete an identity that is not in use any more.

6.3.5.1. Input parameters
	Parameter Name
	Qualifier
	Information type
	Comment

	credential
	M
	Credential
	It’s used to check if the user of the operation has privilege to perform the operation.

	username
	M
	Printable string identifying the user
	Identifies the user to be deleted.


6.3.5.2. Output parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(OperationSucceded, OperationFailed).
	Indicates (a) operation is successful and (b) operation failed because of specified or unspecified reasons


6.3.5.3. Pre-condition
The precondition must hold true before the operation is invoked.

userPrivileged AND identityExisted
	Assertion Name
	Definition

	userPrivileged
	The invoker provides valid credential to execute the operation.

	identityExisted
	The identity with the username specified in the input parameter username should exist in the managed system.


6.3.5.4. Post-condition
identityDeleted

	Assertion Name
	Definition

	identityDeleted
	The identity is deleted.


6.3.5.5. Exceptions

	Exception Name
	Definition

	operationFailed
	Condition: Pre-condition is false or post-condition is false.

Returned information: The output parameter status.

Exit state: Entry state.


6.3.6. 
Operation modifyIdentity (O)

6.3.6.1. Definition

The IRPManager invokes this operation to modify the information of an identity, such as password, but not including username.

6.3.6.2. Input parameters
	Parameter Name
	Qualifier
	Information type
	Comment

	credential
	M
	Credential
	It’s used to check if the user of the operation has privilege to perform the operation.

	oldIdentity
	M
	Identity
	Identifies the identity to be modified, carrying username, old password, and other old vendor specific data.

	newIdentity
	M
	Identity
	Identifies the new identity to be created, carrying the same username as that of oldIdentity, new password, and other new vendor specific data.


6.3.6.3. Output parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(OperationSucceded, OperationFailed).
	Indicates (a) operation is successful and (b) operation failed because of specified or unspecified reasons


6.3.6.4. Pre-condition
The precondition must hold true before the operation is invoked.

userPrivileged AND identityExisted AND usernameImmutable
	Assertion Name
	Definition

	userPrivileged
	The invoker provides valid credential to execute the operation.

	usernameImmutable
	Indicates that the username of Identity can’t be modified.

	identityExisted
	The identity with the username specified in the input parameter username should exist in the managed system.


6.3.6.5. Post-condition
identityModified

	Assertion Name
	Definition

	identityModified
	The identity is Modified.


6.3.6.6. Exceptions

	Exception Name
	Definition

	operationFailed
	Condition: Pre-condition is false or post-condition is false.

Returned information: The output parameter status.

Exit state: Entry state.


6.4. Interface SecurityManagementIRP Notifications
See 3GPP TS 32.111 "Alarm Integration Reference Point (IRP): Information Service"[3].

	Name
	Qualifier
	Notes

	notifyAckStateChanged
	M, See Alarm IRP (3GPP TS 32.111-2 [11])
	

	notifyAttributeValueChange
	O
	

	notifyChangedAlarm
	M, See Alarm IRP (3GPP TS 32.111-2 [11])
	

	notifyClearedAlarm
	M, See Alarm IRP (3GPP TS 32.111-2 [11])
	

	notifyNewAlarm
	M, See Alarm IRP (3GPP TS 32.111-2 [11])
	SecurityManagementIRP should emit security alarm when managed system is illegally invaded.

	notifyObjectCreation
	O
	

	notifyObjectDeletion
	O
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