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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The present document is part 1 of a multi-part TS covering the 3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Telecommunication Management; Security Management, as identified below:

TS 32.xx1:

"Security Management Integration Reference Point: Requirements";

TS 32.xx2


"Security Management Integration Reference Point: Information Service";

TS 32.xx3:

"Security Management Integration Reference Point: CORBA Solution Set";

TS 32.xx4:

"Security Management Integration Reference Point: CMIP Solution Set".
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In general, O&M network is mainly facing the following threats according to ITU-T M.3016 [7]:

· masquerade ("spoofing")

· eavesdropping

· unauthorized access:

· loss or corruption of information

· repudiation

· forgery

· denial of Service
Security Management provides the operator with the ability to ensure that every party involved in O&M traffic is securely authenticated against every other party, and also to verify if a user is authorized to perform a certain operation upon a specified target object at a given time. The Architecture for security management of the TMN is divided into two layers in accordance with 3GPP TS 32.101 "3G Telecom Management principles and high level requirements" [1]:

Layer B - O&M IP Network
Layer A - Application Layer
 No individual layer is dependent on any specific technology in the other one.  

The present document focuses on Authentication and Access Control of Application Layer which shall be implemented over Itf-N; however, O&M IP Network provides the infrastructure for Security management, it shall be also mentioned where Application Layer need it provide service, the details of O&M IP Network are beyond the scope of this specification.

At first IRPManager (typically an NM) acquires a credential as authentication parameter from IRPAgent (Typically an EM/NE) using appropriate identity; IRPManager can then request service (e.g. CM functions) of the IRPAgent using the received credential that is in possession of sufficient privilege. If an IRPManager has an invalid credential or the credential has insufficient privilege to implement the specific function in the request, IRPAgent shall refuse the request of IRPManager.
1 Scope

The present document defines, in addition to the requirements defined in [1] and [2], the requirements for the Authentication and Access Control over Itf-N of Application Layer of Security Management.

How EM/NE assigns and authenticates identity that intends to access its functions and/or NRMs is not discussed in present document.
2 References

The following documents contain provisions that, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "3G Telecom Management principles and high level requirements".

[2]
3GPP TS 32.102: "3G Telecom Management architecture".

[3]
3GPP TS 32.600: "3G Configuration Management: Concept and High-level Requirements".

[4]
3GPP TS 32.622: "Generic Network Resources IRP: NRM".
[5]
ITU-T Recommendation X.800-1991: “Data Communication Networks – Open Systems Interconnection  (OSI) Security, Structure and Applications”. 
[6]
3GPP TS 32.xx1: "Entry Point Integration Reference Point: Requirements"
[7]
ITU‑T Recommendation M.3016 (1998): "TMN security overview".
[8]
IETF RFC2246 (1999): "The TLS Protocol Version 1.0"
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Access control: provides security features that control that can access resources in EM/NE. Applications call access control functions to set that can access specific resources.
Authentication: a mechanism discovering and verifying the identity of a principal by examining the user's credentials and validating those credentials against some authority. 
Authorization: a mechanism determining whether a principal is allowed to perform a requested action. Authorization generally occurs after authentication, and it uses information about the principal's identity to determine what resources the principal can access. 
Credential: Data that is transferred to establish the claimed identity of an entity.

Data: is any information or set of information required to give software or equipment or combinations thereof a specific state of functionality.

Element Manager (EM): provides a package of end-user functions for management of a set of closely related types of Network Elements (NEs). These functions can be divided into two main categories:

· Element Management Functions for management of NEs on an individual basis. These are basically the same functions as supported by the corresponding local terminals.

· Sub-Network Management Functions that are related to a network model for a set of NEs constituting a clearly defined sub-network, which may include relations between the NEs. This model enables additional functions on the sub-network level (typically in the areas of network topology presentation, alarm correlation, service impact analysis and circuit provisioning).

IRP: See 3GPP TS 32.101 [1].

IRP Information Service: See 3GPP TS 32.101 [1].

Managed Object (MO): an abstract entity, which may be accessed through an open interface between two or more systems, and representing a Network Resource (NR) for the purpose of management. The Managed Object (MO) is an instance of a Managed Object Class (MOC) as defined in a Management Information Model (MIM). The MIM does not define how the MO or NR is implemented; only what can be seen in the interface.

Network Element (NE): is a discrete telecommunications entity, which can be, managed over a specific interface e.g. the RNC.

Network Manager (NM): provides a package of end-user functions with the responsibility for the management of a network, mainly as supported by the EM(s) but it may also involve direct access to the NEs. All communication with the network is based on open and well-standardised interfaces supporting management of multi-vendor and multi-technology NEs.

Network Resource (NR): is a component of a NE, which can be identified as a discrete separate entity and is in an object oriented environment for the purpose of management represented by an abstract entity called Managed Object (MO).

Network Resource Model (NRM): a model representing the actual managed telecommunications Network Resources (NRs) that a System is providing through the subject IRP. An NRM describes Managed Object Classes (MOC), their associations, attributes and operations. The NRM is also referred to as "MIM" (see above) which originates from the ITU-T TMN.

Operations System (OS): indicates a generic management system, independent of its location level within the management hierarchy.
3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CM
Configuration Management

DCN
Data Communication Network

EM
Element Manager

FM
Fault Management

IRP
Integration Reference Point

IS
Information Service (see [1])

ITU-T
International Telecommunication Union, Telecommunication Standardisation Sector 

MIB
Management Information Base

NE
Network Element

NM
Network Manager

NR
Network Resource

NRM
Network Resource Model

OMG
Object Management Group

OS
Operations System

PM
Performance Management
TM
Telecom Management
UML
Unified Modelling Language (OMG)

UMTS
Universal Mobile Telecommunications System
4 Security Management Conception and Requirements 

The following general requirements apply for the present IRP.

4.1 Layer A - Application Layer
4.1.1 Authorization
This sub clause discusses the manner in which EM/NE authorizes NM.

In general, NM shall be responsible for managing a number of EM/NEs, and one or several NM may manage the same EM/NE concurrently. On the other hand NM may access one EM/NE with several different identities to deal with different respects of management (e.g. CM, FM and PM) respectively. NM may also implement some particular management functions involving more than one EM/NE under its management

It is possible to provide a mechanism for NM to administrate EM/NE’s identities over Itf-N. Although this can be done in EM/NE locally, it will be more convenient for NM to access EM/NE if NM is able to implement several simple functions of identity administration.

Note that, NM should firstly acquire a special identity authorized by EM/NE to perform administration of identities of EM/NE in a manner other than through Itf-N before NM are permitted to administrate EM/NE’s identities over Itf-N. However this special identity shouldn’t be used to access EM/NE for security reason.

4.1.1.1 Identity creation

NM may request EM/NE to create a new identity using the special identity above said when NM plans to access EM/NE but has no appropriate identity. 

4.1.1.2 Identity binding

NM may request EM/NE to bind an identity to one or more EM/NE’s role(s) so that the identity can share the privileges of the role(s) to access the EM/NE. The definition of role of EM/NE is out of scope of the present document.

4.1.1.3 Identity unbinding

NM may request EM/NE to unbind an identity from one or more EM/NE’s role(s) so that the identity doesn’t share the privileges of the role(s) any more.

4.1.1.4 Identity deletion

NM may request EM/NE to delete an identity created by the EM/NE earlier if any NM does not employ the identity any longer.

4.1.1.5 Identity modification

NM may request EM/NE to modify the information of an identity (e.g. password) that has been assigned by that EM/NE.

4.1.2 Authentication 

When NM requests to connect with EM/NE, it should provide EM/NE with an identity to be validated whether the identity is as claimed and has been authorized. 

If EM/NE determines that the identity NM provides is valid, it provides NM a credential that NM will use later for the purpose of further access control through Itf-N within a certain time period, shown in figure 4.1.  On the contrary, if EM/NE determines that the identity NM provides is invalid, it will not provide NM a credential for further access control and may emit notification. 

A credential is generated by EM/NE when connected by NM, and it is only valid on one session (see [6]) within a certain time period. That NM uses a credential instead of an identity to request EM/NE’s functions on one session will reduce the frequency the identity is transferred on the network and reduce the risk of being stolen of the identity, therefore reduce the possibility of being damaged of EM/NE through invading.

The transport layer security protocol of O&M IP Network should ensure privacy and integrity of the credential. 
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Figure 4.1: Authentication of EM/NE

4.1.3 Access Control

The access control mechanism is a key to provide secure access of EM/NE. 
NM should acquire a credential from EM/NE before requesting EM/NE to perform any function in accordance with subclause 4.2. On receiving a request from NM, EM/NE shall check the credential in the request firstly. If the identity, which has been transformed into the credential by EM/NE in the process of Authentication, owns the privilege to perform the function contained in the request or access the NRMs concerned about the request, EM/NE shall implement the request; otherwise, EM/NE shall refuse to do so and may emit notification. The process of access control is shown in Figure4.2.
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Figure 4.2:  Process of Access Control
4.2 Layer B - O&M IP Network
If there weren’t any encryption technique that was employed on the transport layer of O&M Network, all the data transferred on the network would be plain text, which would threaten security of Data Communication Network (DCN) badly. There are many mature encryption techniques to solve the security of DCN. Whatever standardized transport layer security protocol is capable of providing privacy and data (e.g. identity, credential, etc.) integrity between NM and EM/NE over Itf-N is a valid transport layer security protocol for Itf-N.

The transport layer security protocol must meet a number of functional requirements, as follows (ITU‑T Recommendation M.3016 (1998) [7]):
· Verification of identities

· Protection of confidentiality

· Protection of data integrity

Transport Layer Security (TLS, see RFC2246 [8]), for example, is a transport layer security protocol that supports these requirements.
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