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1) In the subchapter 5.1.2.2.3 of the current draft TS 32.225, there is a slightly shorter form of the corresponding longer description of the previous SA #27ter approved output document (draft TS 32.225 1.3.2) text. To avoid ambiguity a bit more exactness is needed. 

Reasons for the amendment:

a) The Diameter client is aware of the transmission of the accounting records; each consisting of several hundred carefully formatted octets. A protocol message sender is always aware if it would send something twice. In normal link conditions, e.g. for 99.99% of the packets, the link is up and running and ACA acknowledgement is received by the ACR sender. Only in case that the link has become inoperable due to a node or link failure, the protocol client needs to re-send later on after the retry timeout(s) the Re-Transmission AVP marked ACR. The marked ACR is sent after a traffic redirection (or after the recovery of the original link if the used link was the only one available). In these cases the few unacknowledged last sent ACRs are retransmitted with the mark set (the maximum amount of the marked re-transmitted ACRs is the protocol window, e.g. 10 packets, the actual amount being the number of the not yet acknowledged ACRs, (here 0-10 packets).

b) A typo correction.

c) It must be noted that in the asynchronous packet data networks, the receiving order of packets in the receiving end system may differ from that of the sending node. Therefore there must be clarity about a time window (to the future and to the past), and not assume that the later packet sent (here a duplicate) would automatically arrive always after the original packet.

d) The last sentence is left out since it would likely cause considerable interoperability problems as the receiver node can receive accounting records from several different vendors’ client nodes. The sending nodes should always have a common behaviour to enable a simple receiver task. It is still possible for the receiving end node to do even all-against-all ACR uniqueness crosschecking, and even all the time and not only after the fail over procedures). Large exponential checking for the variable format and variable length Session ID and the Accounting Record Number AVP pairs (together e.g. 70-80 octets per every ACR) is not likely to be even possible for the large, fast paced ACR flows of large operator networks’ charging systems (nor needed either).

e) Performance is a critical issue in e.g. hot-billed modern accounting systems (where the speed is needed to provide e.g. correct AoC data about the so far used account money). Therefore uniqueness checking should be done only then upon the very rare case that a real link failure has occurred and the Diameter failover procedure is therefore invoked for a link redirection or recovery and the few yet unacknowledged ACRs are to be resent, with the Re-Transmission AVP mark in these possibly duplicated ACRs. If e.g. 10 billion ACRs are compared against 5 marked (possibly duplicated) unacknowledged ACRs, then it is a lot reasonable task than cross-comparing the material of 10 billion ACRs to each other (10 billion ACRs), in constant high speed charging record flow in a centralized entity of a large commercial operator network.

2) Additionally, a bit more exact description (by adding 2 words) is proposed for the subchapter 7.2.1 of the TS 32.225 

Reason for the amendment:

The protocol errors and the link errors are different issues. Here it must be emphasized that the question is about recovering from network (link) errors and node receiver crashes, not about normal protocol retries of the previous packet (in case that the receiver is e.g. in a transient 1/10th second  long bottleneck situation before having time to acknowledge the sending node with an ACA). The description text’s intention is fully correct, but the exactness of the specification is a beneficial goal to all.

It is thus proposed to have the amendments 1) and 2), marked with revision marks in the “Text extract 1” and “Text extract 2” for the chapters 5.1.2.2.3 and 7.2.1, respectively, in the TS 32.225.

Text extract 1:

…

5.1.2.2.3
Duplicate detection – (Accounting Related)

A Diameter client marks possible duplicate request messages  (retransmission due to the link failover process) with the Re-Transmission AVP.  

If the CCF receives a message that is marked as retransmitted and this message was already received, then it discards the duplicate message.  If the original of the re-transmitted message is not received within an operator configurable time window (e.g. +-12…24h, to cover link/node crashes), the information of the marked message is taken into account when generating the CDR. 
…

Text extract 2:

…

7.2.1
Re-Transmission

The Re-Transmission AVP (AVP code TBD) is of type Unsigned32 and it indicates that the request is a possible duplicate sent right after failover procedure activation, in case of non-transient transmission link failure.

If included in a command, the value of this AVP is always 1.







