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1. General comment

1.1

Taken into account the comments received at the last  SA#16 plenary in June, it is proposed to change

 following subclauses.

· Regarding Scope,

It should be clearly stated that this document   gives just examples of message flows.

· Regarding following subclauses,

It  should be moved from the main body to Annex  (informative).

5.1.2 message flow and types ( offline charging)  should be moved to Annex B (informative).
6.1.2 message flow and types ( online charging) should be moved to Annex C (informative).
Reason: message flows are just one example and various flows are possible depending on the operators configuration or user demands. Besides this , message flows are not complete i.e. for example, arrow description such as more sip signaling is included in the several figures. These flows are stage 2 flavor description rather than stage 3 description.

1.2  

  Based on the companion documents related to 32.200,  MRFC has no function related to content server. MRFC is provided with adhoc conference, transcoding, tones and announcement in Rel 5.

    Global change:  All clauses related to online charging should be changed from AS/MRFC to AS.

1.3  COMET message is used in several message flows, but this message is already obsolete so that it should be replaced with UPDATE message.

******************Start of Change **************************************
1
Scope

This document covers both online and offline charging for the IMS.

For clarity, the terms Offline Charging and Online charging as applied to the IMS are defined here in Section 3.  These definitions are the same as listed in TS 32.200 [2].

The IMS charging architecture details, requirements, definitions and principles are listed in TS 32.200 [2] and therefore are not repeated here.

In this document the charging data triggers, message content and format are specified along with the transport of these messages using the Diameter protocol.  Details about charging message flows and the definitions of the Diameter AVPs are also included in this document.  This information is divided into two main sections: Online Charging and Offline Charging.
This document gives just examples of online charging and offline charging related message flows, especially in terms of SIP message flows. SIP detail message flows and SIP protocols are provided, respectively in 3GPP TS 24.228 [13] and 3GPP TS 24.229 [13A]. 
2 References
The following documents contain provisions, which through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 32.200: "Telecommunication Management; Charging Management; Charging Principles".

[3]
IETF Internet-Draft Diameter Base Protocol, “Diameter Base Protocol ” 

http://search.ietf.org/internet-drafts/draft-ietf-aaa-diameter-10.txt

[4]
3GPP TS 33.201:  “Access domain security”

[5]
3GPP TS 23.218:  “IP Multimedia (IM) session handling; IM call model; Stage 2”

[6]
IETF RFC2486:  “The Network Access Identifier”

[7]
IETF RFC 1890:  “RTP Profile for Audio and Video Conferences with Minimal Control”,

[8]
3GPP TS 23.207:  “End to end quality of service concept and architecture”

[9]
3GPP TS 29.207:  “Policy control over Go interface”

[10]
ITU-T X.690 “Information Technology – ASN.1 Encoding Rules: Basic Encoding Rules (BER)”

[11]
ITU-T X.691 “Information Technology – ASN.1 Encoding Rules: Packet Encoding Rules (PER)”

[12]
ITU-T X.693 “Information Technology – ASN.1 Encoding Rules: XML encoding Rules (XER)”

[13]
3GPP TS 24.228:  “Signalling flows for the IP multimedia call control based on SIP and SDP; Stage 3”

[13A]
3GPP TS 24.229:  “IP multimedia call control protocol based on SIP and SDP; Stage 3”
[14]
IETF Internet-Draft Diameter Credit Control Application 

<draft-hakala-Diameter-Credit-Control-02.txt>

******************End of Change **************************************
******************Start of Change **************************************

4.1
Implementation of Offline and Online Charging


There are several configuration scenarios regarding offline charging and online charging as described in 3GPP TS 32.200 [2]. Rf interface is used for sending offline charging information from IMS entities(P-CSCF, S-CSCF, I-CSCF, AS, BGCF, MGCF, MRFC and MRFP) to CCF and Ro interface is used for sending online charging information from S-CSCF, AS and MRFC to ECF or SCF. It is mandatory that IMS entities are applied for offline charging for storing and sending charging related information to CCF when SIP messages are recieved from other entities or sent to other entities. The  IMS entities are able to distinguish whether to apply online charging, i.e., whether to send charging information on the Ro interface to the ECF.  This is decided based on the user profile information retrieved from HSS the IMS entities receive in the SIP signalling. 
Operators may also configure locally an ECF and/or CCF address.  The choice of whether the  use the locally configured addresses or the addresses received in SIP signalling
, is left for operator configuration.



4.2
Diameter protocol basic principles and use

This specification defines a 3GPP IMS charging Diameter application, which utilizes the Diameter Base Protocol [3]. This application is used for both online and offline charging.  The generic description of the protocol is provided in the section below while the portions of the protocol application associated with offline and online charging are described in Section 5 and 6, respectively.

4.2.1
Basic Principles

The IMS charging Diameter application is based on the following general principles:

· The basic functionality of Diameter, as defined by the Diameter Base Protocol [3] is re-used in IMS.

· In case of offline charging, IMS network elements report accounting information to the Charging Collection Function (CCF). The CCF uses this information to construct and format CDRs. 

· In case of online charging, IMS network elements report accounting information to the Event Charging Function (ECF). The ECF uses this information to support the event based charging (content charging) function of the OCS. 

4.2.2
Application Requirement for the Base Protocol

Editorial note:  this section still needs to be completed.
For distinguishing the offline charging information or online charging information, offline charging /online charging ID may be necessary for the Base Protocol.
4.2.2.1
Offline Specific Base Protocol Requirements

In order to support the offline charging principles described in this document, the Diameter client and server must implement at least the following Diameter options listed in Ref. [3]:

· To send/receive Abort-Session-Request
· To send/receive Abort-Session-Answer
All other options of the Diameter Base Protocol are beyond the scope of this document.

If Accounting-Interim-Interval AVP 
 is not used or its value field is set to 0, the timer T(?) should have a configurable default value.
4.2.2.2
 Online Specific Base Protocol Requirements

If Accounting-Interim-Interval AVP is not used or its value field is set to 0, the timer Ts should have a configurable default value.

4.2.2.3 

Security Considerations

Editorial note:  it needs to be considered whether the security provisions of the Diameter base protocol are sufficient (may need to be postponed to Rel-6).

5
Offline Charging

5.1
Diameter Description on the Rf Interfaces

5.1.1
Basic Principles

The offline charging functionality is based on the IMS network nodes reporting accounting information upon reception of various SIP methods or ISUP messages, as most of the accounting relevant information is contained in these messages.   This is achieved by sending Diameter Accounting Requests (ACR) [start, interim, stop and event].

The Diameter client uses ACR start, interim and stop in procedures related to successful SIP sessions.  It uses ACR events for unsuccessful SIP sessions and for session unrelated procedures.  Further details are specified in the tables below and in section 5.1.2.

Optionally, the Diameter client may use ACR event messages also for session related procedures.  This option is furhter specified in Annex A. (Comment: This option should be moved from Annex to main body after reviewing the contents of the text .)
It is operator configurable in the nodes for which SIP method or ISUP messages an Accounting Request shall be sent, with the exception that if accounting information is collected for sessions the ACR [Start] and ACR [Stop] messages are mandatory according to the tables below. The first table (5.1) describes all possible ACRs that might be sent from a P-CSCF, I-CSCF, S-CSCF, MGCF or BGCF. However, not all options are required in all nodes, and a more node specific description of the ACRs is given in section 5.1.3.3.

The ACRs to be sent from a MRFC are described in table 5.2 and the ACRs to be sent from an AS are described in table 5.3.

In the tables below, the terms “configurable” implies that operators may enable or disable the emission of an ACR message by the IMS node for this particular “triggering SIP method /ISUP message”. (Comment: This sentense is not understandable for readers .) However, for those table entries marked with *, the operator choice includes to enable or disable the ACR message based on whether or not the SIP (Re)Invite message that is replied to by the “triggering SIP method /ISUP message” carried piggybacked user data or not. ( Comment: It is not sure how SIP methos carry the piggybacked user data. Relevant IETF RFC no should be referenced.)
******************End of Change **************************************

******************Start of New Text of Annex B *********************************

Annex B (informative): 
B.1 Message Flows and Types for Offline Charging

B.1.1
Message Flows - Successful Cases and Scenarios

B.1.1.1
Session Related Procedures
B.1.1.1.1
Session Establishment – Mobile Origination
Figure B.1 shows the Diameter transactions that are required between CSCF and CCF during session establishment. 
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Figure B.1: Message Sequence Chart for Session Establishment (Mobile Origination)

1.
The session is initiated.

2.
The destination party answers and a final response is received.

3.
Upon reception of the final response, the S-CSCF sends an Accounting-Request with Accounting-Record-Type indicating START_RECORD to record start of a user session and start of a media component in the S-CSCF CDR.

4.
The CCF acknowledges the reception of the data and opens a S-CSCF CDR.

5.
Same as 3, but for P-CSCF.

6.
Same as 4, but creating a P-CSCF CDR.

B.1.1.1.2
Session Establishment – Mobile Termination
Figure B.2 shows the Diameter transactions that are required between CSCFs and CCF during the session establishment – mobile termination. The I-CSCF is only involved in the INVITE transaction.
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Figure B.2: Message Sequence Chart for Session Establishment (Mobile Termination) 

1.
The session is initiated.

2.
Upon completing a Cx query the I-CSCF sends an Accounting Request with the Accounting-Record-Type set to EVENT

3.
The CCF acknowledges the data received and creates an I-CSCF CDR.

4.
The destination party answers and a final response is sent.

5  – 8.
These steps are identical to the corresponding steps described in Section 5.1.2.1.1.1.

B.1.1.1.3
Mid-Session Procedures

Figure B.3 shows the Diameter transactions that are required between CSCF and CCF when a UE generates a re-invite in mid-session, e.g. in order to modify media component(s), or when the hold and resume procedure is executed.


[image: image3.wmf] 

1.

 

INVITE

 

(Re

-

Invite)

 

UE

 

P

-

CSCF

 

S

-

CSCF

 

CCF

 

(visited)

 

Visited Network

 

CCF

 

(home)

 

Home Network

 

Service Control

 

2. 200 OK (Re

-

Invite)

 

3. Accounting Request [Interim]

 

4. Accounting Answer

 

Update the S

-

CSCF CDR

 

2. 200 OK (Re

-

Invite)

 

5. Accounting Request [Interim]

 

6. Accounting Answer

 

Update the P

-

CSCF CDR

 

2. 200 OK (Re

-

Invite)

 

1.

 

INVIT

E

 

(Re

-

Invite)

 

Service Control

 

More SIP signalling

 

1.

 

INVITE

 

(Re

-

Invite)

 

SI

P Session continues

 

SIP Session ongoing

 


Figure B.3: Message Sequence Chart for Media Modification

1.
Modified media information is received from the subscriber.

2.
The destination party acknowledges the media modification.

3.
At modification of a media, the S-CSCF sends Accounting-Request with Accounting-Record-Type indicating INTERIM_RECORD to record modification of a media component in the S-CSCF CDR.

4.
The CCF acknowledges the reception of the data and updates the S-CSCF CDR.

5.
Same as 3, but for P-CSCF.

6.
Same as 4, updating the P-CSCF CDR.

B.1.1.1.4
Session Release – Mobile Initiated 

Figure B.4 shows the Diameter transactions that are required between CSCF and CCF at session release.
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Figure B.4: Message Sequence Chart for Session Release

1.
The session is released.

2.
At session termination the P-CSCF sends Accounting-Request with Accounting-Record-Type indicating STOP_RECORD to record stop of a session and stop of a media component in the P-CSCF CDR.

3.
The CCF acknowledges the reception of the data and closes the P-CSCF CDR.

4.
Same as 2, but for S-CSCF.

5.
Same as 3, closing the S-CSCF CDR.

6.
The release is acknowledged.

B.1.1.1.5
Session Release – Network Initiated 

The message flow for this case is identical to the mobile initiated session release described in subsection 5.1.2.1.1.4.  However before invoking the procedure, the UE receives a command requesting session release from the network.

[Editor’s note: Several cases have to be distinguished:  PSTN initiated, P-CSCF initiated (loss of PDP context, loss of radio coverage), S-CSCF initiated.  This may be part of the error handling, to be specified in section 5.1.2.2.  Ffs. Note:  For all ACR the message type is placed in square brackets, including figure and text.]

B.1.1.1.6
Session Release – CCF initiated

The IMS operator may request the release of SIP session(s) upon certain trigger conditions being met, for example as soon as a fraud is detected. The communication between CCF and external functions that convey that request to the CCF is not in the scope of this document.

Figure B.5 shows the Diameter transactions that are required between CCF and S-CSCF in order to release an ongoing SIP session. 
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Figure B.5: Message Sequence Chart for CCF Initiated Session Release

1.
The CCF may initiate the SIP session release by sending an Abort-Session-Request message to the S-CSCF. 

2. The S-CSCF acknowledges the Abort-Session-Request by sending an Abort-Session-Answer message to the CCF. Upon receiving the Abort-Session-Answer, the CCF closes the CDR. The record closure time in the CDR is the time when the Abort-Session-Answer message has been received. 
3. 3.
The S-CSCF initiates the SIP session release by sending SIP BYE request to both the originating and the terminating parties, as specified in TS 23.218 [5].

4.
At session termination the P-CSCF sends Accounting-Request with Accounting-Record-Type indicating STOP_RECORD to record stop of a session and stop of a media component in the P-CSCF CDR.

5.
The CCF acknowledges the reception of the data and closes the P-CSCF CDR CDR.

6.
Same as 4, but for S-CSCF.

7.
Same as 5, but for S-CSCF CDR.

8.
The S-CSCF receives the 200 OK responses from originating and terminating parties.
The S-CSCF should not be restricted to receiving Abort Session Requests only from a CCF, since such requests may be sent to an S-CSCF from other (i.e. non-IMS) sources, e.g. an operator’s fraud detection system.

B.1.1.2
Session-Unrelated Procedures
Figure B.6 shows the Diameter transactions that are required between CSCF and CCF for session-unrelated IMS procedures, i.e. those that relate to the Diameter ACR [event], as listed in table 5.1.
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Figure B.6: Message Sequence Chart for Session-Unrelated Procedure

1. The P-CSCF receives a “SIP Request” (e.g. SUBSCRIBE) from the subscriber.

2.
The “SIP Request” is acknowledged by the “SIP Response” as follows: 

(
in the successful case, a 200 OK message is returned,

(
in case of failure an appropriate SIP error message is returned.

Depending on the used SIP method, there might be additional signalling between steps 1 and 2.

3.
After the completion of the procedure, the S-CSCF sends Accounting-Request with Accounting-Record-Type indicating EVENT_RECORD to record transaction specific information in the S-CSCF CDR.

4.
The CCF acknowledges the reception of the data and produces an S-CSCF CDR.

5.
Same as 3, but for P-CSCF.

6.
Same as 4, creating a P-CSCF CDR.

B.1.1.3
 MRFC Related Procedures

B.1.1.3.1 Multi-Party Call

Figure B.7 shows the establishment of an ad hoc conference (multiparty call). An AS (acting as B2BUA) performs third party call control with the MRFC, where the S-CSCF is in the signalling path. The Application Server that is in control of the ad hoc conference is aware of the MRFC capabilities.

Note: Only accounting information sent from the MRFC is shown in the figure.
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Figure B.7: Message Sequence Chart for Multi-party Call Establishment in MRFC.
1.
Sessions exist between UE-1 and UE-2, and between UE-1 and UE-3. A request is received from UE-1for putting all parties together to a multi-party call.

2-3.
Request and acknowledgement to initiate multi-party call.

4.
At session establishment the MRFC sends an Accounting-Request with Accounting-Record-Type indicating START_RECORD to record start of multi-party call in the MRFC CDR

5.
The CCF acknowledges the reception of the data and creates the MRFC CDR.

6.
Dialog between UE-2 and MRFP has been established.

7.
The MRFC may send an Accounting-Request with Accounting-Record-Type indicating INTERIM_RECORD to report that UE-2 has been connected to the multi-party call.

8.
The CCF acknowledges the reception of the data and updates the MRFC CDR.

9.
New request sent to MRFC to prepare dialog for UE-3.

10.
Request acknowledged.

11.
Dialog between UE-3 and MRFP has been established.

12.
The MRFC may send an Accounting-Request with Accounting-Record-Type indicating INTERIM_RECORD to report that UE-3 has been connected to the multi-party call.

13.
The CCF acknowledges the reception of the data and updates the MRFC CDR.

14.
New request sent to MRFC to prepare dialog for UE-1.

15.
Request acknowledged.

16.
Dialog between UE-1 and MRFP has been established.

17.
The MRFC may send an Accounting-Request with Accounting-Record-Type indicating INTERIM_RECORD to report that UE-1 has been connected to the multi-party call.

18.
The CCF acknowledges the reception of the data and updates the MRFC CDR.

B.1.1.4
AS Related Procedures

B.1.1.4.1
AS Acting as a Redirect Server

Figure B.8 shows the case where an Application Server acts as a redirect server. In the figure below, UE-1 sets up a session towards UE-2 but due to Call Forwarding functionality located in the AS, a new number (to UE-3) is returned to UE-1. Finally UE-1 sets up the session towards UE-3.
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Figure B.8: Message Sequence Chart for AS Based Redirection
1.
Sessions initiated by UE-1 towards UE-2.

2-3.
Response indicating that session should be redirected towards another number (UE-3).

4.
After successful service execution, the AS sends Accounting-Request with Accounting-Record-Type indicating EVENT_RECORD to record service specific information in the AS CDR.

5.
The CCF acknowledges the reception of the data and creates the AS CDR.

6-7.
Response indicating that session should be redirected towards another number (UE-3).

8.
Session is initiated by UE-1 towards UE-3.

Editorial note:  This scenario should be generalised to handle all cases where the AS performs event-style services and, thus, generates ACR [Event] messages.  A second general scenario involving an AS should be specified, where the AS is involved in the user session (AS is B party), and thus generates ACR [Start], ACR [Interim] and ACR [Stop].  See also table 5.3.

B.1.2
Message Flows - Error Cases and Scenarios

This section describes various error cases and how these should be handled.

Editorial note:  Check if the error scenarios below are complete.  SIP/Diameter Session Timeout, unexpected session closure, signalling/user PDP context lost, .....FFS

B.1.2.1
Reception of SIP error messages

Normally a SIP session is closed by the reception of the BYE message. There are, however, a few cases when no BYE message is received and the ACR [stop] message must be triggered by the reception of other messages.

The following events trigger the sending of an ACR [stop] message:

· Reception of a 4xx, 5xx and 6xx response that causes the termination of the SIP session in the receiving entity. 

Note: This also covers the error handling in originating procedures, as a CANCEL request sent by the originating party to cancel a session invitation will trigger the terminating party to reply with a 487 final response to the INVITE.

B.1.2.2
CCF connection failure

When the connection towards the primary CCF is broken, the sending of accounting information should continue towards a secondary CCF (if configured). For further CCF connection failure functionality, see section ‘Transport Failure Detection’ in [3].

If no CCF is reachable the network element may buffer the generated accounting data in non-volatile memory. Once the CCF connection is working again, all accounting messages stored in the buffer is sent to the CCF, in the order they were stored in the buffer. 

B.1.2.3
Duplicate detection

A Diameter client marks possible duplicate request messages  (e.g., retransmission due to the link failover process)  with the Re-Transmission AVP.  

If the CCF receives a message that is marked as retransmitted and this message was already received, then it discards the duplicate message.  If the re-transmitted message was not yet received, its information is taken into account when generating the CDR. The CDRs are marked if information from duplicated messages is used.

B.1.2.4
CCF detected failure

The CCF closes a CDR when it detects that expected Diameter ACRs for a particular SIP session have not been received for a period of time.  The exact behaviour of the CCF is operator configurable.

Editorial note:  this section should contain statements how the CCF handles unknown/incomplete/invalid/late ACRs.  An example of late ACRs is when the CCF closes the CDR due to not receiving “expected Diameter ACRs for a particular SIP session ..... for a period of time”, and then receives an ACR [Interim] or ACR [Stop] for that SIP session later.

******************End of New Text of Annex B *********************************

******************Start of New Text of Annex C*********************************

Annex C (informative): 
C.1
Message Flows and Types for Online Charging
This section describes the message flows for the event charging procedures on the Ro interface.

C.1.1
 Immediate Event Charging
This section provides the details of the “Debit Unit Request” operation that is specified in 32.200[2].
[Editor’s note: Align terminology of the session titles and text with 32.200.  See 6.1.2.1.1.3]

C.1.1.1
Message Flows - Successful Cases and Scenarios
C.1.1.1.1
Event - Direct Debiting

Figure C.1 shows the transactions that are required on the Ro interface in order to perform credit control prior to service execution. 
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Figure C.1: Message Sequence Chart for Online Charging Direct Debiting for Session Services

1.
The AS receives a SIP INVITE request from S-CSCF.

2.
The AS performs one time event credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session.  The Requested-Action shall be set to DIRECT_DEBITING. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF deducts then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly deducts the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit and possibly Cost-Information indicating the cost of the service are included in the Accounting-Answer message).

4.
The AS sends back the INVITE message to the S-CSCF.

5.
More SIP signaling take place to negotiate the media types and codecs between the parties involved in the session as defined in TS 24.228 [13].

 6.
Service is being delivered.

Note:  In addition to the flow described above, the “Debit Unit“ operation may alternatively be carried out concurrently with service delivery, or after completion of service delivery.

C.1.1.1.2
Event - Direct Debiting for Session-Unrelated Procedures

Figure C.2 shows the transactions that are required on the Ro interface for one time event without service confirmation, which may be used when there is no need to maintain service state in the ECF. The following example is not thought to be exhaustive; rather it depicts how the mechanism works. 

This scenario applies to those cases where service execution is always successful in the service environment. The AS must be sure that the requested service event execution will be successful; the exact transaction timing is dependent on the nature and implementation of the service. The one time event without service confirmation may be used for direct debiting where money can be deducted directly from the user's account and confirmation of successful execution is not required.

Only AS and ECF are shown in the signaling chart. 

[Editor’s note: should be further elaborated and aligned with the session unrelated scenario for offline.  We need to investigate how to charge for user data that is piggyback on an INVITE.  It is probably not relevant here since this section relates only to AS ECF communication.]
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Figure C.2: Message Sequence Chart for Online Charging – Direct Debiting for Session-Unrelated Procedures

1.
The AS receives a SIP Request from S-CSCF.

2.
The AS performs one time event credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD to indicate service specific information to the ECF.  The Requested-Action shall be set to DIRECT_DEBITING. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF deducts then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly deducts the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit and possibly Cost-Information indicating the cost of the service are included in the Accounting-Answer message).

4.
The AS sends back the SIP Request to the S-CSCF.

5.
The S-CSCF forwards the SIP Request to the destination.

6.
The 200OK final response is received from the destination.

7.
The 200OK final response is forwarded to the AS.

8.
The 200OK final response is forwarded back to the S-CSCF.

C.1.1.1.3
Transactions for Refund of the User's Account

[Editor’s Note:  Should be studied in accordance with action items in 32.200. No updates until the end 6.1.2.1 (immediate event), as it is unclear what will happen to these sections e.g. what kind of error scenarios will we keep?]

Figure 6.3 shows the transactions that are required on the Ro interface in order to perform the refund of the end user's account. In the example a subscriber communicates with a top-up application, which refund the user's account with the specified amount of money. The same type of accounting transaction can be used by other services to refund the user's account (e.g. gaming service upon entering a predefined level in the game).
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Figure C.3: Message Sequence Chart for Online Charging Refund Account

1.
The subscriber (UE) requests to a top-up application (AS) to refund the account with a certain amount of money.

2.
The AS sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD and the Requested-Action set to REFUND to ECF. If known, the AS includes the monetary amount to be refunded in the Requested-Service-Unit. If the AS does not know the amount of money to be refunded, then the Service specific information will be included in the request.

3.
If the monetary amount to be refunded is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF refunds then the corresponding monetary amount to the user's account. If the monetary amount to be refunded is included in the request received from the AS, ECF directly refunds the specified monetary amount to the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS. The Granted-Service-Unit may be included in the ECF's answer to indicate the refunded units.

4.
The top-up application (AS) initiates the confirmation of the successful transaction to the UE.

C.1.1.1.4
Transactions for Service Price Enquiry

[Editor’s Note:  Should be studied in 32.200. see 6.1.2.1.1.3]

Figure C.4 shows the transactions that are required on the Ro interface in order to perform the Service price enquiry. In this example, a subscriber communicates with an AS that implements an application to enquiry the price of a requested service. The same types of accounting transaction can be used by any AS to request the price of a service.
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Figure C.4: Message Sequence Chart for Online Charging Service Price Inquiry

1.
The subscriber (UE) requests the price of a determined service(s) to the AS.

2.
The AS sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD and the Requested-Action set to PRICE_ENQUIRY to ECF. The Service specific information is included in the request to indicate the service(s) to be rated.

3.
ECF determines the price of the service(s) according to the Service specific information received by issuing a rating request to the Rating Function, but it does not perform any account balance check or credit reservation.  The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS. The Cost-Information is included in the ECF's answer to indicate the price of the requested service(s).

4.
The AS sends the price of the requested service(s) to the UE.

C.1.1.1.5
Transactions for Balance Check

[Editor’s Note:  Should be studied in 32.200. see 6.1.2.1.1.3]

Figure C.5 shows the transactions that are required on the Ro interface in order to perform the subscriber's balance check. In the example a subscriber communicates with an AS that implement an application to check if there is enough credit in the subscriber's account to cover the cost of particular service. The same types of accounting transaction can be used by any AS to request the price of a service.
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Figure C.5: Message Sequence Chart for Online Charging Balance Check

1.
The subscriber (UE) requests if there is enough credit in the account to cover the cost of a determined service to the AS.

2.
The AS sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD and the Requested-Action set to CHECK_BALANCE to ECF. The Service specific information is included in the request to indicate the service to be rated.

3.
ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF performs then balance check to verify if the credit left in the user's account can cover the cost of the rated service without reserving any units. The ECF returns Accounting-Answer message with Accounting-Record-Type set to EVENT_RECORD to the AS. The Check-Balance-Result (ENOUGH_CREDIT/NO_CREDIT) is included in the answer message and the Cost-Information may be included to indicate the price of the requested service.

4.
The AS sends the balance check result to the UE.

C.1.1.2
Message Flows - Error Cases and Scenarios

This section describes various error cases and how these should be handled.

The failure handling behavior should be locally configurable in the credit control client. If Credit-Control-Failure-Handling and/or the Direct-Debiting-Failure-Handling AVPs are not used, the local configured values will be used.

C.1.1.2.1
Reception of SIP Error Messages

In most of the cases a service is considered successfully executed only when the 200OK final answer of the initial SIP request has been received by the AS. There are, however, cases when the service is not successful due to SIP error messages received by the AS. The following SIP error messages are possible:

4xx, 5xx and 6xx final response received from the terminating side to any SIP request (INVITE, SUBSCRIBE, MESSAGE, etc…)

Note: This also covers the error handling in originating procedures, as a CANCEL request sent by the originating party to cancel a session invitation will trigger the terminating party to send a 487 final response to the INVITE.

C.1.1.2.2
ECF Connection Failure

The service node (e.g. AS) detects an ECF connection failure when Tx expires or a transport failure is detected as defined in [3]. The Credit Control Client failure handling depends on the use case category. 

For Credit Control session:

If the failure occurs during an ongoing credit control session the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling. The Credit-Control-Failure-Handling AVP may be sent from the authorization server (i.e. UMS) and in the Accounting-Answer from the Credit Control Server.

For new credit control session failover to an alternate server should be performed if possible. The Accounting-Request with Accounting-Record-Type set to START_RECORD should be retransmitted with a new Session-Id. If also this new attempt will fail the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling.

For one time event:

If the requested action is DIRECT_DEBITING the Credit Control Client should re-send the request message to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If also this new attempt will fail the Credit Control Client will continue the service and will buffer the request or not depending on the value set for the Direct-Debiting-Failure-Handling. The Direct-Debiting-Failure-Handling AVP may be sent from the authorization server (i.e. UMS). If it is not possible to successfully send the request message to any server and the Direct-Debiting-Failure-Handling is set to CONTINUE_AND_BUFFER, the Credit Control Client should store and re-send the message, marked as possible duplicate, to the server as appropriate. Note that such recovery mechanism does not guarantee that there would be credit left to cover the cost of the service at the time the event will be retransmitted.

If the requested action is REFUND the request message should always be re-sent to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If it is not possible to successfully send the request message to any server the message, marked as possible duplicate, should be stored and re-sent as appropriate.

If the requested action is PRICE_ENQUIRY or CHECK_BALANCE the request message may be forwarded to an alternate server, if possible.

C.1.1.2.3
ECF Detected Failure

The ECF detects a failure when the credit control session supervision timer Ts expires [3].

When a failure is detected by the Credit Control Server (i.e. ECF) during an ongoing credit control session,  the server shall release the money reservation (i.e. the reserved units are returned to the user's account). The resources reserved in the Credit Control Server for the credit control session shall be released.

C.1.1.2.4
Transient, Permanent Failures and Protocol Errors

The service node (e.g. AS) detects transient and permanent failures as defined in [3] when:

The Result-Code in the accounting answer indicates permanent server failure (50xx)

Errors that fall within permanent failure category are used to inform the peer that the request failed, and should not be attempted again.

The Result-Code in the accounting answer indicates transient server failure (40xx)

Errors that fall within transient failure category are used to inform the peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

The service node (e.g. AS) detects a protocol error as defined in [3] when the Result-Code in the accounting answer indicates protocol error (30xx).

A rejected Accounting-Request message should cause the user's service to be terminated. 

An exception to this role is the request event message with requested action REFUND. In this latest case, if the server sends back a transient failure or temporary protocol error indicating DIAMETER_OUT_OF_SPACE or DIAMETER_TOO_BUSY an implementation may choose to buffer and retransmit the request message as appropriate. The possible duplicate marking is not needed as the previous request failed in the server.

C.1.1.2.5
Duplicate Detection

For credit control sessions the duplicate detection is not needed, as retransmission of accounting request is not allowed.

For one-time events the detection of duplicate request is needed and must be enabled. To speed up and simplify as much as possible the duplicate detection, the all-against-all record checking should be avoided and just the marked potential duplicates need to be checked against other received requests (within a reasonable time window) by the receiver entity. 

The service node (e.g. AS) shall mark the request messages retransmitted after a link failover as possible duplicates with the Re-Transmission AVP, as uniqueness checking against other received requests is mandatory only for those records. The receiver shall do the uniqueness checking of those requests marked with the Re-Transmission AVP, against the other requests received within a reasonable time window. The focused check for optimizing the duplicate detection procedure must be based on the inspection of the Session-Id and Accounting-Record-Number AVP pairs. 

For one-time events it has to be noted that the duplicate detection needs to be performed in the Correlation Function. ECF receiving possible duplicate request should mark as possible duplicate the corresponding request sent over Rc interface.

C.1.1.2.6
Error Case – Failure in Termination Procedure

Figure C.6 shows the transactions that are required on the Ro interface in case of failure in termination procedure. This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account and it is also applicable to AS originated multimedia services. In the latest case the AS will initiate the SIP INVITE and will terminate the SIP error message, upon reception of the SIP error message the AS will release the money reservation to the ECF as shown in Figure 6.6.  Only AS and ECF are shown in the signalling chart.
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Figure C.6: Message Sequence Chart for Online Charging – Error in Termination Procedure

1.
The AS receives a SIP INVITE request from S-CSCF.

2.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message). The AS may initiate service execution.

4.
The AS sends back the INVITE message to the S-CSCF.

5.
The S-CSCF forwards the INVITE to the destination.

6.
More SIP signalling take place to negotiate the media types and codecs between the parties involved in the session as defined in TS 24.228 [13].

7.
The AS may receives the UPDATE message from S-CSCF when the originating party has successfully reserved the needed resources.

8.
The AS sends back the UPDATE message to S-CSCF.

9.
The S-CSCF forwards the UPDATE message to the destination.

10.
More SIP signalling may take place if the optional alerting procedure is performed according to TS 24.228 [13].

11.
The termination procedure detected some error situation, and returned a SIP error response (e.g. 4xx).

12.
The S-CSCF forwards the SIP error response to the AS.

13.
The AS performs the needed actions to free the resources and send back the SIP error response to the S-CSCF.

14.
The AS sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate unsuccessful service execution. The Abnormal-Termination-Reason is included in the request and set to CONNECTION_TO_END_USER_BROKEN, Used-Service-Unit should be included in the request.

15.
The ECF releases the monetary amount reserved in step 3 and acknowledges the reception of the data by sending Accounting-Response message with Accounting-Record-Type indicating STOP_RECORD.

C.1.1.2.7
Error Case – Failure in Origination Procedure

Figure C.7 shows the transactions that are required on the Ro interface in case of failure in originating procedure. The subscriber that initiated a session either abandoned the attempt, or was unable to obtain the resources necessary for the session. 

If the session is aborted due to failure to obtain resources, it will occur right after the UPDATE and steps 10-13 will not be present  If the session is abandoned due to user command, it can happen at any point after the SIP INVITE.

This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account. Only AS and ECF are shown in the signalling chart.
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Figure C.7: Message Sequence Chart for Online Charging – Error in Origination Procedure

1.
The AS receives a SIP INVITE request from S-CSCF.

2.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message). The AS may initiate service execution.

4.
The AS sends back the INVITE message to the S-CSCF.

5.
The S-CSCF forwards the INVITE to the destination.

6.
More SIP signalling take place to negotiate the media types and codecs between the parties involved in the session as defined in TS 24.228 [13].

7.
The AS may receive the UPDATE message from S-CSCF indicating unsuccessful resource reservation.

8.
The AS sends back the UPDATE message to S-CSCF.

9.
The S-CSCF forwards the UPDATE message to the destination.

10.
More SIP signalling may take place if the optional alerting procedure is performed according to TS 24.228 [13].

11.
The originator, through the MO procedure, cancelled the original INVITE request.

12.
The AS send back the CANCEL request to the S-CSCF.

13.
The S-CSCF forwards the CANCEL request to the destination.

14.
The 487 Request Terminated final response is received from the terminating party.

15.
The AS sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate unsuccessful service execution. The Abnormal-Termination-Reason is included in the request and set to CONNECTION_TO_END_USER_BROKEN, Used-Service-Unit should be included in the request.

16.
The ECF releases the monetary amount reserved in step 3 and acknowledges the reception of the data by sending Accounting-Response message with Accounting-Record-Type indicating STOP_RECORD.

C.1.1.2.8
Error Case – Credit Expired/Exhausted or User Unknown

Figure 6.8 shows the error handling in case the subscriber's account is expired, exhausted or the user is unknown in the ECF.
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Figure C.8: Message Sequence Chart for Online Charging – Error Case Credit Expired/Exhausted or User Unknown

1.
The AS receives a SIP Request from S-CSCF.

2.
The AS performs one time event credit control or credit check and money reservation prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD or set to START_RECORD to indicate service specific information to the ECF. 

3.
The ECF determines that the credit is expired/exhausted or the user is unknown. If the credit is expired or exhausted the ECF returns Accounting-Answer with Result-Code set to DIAMETER_END_USER_SERVICE_DENIED.  If the user is unknown the ECF returns Accounting-Answer with Result-Code set to DIAMETER_END_USER_NOT_FOUND.

4.
The AS terminate the service and may return an error answer to the S-CSCF.

C.1.2.
Event Charging with Reservation

C.1.2.1
Message Flows - Successful Cases and Scenarios

C.1.2.1.1
Session Related Procedures

C.1.2.1.1.1

Session Establishment - Reserve Units Operation Related Service – Credit Control and Reservation 

Figure C.9 shows the transactions that are required on the Ro interface in order to perform credit control prior to service execution. This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account. Only AS and ECF are shown in the signalling chart. 
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Figure C.9: Message Sequence Chart for Online Charging Session Establishment

1.
The AS receives a  SIP INVITE request from S-CSCF.

2.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message). The AS may initiate service execution.

4.
The AS sends back the INVITE message to the S-CSCF.

5.
The S-CSCF forwards the INVITE to the destination.

6.
More SIP signalling take place to negotiate the media types and codecs between the parties involved in the session as defined in TS 24.228 [13].

7.
The AS may receive the UPDATE message from S-CSCF when the originating party has successfully reserved the needed resources.

8.
The AS sends back the UPDATE message to S-CSCF.

9.
The S-CSCF forwards the UPDATE message to the destination.

10.
More SIP signalling may take place if the optional alerting procedure is performed according to TS 24.228 [13].

11.
The 200OK final response is received from the destination.

12.
The S-CSCF forwards the 200OK final response to the AS, which start decreasing the prepaid budget received in step 3.

13.
The AS send back the 200OK final response to the S-CSCF.

14.
The originating S-CSCF forwards the SIP ACK message to the destination. 

C.1.2.1.2
Session-Unrelated Service – Credit Check And Reservation

Figure 6.10 shows the transactions that are required on the Ro interface in order to perform credit control prior to execution of a session-unrelated service. This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account. Only AS and ECF are shown in the signalling chart. 
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Figure C.10: Message Sequence Chart for Online Charging Session-Unrelated Service

1.
The AS receives a SIP Request (e.g. SUBSCRIBE or MESSAGE) from S-CSCF.

2.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message). The AS may initiate service execution.

4.
The AS sends back the SIP Request to the S-CSCF.

5.
The S-CSCF forwards the SIP Request to the destination.

6.
The 200OK final response is received from the destination.

7.
The S-CSCF forwards the 200OK final response to the AS, which decreases the prepaid budget received in step 3.

8.
The AS sends an Accounting-Request message with Accounting-Record-Type set to STOP_RECORD to report the Used-Service-Unit and successful service transaction execution to the ECF. 

9.
The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to STOP_RECORD. The answer message may include the Cost-Information containing the final cost for the service.

10.The AS send back the 200OK final response to the S-CSCF.

C.1.2.1.3
Mid-Session Procedure – Intermediate Reserve Units and Deduct Units Credit Check And Account Deduction

Figure C.101 shows the transactions that are required on the Ro interface in order to perform intermediate credit check during service execution. The units used since last credit check are deducted from the subscribers account. Only AS and ECF are shown in the signalling chart.

When all the granted service units are spent by the service or the interim interval is expired the AS shall send a new Accounting-Request to the ECF. In case the Accounting-Interim-Interval is used it is always up to AS to send a new request well in advance before the expiration of the previous request in order to avoid interruption in the service element. Even if the granted service units reserved by the ECF have not been spent upon expiration of the accounting interim interval, the AS shall send a new Accounting-Request to the ECF. The ECF refunds the reserved credit amount not used to the end user's account and deduct the used monetary amount from the end user's account.

When the used units are reported to the ECF the AS will not have any units in its possession before new granted units are received from the ECF. When the new granted units are received from the ECF these units apply from the point where the measurement of the reported used units stopped. 

Note that service delivery is ongoing all the time during the session; the accounting interactions shall not cause any discontinuity. The topological discontinuity of the "Service delivery ongoing " (big arrows) is performed for figure layout purposes only.
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Figure C.101: Message Sequence Chart for Online Charging Intermediate Credit Check

1.
During service delivery, when the prepaid budget has been consumed by the service, the AS sends Accounting-Request message with Accounting-Record-Type set to INTERIM_RECORD to report the Used-Service-Unit to the ECF. If known the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message. 

2.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to INTERIM_RECORD and includes the Granted-Service-Unit (prepaid budget). The answer message may include the Cost-Information containing the accumulated cost for the service.

C.1.2.1.4
Service Release – ECF initiated

Figure C.112 shows the transactions that are required on the Ro interface when the subscriber is running out of credit and the service delivery must be stopped. The units used since last credit check are deducted from the subscribers account. Only AS and ECF are shown in the signalling chart.

Note that service delivery is ongoing all the time during the session; the accounting interactions shall not cause any discontinuity. The topological discontinuity of the "Service delivery ongoing " (big arrows) is performed for figure layout purposes only. 
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Figure C.112: Message Sequence Chart for Online Charging ECF Initiated Release

1.
During service delivery, when the prepaid budget has been consumed by the service (e.g. Content Server), the AS sends Accounting-Request message with Accounting-Record-Type set to INTERIM_RECORD to report the Used-Service-Unit to the ECF. If known the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

2.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to INTERIM_RECORD and includes the Granted-Service-Unit (prepaid budget) and Final-Unit-Indication to indicate the final units for the rendered service. The answer message may include the Cost-Information containing the accumulated cost for the service.

3.
When the final prepaid budget has been consumed by the service, the AS stop the service delivery (e.g. initiate a SIP BYE request) and sends Accounting-Request message with Accounting-Record-Type set to STOP_RECORD to report the Used-Service-Unit to the ECF. 

4.
The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to STOP_RECORD. The answer message may include the Cost-Information containing the final cost for the service.

C.1.2.1.5
Stopping of Service Delivery – Mobile Initiated

Figure C.123 shows the transactions that are required on the Ro interface when the UE performs the stopping of service delivery. The units used since last credit check are deducted from the subscribers account. Only AS and ECF are shown in the signalling chart.
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Figure C.123: Message Sequence Chart for Online Charging Mobile Initiated Release

1.
When the subscriber stops service delivery (e.g. initiate a SIP BYE request), AS sends Accounting-Request with Accounting-Record-Type indicating STOP_RECORD to report back the last Used-Service-Unit. 

2.
The ECF deducts the used monetary amount from the user's account and returns Accounting-Response with Accounting-Record-Type indicating STOP_RECORD. The answer message may include the Cost-Information containing the final cost for the service.

C.1.2.1.2
Session Unrelated Procedures
C.1.2.1.2.1

Reserve Units and Deduct Units operations

Figure C.13 shows the transactions that are required on the Ro interface in order to perform credit control prior to execution of a session-unrelated service. This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account. Only AS and ECF are shown in the signalling chart. 
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Figure C.13: Message Sequence Chart for Online Charging Session-Unrelated Service

1.
The AS receives a SIP Request (e.g. SUBSCRIBE or MESSAGE) from S-CSCF.

2.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message). The AS may initiate service execution.

4.
The AS sends back the SIP Request to the S-CSCF.

5.
The S-CSCF forwards the SIP Request to the destination.

6.
The 200OK final response is received from the destination.

7.
The S-CSCF forwards the 200OK final response to the AS, which decreases the prepaid budget received in step 3.

8.
The AS sends an Accounting-Request message with Accounting-Record-Type set to STOP_RECORD to report the Used-Service-Unit and successful service transaction execution to the ECF. 

9.
The ECF deducts the used monetary amount from the user's account. ECF sends Accounting-Answer message with Accounting-Record-Type set to STOP_RECORD. The answer message may include the Cost-Information containing the final cost for the service.

10.
The AS send back the 200OK final response to the S-CSCF.

C.1.2.1.2.2
AS-Originated Multimedia Service

Figure C.14 shows the transactions that are required on the Ro interface in order to perform credit control prior to service execution. It is assumed for AS-originated multimedia service that confirmation of the successful service execution is always required in order to deduct money from the user's account. In this example the service establishes a SIP session between AS and the end user. 

Only AS and ECF are shown in the signaling chart.
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Figure C.14: Message Sequence Chart for online charging – AS Originated Service

1.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

2.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information to indicate the cost of the service are included in the Accounting-Answer message).

3.
The AS initiates an INVITE request to the destination.

4.
More SIP signaling take place to complete the session set-up as defined in TS 24.228 [13].

5.
The AS receives 200OK final answer from the destination.

6.
The AS sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate successful service execution. Used-Service-Unit should be included in the request.
Note: the successful execution of a service is dependent on the nature and implementation of the service and may happen upon reception of any SIP message after the INVITE.

7.
The ECF commits the money reservation and acknowledges the reception of the data by sending Accounting-Response message with Accounting-Record-Type indicating STOP_RECORD. The answer message may include the Cost-Information containing the final cost for the service.

C.1.2.1.2.3
Transactions for Content Charging
Figure C.15 shows the transactions that are required on the Ro interface in order to charge for content delivery to the end user. For the sake of simplicity the IMS nodes are not shown in the figure, SIP signaling for session establishment take place as defined in TS 24.228 [13].

Note that Content Server may be located within or outside the home network operator domain.  For secure transport of Diameter messages see TS 33.201 [4].

 . 
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Figure C.15: Message Sequence Chart for Online Charging Content Charging

1.
The session is established as defined in TS 24.228 [13].

2.
UE requests the desired content from the content server.

3.
The Content Server performs credit control prior to delivering content. Content Server sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. The Content Server may include Requested-Service-Unit (monetary or non monetary value) in the request message.

4.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the Content Server, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication, and possibly cost information are included in the Accounting-Answer message).

5.
The Content Server may optionally initiate a confirmation handling to the UE.

6.
As requested by the UE, the content server delivers the desired content. 

7.
When the content has been successfully delivered, Content Server sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate successful service execution. Used-Service-Unit should be included in the request.

8.
The ECF commits the money reservation and acknowledges the reception of the data by sending Accounting-Response message with Accounting-Record-Type indicating STOP_RECORD. The answer message may include the Cost-Information containing the final cost for the service.

9.
Optionally, the Content Server may send an advice of debit to the subscriber (UE).

10.
The session is released

C.1.2.1.2.4
Message Flows - Error Cases and Scenarios

This section describes various error cases and how these should be handled.

The failure handling behavior should be locally configurable in the credit control client. If Credit-Control-Failure-Handling and/or the Direct-Debiting-Failure-Handling AVPs are not used, the local configured values will be used.

C.1.2.1.2.5
Reception Of SIP Error Messages

In most of the cases a service is considered successfully executed only when the 200OK final answer of the initial SIP request has been received by the AS. There are, however, cases when the service is not successful due to SIP error messages received by the AS. The following SIP error messages are possible:

4xx, 5xx and 6xx final response received from the terminating side to any SIP request (INVITE, SUBSCRIBE, MESSAGE, etc…)

Note: This also covers the error handling in originating procedures, as a CANCEL request sent by the originating party to cancel a session invitation will trigger the terminating party to send a 487 final response to the INVITE.
C.1.2.1.2.6
ECF Connection Failure

The service node (e.g. AS) detects an ECF connection failure when Tx expires or a transport failure is detected as defined in [3]. The Credit Control Client failure handling depends on the use case category. 

For Credit Control session:

If the failure occurs during an ongoing credit control session the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling. The Credit-Control-Failure-Handling AVP may be sent from the authorization server (i.e. UMS) and in the Accounting-Answer from the Credit Control Server.

For new credit control session failover to an alternate server should be performed if possible. The Accounting-Request with Accounting-Record-Type set to START_RECORD should be retransmitted with a new Session-Id. If also this new attempt will fail the Credit Control Client will terminate or continue the service depending on the value set for the Credit-Control-Failure-Handling.

For one time event:

If the requested action is DIRECT_DEBITING the Credit Control Client should re-send the request message to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If also this new attempt will fail the Credit Control Client will continue the service and will buffer the request or not depending on the value set for the Direct-Debiting-Failure-Handling. The Direct-Debiting-Failure-Handling AVP may be sent from the authorization server (i.e. UMS). If it is not possible to successfully send the request message to any server and the Direct-Debiting-Failure-Handling is set to CONTINUE_AND_BUFFER, the Credit Control Client should store and re-send the message, marked as possible duplicate, to the server as appropriate. Note that such recovery mechanism does not guarantee that there would be credit left to cover the cost of the service at the time the event will be retransmitted.

If the requested action is REFUND the request message should always be re-sent to an alternate server if possible. The Credit Control Client shall mark the re-transmitted request message as possible duplicate with the Re-Transmission AVP. If it is not possible to successfully send the request message to any server the message, marked as possible duplicate, should be stored and re-sent as appropriate.

If the requested action is PRICE_ENQUIRY or CHECK_BALANCE the request message may be forwarded to an alternate server, if possible.

C.1.2.1.2.6
ECF Detected Failure

The ECF detects a failure when the credit control session supervision timer Ts expires [3].

When a failure is detected by the Credit Control Server (i.e. ECF) during an ongoing credit control session,  the server shall release the money reservation (i.e. the reserved units are returned to the user's account). The resources reserved in the Credit Control Server for the credit control session shall be released.

C.1.2.2.2.7
Transient, Permanent Failures and Protocol Errors

The service node (e.g. AS) detects transient and permanent failures as defined in [3] when:

The Result-Code in the accounting answer indicates permanent server failure (50xx)

Errors that fall within permanent failure category are used to inform the peer that the request failed, and should not be attempted again.

The Result-Code in the accounting answer indicates transient server failure (40xx)

Errors that fall within transient failure category are used to inform the peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

The service node (e.g. AS) detects a protocol error as defined in [3] when the Result-Code in the accounting answer indicates protocol error (30xx).

A rejected Accounting-Request message should cause the user's service to be terminated. 

An exception to this role is the request event message with requested action REFUND. In this latest case, if the server sends back a transient failure or temporary protocol error indicating DIAMETER_OUT_OF_SPACE or DIAMETER_TOO_BUSY an implementation may choose to buffer and retransmit the request message as appropriate. The possible duplicate marking is not needed as the previous request failed in the server.

C.1.2.1.2.8
Duplicate Detection

For credit control sessions the duplicate detection is not needed, as retransmission of accounting request is not allowed.

For one-time events the detection of duplicate request is needed and must be enabled. To speed up and simplify as much as possible the duplicate detection, the all-against-all record checking should be avoided and just the marked potential duplicates need to be checked against other received requests (within a reasonable time window) by the receiver entity. 

The service node (e.g. AS) shall mark the request messages retransmitted after a link failover as possible duplicates with the Re-Transmission AVP, as uniqueness checking against other received requests is mandatory only for those records. The receiver shall do the uniqueness checking of those requests marked with the Re-Transmission AVP, against the other requests received within a reasonable time window. The focused check for optimizing the duplicate detection procedure must be based on the inspection of the Session-Id and Accounting-Record-Number AVP pairs. 

For one-time events it has to be noted that the duplicate detection needs to be performed in the Correlation Function. ECF receiving possible duplicate request should mark as possible duplicate the corresponding request sent over Rc interface.

C.1.2.1.2.9
Error Case – Failure in Termination Procedure

Figure C.16 shows the transactions that are required on the Ro interface in case of failure in termination procedure. This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account and it is also applicable to AS originated multimedia services. In the latest case the AS will initiate the SIP INVITE and will terminate the SIP error message, upon reception of the SIP error message the AS will release the money reservation to the ECF as shown in Figure 6.16.  Only AS and ECF are shown in the signalling chart.
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Figure C.16: Message Sequence Chart for Online Charging – Error in Termination Procedure

1.
The AS receives a SIP INVITE request from S-CSCF.

2.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message). The AS may initiate service execution.

4.
The AS sends back the INVITE message to the S-CSCF.

5.
The S-CSCF forwards the INVITE to the destination.

6.
More SIP signalling take place to negotiate the media types and codecs between the parties involved in the session as defined in TS 24.228 [13].

7.
The AS may receives the UPDATE message from S-CSCF when the originating party has successfully reserved the needed resources.

8.
The AS sends back the UPDATE message to S-CSCF.

9.
The S-CSCF forwards the UPDATE message to the destination.

10.
More SIP signalling may take place if the optional alerting procedure is performed according to TS 24.228 [13].

11.
The termination procedure detected some error situation, and returned a SIP error response (e.g. 4xx).

12.
The S-CSCF forwards the SIP error response to the AS.

13.
The AS performs the needed actions to free the resources and send back the SIP error response to the S-CSCF.

14.
The AS sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate unsuccessful service execution. The Abnormal-Termination-Reason is included in the request and set to CONNECTION_TO_END_USER_BROKEN, Used-Service-Unit should be included in the request.

15.
The ECF releases the monetary amount reserved in step 3 and acknowledges the reception of the data by sending Accounting-Response message with Accounting-Record-Type indicating STOP_RECORD.

C.1.2.1.2.10
Error Case – Failure in Origination Procedure

Figure C.17 shows the transactions that are required on the Ro interface in case of failure in originating procedure. The subscriber that initiated a session either abandoned the attempt, or was unable to obtain the resources necessary for the session. 

If the session is aborted due to failure to obtain resources, it will occur right after the UPDATE and steps 10-13 will not be present.  If the session is abandoned due to user command, it can happen at any point after the SIP INVITE.

This scenario applies to those cases where confirmation of the successful service execution is required in order to deduct money from the user's account. Only AS and ECF are shown in the signalling chart.
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Figure C.17: Message Sequence Chart for Online Charging – Error in Origination Procedure

1.
The AS receives a  SIP INVITE request from S-CSCF.

2.
The AS performs credit control prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to START_RECORD to indicate service specific information to the ECF and include the ICID to enable correlation with the related SIP session events. If known, the AS may include Requested-Service-Unit (monetary or non monetary value) in the request message.

3.
If the service cost information is not received by the ECF, ECF determines the price of the service according to the Service specific information received by issuing a rating request to the Rating Function. ECF reserves then the corresponding monetary amount from the user's account. If the cost of the service is included in the request received from the AS, ECF directly reserves the specified monetary amount from the user's account. The ECF returns Accounting-Answer message with Accounting-Record-Type set to START_RECORD to the AS in order to authorize the service execution (Granted-Service-Unit, Final-Unit-Indication and possibly Cost-Information are included in the Accounting-Answer message). The AS may initiate service execution.

4.
The AS sends back the INVITE message to the S-CSCF.

5.
The S-CSCF forwards the INVITE to the destination.

6.
More SIP signalling take place to negotiate the media types and codecs between the parties involved in the session as defined in TS 24.228 [13].

7.
The AS may receive the UPDATE message from S-CSCF indicating unsuccessful resource reservation.

8.
The AS sends back the UPDATE message to S-CSCF.

9.
The S-CSCF forwards the UPDATE message to the destination.

10.
More SIP signalling may take place if the optional alerting procedure is performed according to TS 24.228 [13].

11.
The originator, through the MO procedure, cancelled the original INVITE request.

12.
The AS send back the CANCEL request to the S-CSCF.

13.
The S-CSCF forwards the CANCEL request to the destination.

14.
The 487 Request Terminated final response is received from the terminating party.

15.
The AS sends Accounting-Request with Accounting-Record-Type set to STOP-RECORD to indicate unsuccessful service execution. The Abnormal-Termination-Reason is included in the request and set to CONNECTION_TO_END_USER_BROKEN, Used-Service-Unit should be included in the request.

16.
The ECF releases the monetary amount reserved in step 3 and acknowledges the reception of the data by sending Accounting-Response message with Accounting-Record-Type indicating STOP_RECORD.

C.1.2.1.2.10
Error Case – Credit Expired/Exhausted or User Unknown

Figure C.18 shows the error handling in case the subscriber's account is expired, exhausted or the user is unknown in the ECF.
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Figure C.18: Message Sequence Chart for ONLINE CHARGING – Error Case Credit Expired/Exhausted or User Unknown

1.
The AS receives a SIP Request from S-CSCF.

2.
The AS performs one time event credit control or credit check and money reservation prior to service execution. AS sends Accounting-Request with Accounting-Record-Type set to EVENT_RECORD or set to START_RECORD to indicate service specific information to the ECF. 

3.
The ECF determines that the credit is expired/exhausted or the user is unknown. If the credit is expired or exhausted the ECF returns Accounting-Answer with Result-Code set to DIAMETER_END_USER_SERVICE_DENIED.  If the user is unknown the ECF returns Accounting-Answer with Result-Code set to DIAMETER_END_USER_NOT_FOUND.

4.
The AS terminate the service and may return an error answer to the S-CSCF.

****************** End of New Text of Annex C *********************************
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