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Annex A (Normative):
Charging and Billing Requirements for IMS 
A.1.
Purpose
This Annex provides Charging and Billing (C&B) requirements for  IMS.  

Although the purpose of this document is to provide C&B requirements, commentary exists on aspects of a C&B reference architecture and on information modeling.  This commentary is not intended to be binding.  The intent is either to clarify concepts and/or to assist in Stage 2 and Stage 3 endeavors. 

A.2.
Salient Definitions

Several terms, appearing herein, may have a connotation that is different elsewhere.  These terms are now defined to assure a connotation consistent with its intent in this document.

· 
· 
· Auxiliary charging information – Charging information exchanged between network elements that is used in generating and/or correlating CDRs, chargeable events, or other charging relevant information (e.g., a charging ID). 

· Charging elements - A network element that generatesCDRs.
· 
· 
· 
· 
· 
· 
· 
· 
· Reliability - Within the context of this Annex, reliability means additional efforts on the part of the system (links/nodes) to ensure delivery of data with no duplication or loss.  This implies an acknowledgement to inform the sender of successful delivery and mechanisms the sender must use to buffer and retransmit data if an acknowledgement is not received.  As a result, the receiver must be able to detect and discard duplicate packets.

Reliable mechanisms may result in reduction of available bandwidth, increase in processing time and increase in needed buffers on the receiver’s end.  All these performance costs should be weighed against the desired reliability to achieve an optimum balance.  This is particularly important for near real-time protocols that may create conflicts with reliability.  The Standards should consider ways to resolve such conflicts.

Near real time - The timely delivery, in less than 1 minute after a chargeable event occurs, of charging information to downstream end-point applications(s).  

· Session – The time interval, appropriate for the service to be rendered, wherein a mobile user is capable of or achieves communication.  A circuit switched voice service session, for example, would constitute the interval beginning with successfully reaching a called party and ending when a party terminates the call by “hanging-up”.  

A.3.
Requirements Format
A tabular orientation has been selected to identify these requirements.  The following requirement segments (table columns) are utilized:


# - A unique identifying number of the requirement or sub-requirement.  The "Dewey decimal" system of enumeration is utilized for decomposition to "sub" requirements.


Name - A mnemonic that conveys appropriate meaning for the (sub) requirement. 

Description - A succinct but clear definition of the requirement. 

Applicable Scenarios - Abbreviated descriptions of, or references to, those scenarios from which the requirement was deduced, intended to assist a reader's understanding.

Use Conditions - Any constraints or other situations that indicate when the requirement is or is not applicable. 

Architectural & Functional Implications –Aspects related to implementing the requirement that became apparent while conceiving of a requirement. 

References - Identification of documents, including pertinent pages or sections that may provide additional clarity for a requirement.  A reference in itself does not constitute a requirement.

A.4.
Requirements Categories

The C&B requirements have been divided into several categories; each of which has its own table. The TMN logical layer architecture  is used for part of this categorization.  However, some requirements reside outside any of the TMN layers and others reside within all layers. The following is the list of the C&B categories:

1. General - Requirements that apply to all or to none of the “TMN layers” (Those applying to all layers may have details described in a commensurate layer.), 

2. Element Layer - Requirements pertaining to element usage metering,

3. Network Layer - Requirements when element combinations are used,

4. Service Layer - Requirements when particular services are invoked,

5. Business Layer - Requirements pertaining to business criteria,

6. Protocol - Requirements for protocol(s) of C&B reference model interfaces,

The categories were established to organize the requirements in a manner conducive to their generation, avoid duplication and meandering, and to assist in formulating C&B standards by providing reasonable divisions. To deal with the complexity of telecommunications management, management functionality may be considered to be partitioned into logical layers (i.e., TMN layers). The structuring of management functionality organizes the functions into groupings called “logical layers” and describes the relationship between layers. 

The TMN element layer deals with the utilization of individual elements when communication transpires.  Which elements are utilized and the extent of this utilization influence the element layer charges.    Second generation wireless charging is according to wireless element usage; i.e., in the element layer category.

The end points and/or path of the utilized elements can also play a role in charging.  This can be important, for example, in assisting providers/operators balance network usage.  Hence, the TMN network layer was considered in formulating C&B requirements.  

Charges may also be levied according to the services rendered.  That is, the content of the data may have a role in charging.  This implies the need to consider the TMN service layer in discerning C&B requirements.  

Finally, business considerations impact charging conclusions.  An important influence on business layer C&B are Service Level Agreements (SLAs).  For example, penalties for not satisfying SLA conditions, as QoS commitments, would relate to business layer C&B requirements. The business layer aspects play a role in defining Detail Record components of the other three layers and also the tariff function for the billing system.

Note that the TMN layers do not represent a protocol stack. Therefore, a separate category for C&B protocol requirements is also included.

Table A1.  General Requirements

#
Name
Description
Applicable 

Scenarios
Use

Conditions
Architectural/Functional

Implications
References

1.1.
Charging Data Records (CDRs)


CDRs must be able to include at least the following components, when available and needed:

1. Requested QoS levels,

2. Provided QoS levels,

3. Session correlating ID  to allow linking of multiple CDRs generated for one access session,

4. User identity information; e.g., IMSI,

5. Terminal equipment information,

6.Resource usage information*, 

7  Time usage began,

8. Time usage ended or, Duration of usage,

9. Destination information,

10. Location of mobile,

11. Service type, 

12.Value added charges type,

13. Orderly or disorderly deactivation(including reason),

14. Service options selected,

15. Location of service origination.

16. Subscription profile; e.g., prepaid vs. post paid,
Examples of interfaces carrying data for accounting between the following parties:

1. End customer and home service provider,

2. End customer and visited service provider,

3. Visited service provider and home service provider.

4. Those interfaces in a C&B reference model for a home service provider.
Roaming agreement for transfer of a CDR component needs to exist when a visited service provider is involved.
Protocol must ensure correct transfer of CDR’s
3GPP specifications 32.200 and 32.215.
Network Data Management – Usage

(NDM-U) For

IP-Based Services,

Version 1.1,

June 26, 2000,

©2000 IPDR, Inc.


1.2.
CDR syntax
For each interface, a standard syntax must be  specified to represent the CDRs; (e.g., ASN.1,, XML, tML, etc.).
Same as in 1.1. above.
Same as in 1.1. above.
CGF/CCF may need to do syntax mediation in the event elements have different syntax standards, e.g., ASN.1 to XML conversion.
3GPP Specification 32.015, Section 4.1 defines CGF

1.2.1.
CDR syntax

Conversion
 The Charging Collection Function (CCF) and/or CGF must be able to translate from standard input to standard output syntaxes.





1.3.
CDR transfer reliability
(See requirements 6.3. and its sub-requirements.)





1.4.
Batch processing/ near real time


Two types of CDR transfer out of the CCF/CGF to downstream collectors and applications are required: Batch and Near Real Time.  CDRs may be sent to one or more streams, as configured by the operator. Near Real Time records will be configured by the operator to support the scenarios described herein and others that will arise over time.


1. Batch records will use file transfer mechanisms and will serve such purposes as providing charging data for post billing applications, short-term archived files and back-up data in case of failure in the near real time stream or downstream applications.

2. Near real time  is defined as timely delivery in less than 1 minute after a chargeable event occurs in a charging element to  the downstream, end-point applications(s).   Examples of applications to use near real time data are fraud-prevention and customer relationship management services.

The CCF/CGF must provide multiple output streams for batch and near real time transfer protocols. They must be capable of routing records based on CDR content and be configurable by the operator according to their rules. 

In those cases where the need for near real time delivery is established, appropriate indicators for the need for near real time transfer shall be configured on a per call or session basis so near real time transfer of all CDR's can be avoided.  The CCF/CGF interprets the need for near real time transfer according to CDR parameters.
3GPP Specification 32.215 for GTP'  

1.4.1.
Hot billing CDR components
It should be possible to transfer all CDR components of hot billing (“fast post paid”) in near real time.





1.5.
CDR storage
There must be network entities to store CDRs.  





1.5.1.
CDR storage security
Appropriate security means must be deployed to avoid unauthorized access and modifications to the CDR contents, while stored in a network entity.




It must be ensured that the data contents remain intact and confidential.


1.5.2.
CDR storage compression
Data compression algorithms to reduce storage space may be used.

The CDR components need to be sufficiently large to justify the use of compression algorithms.



1.5.3.
Persistent CDR storage
CDRs must be stored in non-volatile memory.





1.6.
CDR flexibility
It should be possible to support CDR component flexibility, as elaborated upon in 1.6.1. and 1.6.2.







1.6.1.
CDR  extensibility
It should bepossible to include non-standard extensions in CDRs.





1.6.2.
CDR configurability
It shall  be possible to turn CDR fields “on “ or “off” when so specified. 

Efficiency needs to be considered when deciding both the allowable configurability and its invocation.



1.7.
CDR routing
It should be possible to route CDRs according to the CDR field contents.





1.8.
Roaming CDRs
It should be possible to forward the appropriate service layer CDRs from a visited network operator to the home network operator.  These CDRs should be configurable. [Editor’s Note – SA5 CH may not have the authority to specify which CDRs are to be forwarded because of GSMAs role for  TAP (roaming) specifications.]

Roaming agreements will indicate which of the CDR components are actually forwarded.





1.8.1.
Near real time roaming CDRs
It should be possible to forward specific CDRs in near real time from the visited to the home network operator.  [Editor’s Note – SA5 CH may not have the authority to specify which CDRs are to be forwarded because of GSMAs role for  TAP (roaming) specifications.]



Roaming agreements will establish whether this will be done and the CDR components.



Table A2. Requirements Pertaining to the Element Layer

#
Name
Description
Applicable 

Scenarios
Use

Conditions
Architectural/Functional

Implications
References

2.1.
Charging element interface reliability
Charging element interface reliability must be incorporated within the standards, as elaborated upon in 2.1.1., 2.1.2., and 2,1,3, below.



.

2.1.1.
Accurate metering
Metering of elements for C&B CDR data must meet a suitably prescribed accuracy.


The percentage accuracy needs to be prescribed according to that feasible for the network elements and metering system that is defined by the standards. 


2.1.2.
Reliable transfer of data
The reliable transfer of data must be incorporated within each of the interface standards.





2.1.3.
Charging element compression
Data compression algorithms may be specified whenever the benefit from bandwidth improvement exceeds processing delay.


Mechanisms or their hooks must be in place.


Table A3. Requirements Pertaining to the Network Layer

#
Name
Description
Applicable 

Scenarios
Use

Conditions
Architectural/Functional

Implications
References

3.1.
Data volume correlation
In order to determine the total data volume it must be possible to correlate all of the individual data volumes.

A common identification number is one possible vehicle to correlate the data volumes.
When more than one data volume is utilized during a communication session. 

It must be possible to link charging elements that participate in a network for a communication session.


3.2.
Network provider identity
It must be possible to include the serving network operator identification when a CDR is communicated.





Table A4. Requirements Pertaining to the Service Layer

#
Name
Description
Applicable 

Scenarios
Use

Conditions
Architectural/Functional

Implications
References

4.1.
Data volume correlation
Correlation of element layer data volumes should be possible for a service session.

It is desirable to link access and its services together in order to determine the chargeable data volume for the network access for the service in question.
It should be possible to link charging elements that participate in a service for a communication session.


4.2.
Unsuccessful activation
It should be possible to determine the reason for an unsuccessful service activation.





4.3.
Abnormal deactivation
It should be possible to determine the reason for an abnormal (non-user) service deactivation.





4.4.
Service and resource usage correlation
To the extent possible, correlation should be established between 3G services and reference model resource usage.  That is, C&B information for operator value added services need a correlation ID to link to element and to network resource usage information. 
End customer and home service provider.
When the resources and their usage degree can be determined for a 3G service. 
Reference model and implemented resources are closely coupled.  Provisions to learn correlation should be incorporated within architecture.


Table A5. Requirements Pertaining to the Business Layer

#
Name
Description
Applicable 

Scenarios
Use

Conditions
Architectural/Functional

Implications
References

5.1.
Tariff criteria  
It must be possible to include at least the following tariff criteria in computing a bill:

1. All CDR components cited in requirement 1.1.

2. Service set-up charge. 

3. Customer specific charging criteria; e.g., those of a Service Level Agreement (SLA) and not cited above.





5.2.
Tariff Changes
Tariffs should be allowed to change at an appropriate rate; including while providing a service and for pre-rating.
Potential sources of changes include:

Time of day,

Roaming to different visited networks,

Service levels (i.e., types and/or quality)




5.3.
Billing record reliability
Customer billing records and CDR components must be reliably stored for the necessary legal and/or business time period.





5.3.1.
Prepaid record 
It must be possible to treat prepaid and postpaid billing records differently.





Table A6. C&B Protocol Requirements

#
Name
Description
Applicable 

Scenarios
Use

Conditions
Architectural/Functional

Implications
References

6.1.
Standard protocol(s)
Standard C&B protocol(s), that are defined by creditable SDOs (e.g., 3GPP and IETF) and available to the industry, must be used  to convey information across the C&B high level reference model interfaces. 

Interfaces shown in the C&B high level reference model.

It is recommended that the quantity of different protocols be minimized.



6.1.1.
CDR transfer Protocol


For each interface, over which CDRs are transferred, a standard protocol must be specified

(FTP, GTP’, etc.).
Same as in 1.1. above.

The input/output of the CGF are example interfaces.
Same as in 1.1. above.
CCF/CGF may need to do protocol mediation in the event protocols have different PDU  formats, e.g. GTP’ to FTP conversion


6.1.2.
Auxiliary charging transfer protocol
For each interface, over which auxiliary charging information is transferred, a standard protocol must be specified.





6.1.3.
Protocol variations


The number of standards used for charging transfer protocols and transfer syntaxes shall be minimized to the extent possible.





6.2
Protocol cost aspects
The C&B protocol(s) should have low implementation cost and exhibit efficient operation. 





6.2.1.
Protocol specification
The specification should be compact and easily understood, to facilitate implementation.





6.2.2.
Protocol efficiency

 
The implemented protocol should be efficient; e.g., the payload to message size ratio should be high, the number of round trips to complete transactions should be low, the connection and disconnection times should be short.





6.2.3.
Optimization for IP stack
A C&B protocol design should strive to optimize the protocol for the IP based stack that will be supporting it.





6.2.4.
Protocol maintenance

and deployment
The costs for protocol maintenance and deployment should be low.

The maintenance costs include e.g.: standardization, product maintenance and testing. The costs can relate to the size of the specification text and code, specification maturity, and the overall protocol complexity.  The deployment costs include factors like estimated code stability, size of changes, frequency of new versions, testing required for new versions, ease of installation and version update (without affecting too much the other network entities and interfaces), skills required, does the protocol exist in the operator network or is it a new one.





6.3.
Protocol reliability
A protocol should support the reliable transfer of C&B information.





6.3.1.
Lost information recovery
A protocol must not prevent the recovery of lost C&B information.  However, the protocol can assist in the recovery of lost C&B information.




It is essential for the architecture to be able to recover C&B information lost when communicated over interfaces.


6.3.2.
Duplicate information determination
A protocol must not prevent the determination of duplicated C&B information. However, the protocol can assist in the determination of duplicated C&B information.


It is essential for the architecture to be able to determine C&B information duplicated when communicated over interfaces.


6.3.3.
Re-routing support


A protocol must support re-routing because of communication link/node failures, other network failures, and network reconfiguration.  (The purpose of this requirement is to support successful recovery from errors.) 


The charging protocol must have the capability to determine alternate destination nodes.


6.3.3.1.
Congestion re-routing
A protocol should support early detection of congestion of the receiving node for the purpose of re-routing





6.3.3.2.
Node connectivity recovery
A protocol must support the detection of node connectivity recovery for instituting routing of C&B information. 





6.3.3.3.
New nodes
A protocol should support the detection of new nodes for instituting routing of C&B information.





6.3.4.
Error information
A protocol must permit the inclusion of error information and diagnostic information, for signaling and user plane (payload) frames, and protocol response codes, in the event of communication problems.


Functionality to provide “fatal” and “non-fatal” response codes are needed in addition to “OK” and “not OK” responses.


6.4.
Protocol flexibility
A C&B protocol should be flexible in terms of compatibility, longevity, concatenation of messages, scalability, connection multiplexing, etc.  (An elaboration of these terms appears below.) 





6.4.1.
Protocol 

compatibility
The C&B protocol(s) should be independent of other layers in an IP stack and should be compatible with all IP suites used in C&B. 





6.4.1.1.
No additional protocol layers
A C&B protocol should not require another layer, beyond its own, to be implemented.


It is recognized that there may exist advantages to off-load some C&B functionality to other protocols that may exist in other layers.  However, it is necessary to ascertain that the gain in reduced functionality exceeds the loss of protocol independence by a binding to the off-loading protocol. 


6.4.2.
Protocol  longevity
A C&B protocol must have backward compatibility and extensibility. 





6.4.2.1.
Multiple payload structures
A C&B protocol must be able to support multiple payload structures to permit future growth. 





6.4.2.2.
Payload  encoding
A C&B protocol must be able to support various payload encoding to permit future growth.





 6.4.2.3.
Flexible for different network 
A protocol should support configurable parameters for scalability as the 3G wireless network evolves; e.g., configurable response timers.  


This requirement is intended to permit protocol applicability as 3G features are adopted and implemented.


 6.4.2.4.
Version negotiation capability
A C&B protocol must provide version negotiation capabilityand its automatic detection for negotiating compatibility. 





6.4.3.
Payload concatenation
It should be possible to concatenate a number of logical application messages in one physical message or segment one application message (e.g CDR’s) in a number of physical messages where appropriate. 





6.4.4.
Connection multiplexing 
A C&B protocol should be able to support connection multiplexing and load balancing.


A potential architectural implication is to have parallel logical connections to/from a node.


6.4.5.
Scheduling and prioritization
The C&B protocol should support scheduling and prioritization of C&B information content transfer.
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* This is a paraphrased version of the definition appearing in “Technical Specification Group Services and �System Aspects; Vocabulary for 3GPP Specifications”, (3G TR 21.905 version 3.0.0 Release 1999).





* *There may be more than one type of usage, including usage times (CDR components 7. and 8.).  For example, one “usage” may pertain to the availability of a service and another to the execution of a service (e.g., “call forwarding”).  Other usage states may exist beyond these two. 
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