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1. TRACE ACTIVATION AND DEACTIVATION

1.1 General

1.2 Subscriber Tracing (Tracing of IMSI)

1.2.1 CS Domain

The activation and deactivation of trace in the CS domain is described in contribution S5B010610.

1.2.2 PS Domain

1.2.2.1 HPLM Operator trace Home Subscriber with the HPLMN

Activation of trace in HSS is described in CS Domain.

If the IMSI is roaming within its HPLMN, the trace request is forwarded to SGSN where the subscriber is registered via a MAP message (MAP-ACTIVATE-TRACE-MODE).

When the HPLMN subscriber trace is activated, a trace record will be created by SGSN "A", SGSN "B", HSS, BSS or RAN when a certain invoking event occur i.e. PDP context activation, SS-Action, SMS-MO, SMS-MT, Location update, GPRS attach, and detach. The trace action and record layout is defined by the trace type parameters.

Activation of BSS trace (GSM only):

A trace may be invoked in the BSS when an invoking Event sub-field in Trace Type and the BSS Record Type is set to a value other than "No BSS Trace". A trace is invoked by sending a BSSGP SGSN-INVOKE-TRACE message from SGSN to the BSS. When BSS receives this message it starts tracing the necessary fields as specified in the BSS Record associated with the specified BSS record type.

Activation of UTRAN trace (UMTS only):

A trace may be invoked in the UTRAN when an invoking Event sub-field in Trace Type and the RAN Record Type is set to a value other than "No RAN Trace". A trace is invoked by sending a RANAP CN INVOKE TRACE message from SGSN to the UTRAN. When UTRAN receives this message it starts tracing the necessary fields as specified in the RAN Record associated with the specified RAN record type.

A trace is invoked by sending a GTP Create PDP Context Request or an Update PDP Context Request message. When GGSN receives this message it starts tracing.

If the subscriber is roaming in a foreign PLMN then the HPLMN subscriber trace request is stored in the HSS, but the trace is not active in the HPLMN SGSNs

The trace is deactivated by using the management function Deactivate Home Subscriber Trace in the HSS. This request includes the following trace parameters:

–
IMSI

–
Trace reference

If the IMSI is roaming within its HPLMN the trace deactivation is forwarded to the SGSN where the subscriber is registered via a MAP message (MAP-DEACTIVATE-TRACE-MODE).

Deactivation of BSS trace (GSM only):

The trace shall be deactivated in the BSS by the SGSN sending a BSSGP SGSN-INVOKE-TRACE message from the SGSN to the BSS with the BSS Record Type set to "No BSS Trace". When the BSS receives this message it shall stop tracing activity related to that IMSI.

Deactivation of UTRAN trace (UMTS only):

The trace shall be deactivated in the UTRAN by the SGSN sending a RANAP CN DEACTIVATE TRACE message from the SGSN to the UTRAN with the RAN Record Type set to "No RAN Trace". When the UTRAN receives this message it shall stop tracing activity related to that trace reference.

The trace shall be deactivated in GGSN by the SGSN sending a GTP Update PDP Context Request message from the SGSN to the GGSN without the the trace parameters: Trace Type, Trace Reference, Trigger Id and OMC Identity. When the GGSN receives this message it shall stop tracing activity related to that PDP context.

1.2.2.2 HPLMN Operator trace HSS of own IMSI roaming in a VPLMN

This scenario is identical to the previous scenario with the exception that the only records generated come from the HSS.

1.2.2.3 PLM Operator wishes to trace foreign subscribers (IMSI) in own PLMN

In order to trace the IMSIs of roaming subscribers in own PLMN, a list of those IMSIs plus the associated subscriber trace parameters must be stored in the SGSN. No HSS trace records are produced for foreign subscriber traces.

The operator may activate a trace for any foreign roaming IMSI from an OSF by invoking the management function Activate Foreign Subscriber Trace in one or more SGSNs within their own PLMN. If the location of the subscriber is not known it is necessary to activate the trace in all SGNSs where the subscriber may be located.

The following trace parameters are sent with this request:

a)
IMSI to be traced;

b)
Trace Reference;

c)
OMC-Id of the destination OMC;

d) Trace Type.

The trace request is stored in the SGSN. If the subscriber subsequently roams into the SGSN area the VPLMN subscriber trace will be activated.

For each IMSI only one foreign subscriber trace can be active in a particular SGSN, subsequent requests being rejected.

A trace may be invoked in the BSS when an Invoking Event, specified in the Invoking Event sub-field in the Trace Type, occurs and the BSS Record Type is set to a value other than "No BSS Trace". A Trace is invoked by sending a BSSGP SGSN_INVOKE_TRACE message from the SGSN to the BSS. When the BSS receives this message it starts tracing the necessary fields as specified in the BSS Record associated with the specified BSS Record Type.

A trace may be invoked in the UTRAN when an invoking Event sub-field in Trace Type and the RAN Record Type is set to a value other than "No RAN Trace". A trace is invoked by sending a RANAP CN INVOKE TRACE message from SGSN to the UTRAN. When UTRAN receives this message it starts tracing the necessary fields as specified in the RAN Record associated with the specified RAN record type.

A trace in invoked by sending a GTP Create PDP Context Request or an Update PDP Context Request message. When GGSN receives this message it starts tracing.

The VPLMN subscriber trace is deactivated by invoking Deactivate Foreign Subscriber Trace in the SGSN. This request includes the trace parameters in the following list:

a)
IMSI;

b) Trace Reference.

The trace shall be deactivated in the BSS by the SGSN sending a BSSGP SGSN-INVOKE-TRACE message from the SGSN to the BSS with the BSS Record Type set to "No BSS Trace". When the BSS receives this message it shall stop tracing activity related to that IMSI.

The trace shall be deactivated in the UTRAN by the SGSN sending a RANAP CN DEACTIVATE TRACE message from the SGSN to the UTRAN with the RAN Record Type set to "No RAN Trace". When the UTRAN receives this message it shall stop tracing activity related to that trace reference.

The trace shall be deactivated in GGSN by the SGSN sending a GTP Update PDP Context Request message from the SGSN to the GGSN without the the trace parameters: Trace Type, Trace Reference, Trigger Id and OMC Identity. When the GGSN receives this message it shall stop tracing activity related to that PDP context.

TMN Management Functions required for trace activation (in SGSN):

Activate Foreign Subscriber Trace

Deactivate Foreign Subscriber Trace

1.3 Equipment Tracing (Tracing of IMEI)

1.3.1 CS domain

The activation and deactivation of trace in the CS domain is described in contribution S5B010610.

1.3.2 PS domain

The operator may activate an equipment trace for any subscriber's equipment (IMEI) from an OSF by invoking the management function Activate Equipment Trace in one or more SGSN in the HPLMN. The trace must be activated in all SGSNs controlling areas where it is required to trace the target IMEI. The trace parameters are transmitted with the activation request.

The following trace parameters are sent with this request:

a)
IMEI to be traced;

b)
Trace reference;

c)
OMC-Id of the destination OMC;

d)
Trace Type

The SGSN can ask the MS for the IMEI by sending a 3GPP TS 24.008 [x] IDENTITY REQUEST message to the MS, indicating that the IMEI is required.

When a subscriber arrives at a SGSN using an equipment with an IMEI for which trace has been activated (but is in pending state) at that SGSN then the IMEI trace will become.

For each IMEI only one equipment trace can be active in a particular SGSN at any one time, subsequent requests being rejected, although both the IMSI trace (home subscriber tracing and foreign subscriber tracing) and the IMEI trace can be active at the same time.

This equipment trace is deactivated by invoking the management function Deactivate Equipment Trace in the SGSN. This request includes the trace parameters in the following list:

a)
IMEI;

b) Trace Reference.

TMN Management Functions required for trace activation (in SGSN):

Activate Equipment Trace

Deactivate Equipment Trace

