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Summary

3GPP TSG-SA5 approved in the meeting #21 the updating of the Trace specification (12.08) up to the level of 3GPP Rel5 and to define the new functionalities that will be needed in the 3GPP Release 5 specifications. This document identifies the modifications in the Rel5-based CS domain comparing to GSM NSS. Modifications to the Trace activation and deactivation chapter corresponding chapter 5 in the 12.08 are presented for approval.

Discussion 

In the Release 4 MSC was splitted to MSC server and MGW where MSC server takes care of controlling functionalities of MSC, and MGW acts as a user plane link between different kind of transport domains. Because events invoking the trace have affect in the user plane, it is important to enable tracing in the MGW too. Some information, e.g. physical trunk involved in the session or operator/vendor specific record extensions in the MSC server trace record, can not be known by MSC server. Moreover the new bearer types (IP and ATM) require comparable information elements to identify physical/logical connection points e.g. ATM virtual paths and channels.

The natural way for invoking the trace in the MGW is sent a new trace package to the MGW using H.248 (Megaco) protocol. The trace package will include the same fields which MSC server receives in the trace activation. Thought MGW does not need to be aware of e.g. the IMSI of subscriber, it is needed for common structure of the record header generated by the NEs involved in the trace. As a termination specific thing the trace package shall be sent for all terminations in the context. I termination is released during the session and new is received, because of e.g. handover, the MSC server has to send to packet to the new termination.  When the context, which included traced terminations, is released the MGW trace record is generated. 

2G core network had only GSM BSS as an access network whereas 3G CS core has also UTRAN. It is already defined in the RANAP protocol how the trace will be activated in the UTRAN. The detailed UTRAN trace functionality can be defined later, but in the trace scenarios in the CS domain also have to be taken into accounts the signalling flows to UTRAN as well as BSS.  From the CS core point of view the activation with BSSAP and RANAP are very much comparable to each other.  

In this contribution it is proposed to enhance the Trace activation and deactivation chapter to the following level taking bearer independet architecture into accounts. The trace activation will be sent also to the MGW. UTRAN trace will be activated with RANAP like BSS trace is activated with BSSAP.   

Trace Activation and deactivation

Subscriber Tracing

Tracing of both home and foreign subscribers can be handled by this function.

If implemented, then the way the trace facility is used and organized, included restrictions due to national laws and regulations, will be a matter for the PLMN Operator. 

All trace records created in each Network Element (HSS, MSC Server, MGW, SGSN, GGSN, S-CSCF, P-CSCF, BSS, UTRAN) are forwarded to the OSF either as notifications and/or with bulk transfer, as defined in the trace parameters.

The following scenarios are identified from the HLPM opeartion viewpoint:

· HPLMN Operator traces its own IMSI within the HPLMN

· HPLMN Operator traces the HSS activities of its own home subscribers while they are roaming in a VPLMN

· HPLMN Operator wishes to trace foreign roaming subscribers within its own HPLMN.

CS Domain

HPLMN Operator Traces Home Subscriber within the HPLMN

The Operator may activate a trace for a home subscriber (IMSI) from any OSF by invoking the management function Activate Home Subscriber Trace in the HSS where the IMSI is contained. This request includes the following trace parameters:

· IMSI to be traced;

· Trace reference;

· Trace type;

· HSS Trace type;

· OMC ID of the destination OMC.

For each IMSI, only one HPLMN subscriber trace can be active, subsequent requests being rejected.

If the IMSI is roaming within its HPLMN, then the trace request is forwarded to the VLR where the subscriber is registered via a MAP message (MAP-ACTIVATE-TRACE-MODE). 

When the HPLMN subscriber trace is activated, a trace record will be created by MSC Server "A", MSC Server "B", HLR, MGW, BSS or UTRAN when a certain invoking event occur i.e. MOC, MTC, SS-Action, SMS-MO, SMS-MT, Location update, IMSI attach, and detach. The trace action and record layout is defined by the trace type parameters. 

A trace may be invoked in the BSS when an invoking event, specified in the Invoking Event sub-field in the trace type, occurs and the BSS RECORD Type is set to other value than "NO BSS Trace". A trace is invoked by sending a BSSMAP MSC_INVOKE_TRACE message from the MSC Server to the BSS. When BSS receives this message it starts tracing the necessary fields as specified in the BSS Record associated with the specified BSS Record Type.

A trace may be invoked in the UTRAN when an invoking event, specified in the Invoking Event sub-field in the trace type, occurs and the UTRAN Record Type is set to other value than "NO UTRAN Trace". A trace is invoked by sending a RANAP CN_INVOKE_TRACE message from the MSC Server to the UTRAN. When UTRAN receives this message it starts tracing the necessary fields as specified in the UTRAN Record associated with the specified UTRAN Record Type.

A trace may be invoked in the MGW when an invoking event, specified in the Invoking Event sub-field in the trace type. A trace is invoked by sending a trace package in the ADD command via the MEGACO protocol from the MSC Server to the MGW. When MGW receives this message it starts tracing.

If the subscriber is roaming in a foreign PLMN then the HPLMN subscriber trace request is stored in the HLR, but the trace is not active in the HPLMN VLRs. 

The trace is deactivated by using the management function Deactivate Home Subscriber Trace in the HLR. This request includes the following trace parameters:

· IMSI

· Trace reference

If the IMSI is roaming within its HPLMN then the trace deactivation request is forwarded to the VLR where the subscriber is registered via a MAP message (MAP-DEACTIVATE-TRACE-MODE).

The trace shall be deactivated in the BSS by the MSC Server sending a BSSMAP MSC_INVOKE_TRACE message from the MSC Server to the BSS with the BSS Record Type set to "No BSS Trace". When BSS receievs this message it shall stop tracing related to that IMSI. Furthermore the trace can be deactivated in the BSS when all signalling connection related to the IMSI is released.

The trace shall be deactivated in the UTRAN by the MSC Server sending a RANAP CN_DEACTIVATE_TRACE message from the MSC Server to the UTRAN. When UTRAN receives this message it shall stop tracing related to that IMSI. Furthermore the trace can be deactivated in the UTRAN when all Iu signalling connection related to the IMSI is released.

The trace is deactivated in the MGW when the termination, where the trace is activated, is released. 

TMN Management functions required for trace activation (in HLR):

Activate Home Subscriber Trace
Deactivate Home Subscriber Trace

HPLMN Operator traces the HLR activities of own IMSI roaming in a VPLMN

This scenario is identical to the previous scenario with the exception that only records generated from the HLR. 

PLMN Operator wishes to trace foreign subscribers (IMSI) in own PLMN

In order to trace the IMSIs of roaming subscribers in own PLMN, a list of those IMSIs plus the associated subscriber trace parameters must be stored in the VLR. No HLR trace records are produced for foreign subscriber traces.

The operator may activate a trace for any foreign roaming IMSI from an OSF by invoking the management function Activate Foreign Subscriber Trace in one or more VLRs within their own PLMN. If the location of the subscriber is not known it is necessary to activate the trace in all VLRs where the subscriber may be located.

The following trace parameters are sent with this request:

· IMSI to be traced

· Trace Reference

· OMC-ID of the destination OMC

· Trace Type

The trace request is stored in the VLR. If the subscriber subsequently roams into the VLR area the VPLMN subscriber trace will be activated.

For each IMSI only one foreign subscriber trace can be active in a particular VLR, subsequent requests being rejected.

A trace may be invoked in the BSS when an invoking event, specified in the Invoking Event sub-field in the trace type, occurs and the BSS RECORD Type is set to other value than "NO BSS Trace". A trace is invoked by sending a BSSMAP MSC_INVOKE_TRACE message from the MSC Server to the BSS. When BSS receives this message it starts tracing the necessary fields as specified in the BSS Record associated with the specified BSS Record Type.

A trace may be invoked in the UTRAN when an invoking event, specified in the Invoking Event sub-field in the trace type, occurs and the UTRAN Record Type is set to other value than "NO UTRAN Trace". A trace is invoked by sending a RANAP CN_INVOKE_TRACE message from the MSC Server to the UTRAN. When UTRAN receives this message it starts tracing the necessary fields as specified in the UTRAN Record associated with the specified UTRAN Record Type.

A trace may be invoked in the MGW when an invoking event, specified in the Invoking Event sub-field in the trace type. A trace is invoked by sending a trace package in the ADD command via the MEGACO protocol from the MSC Server to the MGW. When MGW receives this message it starts tracing.

The VPLMN subscriber trace is deactivated by invoking Deactivate Foreign Subscriber Trace in the VLR. This request includes the following trace parameters:

· IMSI

· Trace Reference

The trace shall be deactivated in the BSS by the MSC Server sending a BSSMAP MSC_INVOKE_TRACE message from the MSC Server to the BSS with the BSS Record Type set to "No BSS Trace". When BSS receievs this message it shall stop tracing related to that IMSI. Furthermore the trace can be deactivated in the BSS when all signalling connection related to the IMSI is released.

The trace shall be deactivated in the UTRAN by the MSC Server sending a RANAP CN_DEACTIVATE_TRACE message from the MSC Server to the UTRAN. When UTRAN receievs this message it shall stop tracing related to that IMSI. Furthermore the trace can be deactivated in the UTRAN when all Iu signalling connection related to the IMSI is released.

The trace is deactivated in the MGW when the termination, where the trace is activated, is released. 

TMN Management functions required for trace activation (in VLR):

Activate Foreign Subscriber Trace
Deactivate Foreign Subscriber Trace

Equipment tracing (Tracing of IMEI)

General

If the tracing of IMEIs is implemented then the way the trace facility is used and organized, including restrictions due to national laws and regulations, will be a matter for the PLMN Operator.

An IMEI may be traced in order to find out the current IMSI, or the location or behaviour of faulty or stolen equipment reported via the EIR.

The ETS describes one method of handling IMEI tracing i.e. tracing of IMEI via the VLR.

Tracing of IMEI Via VLR

The operator may activate an equipment trace for any subscriber's equipment (IMEI) from an OSF by invoking the management function Activate Equipment Trace in one or more VLR in the HPLMN. The trace must be activated in all VLRs controlling areas where it is required to trace the target IMEI. The trace parameters are transmitted with the activation request.

The following trace parameters are sent with this request:

· IMEI to be traced;

· Trace reference;

· OMC‑Id of the destination OMC;

· Trace Type.

The MSC Server can ask the MS for the IMEI by sending a GSM 24.008 [x] IDENTITY REQUEST message to the MS, indicating that the IMEI is required.

When a subscriber arrives at a VLR using an equipment with an IMEI for which trace has been activated (but is in pending state) at that VLR then the IMEI trace will become active.

For each IMEI only one equipment trace can be active in a particular VLR at any one time, subsequent requests being rejected, although both the IMSI trace (home subscriber tracing and foreign subscriber tracing) and the IMEI trace can be active at the same time.

This equipment trace is deactivated by invoking the management function Deactivate Equipment Trace in the VLR. This request includes the trace parameters in the following list:

· IMEI;

· Trace Reference.

TMN Management Functions required for trace activation (in VLR):

Activate Equipment Trace

Deactivate Equipment Trace

