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SA3 thanks John O’Hare from Motorola for kindly attending part of this SA3 meeting to present an overview of the security issues arising from CN1.

SA3 discussed the issues highlighted in the presentation (S3-010339) and several observations and assumptions have been made.  SA3 understands that this was not a joint meeting with CN1 and so asks CN1 to study the points below and notify SA3 if any of our comments are incorrect.  The following points are listed in no particular order and actions are shown in bold:

1. It should be noted that, as yet, no work has been done in SA3 on the ISC interface and SA3 realises the need to begin to work on this, in conjunction with CN1, CN4 and CN5.

2. SA3 would like to make it clear that legal intercept can only be done in the visited (serving) network.

3. It is clear to us now that the OSA API interface will be an interface between 3GPP network operators and 3rd party networks/content providers.

4. SA3 understands that multiple public identities can exist for a single private identity, and that the private identity will be used as the basis for authentication.

SA3 asks CN1 or SA2- Can a call be terminated towards a public identity that is not currently registered, if  another associated public identity for that subscriber IS registered?

Can a call be originated using a public identity that is not currently registered, if another associated public identity for that subscriber IS registered ?

5. SA3 have the working assumption that there is always an association in the HSS between the private identity and all the  public identities associated with the subscriber.

6. There is a contribution to this meeting in S3-010355 dealing with authentication during registration.  Discussions highlighted that it may be necessary to carry the KSI (CKSN in CN1 specifications) in the REGISTER message to help the network identify which vectors are to be used for the next authentication.  Work on the security mode setup procedure is also in progress.  A contribution to this meeting on the subject is in S3-010326.

7. SA3 noted that in the security functions listed in S3-010339, integrity protection should be added.

8. SA3 is assuming that currently only the registration and re-registration is authenticated, based on the private identity.

9. There is a WI identified in SA3 for end-to-end encryption, but there are not currently enough supporting companies to have it approved.  If this work does progress, then SA3 foresees a need to carry the necessary encryption keys in the SIP/SDP signalling.  Where sessions traverse through non-IP networks (e.g. PSTN) the encryption terminates at the MGW at the edge of the 3GPP network, and is therefore not strictly end-to-end.

10. The current working assumption in SA3 is that re-registrations are always routed towards the S-CSCF that is currently serving that UE.  Whilst there appears to be confusion surrounding this assumption, it is based on the current stage 2 specification, 23.228- Can CN1 or SA2 confirm the accuracy of our assumption?
11. A WI exists within SA3 for network hiding.  With regard to hiding the host and/or domain name of CSCFs and hiding the number of CSCFs within one operator's network, there is a contribution to this meeting (S3-010323).

SA3 note that the decision on whether or not the standardisation of key distribution is needed is dependent on which nodes perform the encryption/decryption.  This decision should be made in SA3.  It is currently assumed by SA3 that the I-CSCF (THIG) that is doing the encryption could potentially be different to the node that is doing the decryption.

SA3 has up until now not considered the requirement to provide different levels of privacy for the callers public identity, i.e. full, name, URI or off or none, and we seek clarification for such a requirement.

12. The hiding of IP addresses associated with the user plane media has not been considered by SA3.  Should such an IP address be given to the UE at the far end?  This IP address is used by the UE for the entire duration of the (SIP signalling) PDP context.  The far end UE could use the IP address to establish a session directly to that IP address, thus bypassing the IMS nodes.  There may be security/fraud implications with this and SA3 will study this further.

13. Regarding session transfer, SA3 has sent a liaison statement (S3-010383) to the GSM Association seeking their opinion on the fraud potential of the service and asking for guidance on this issue.  SA3 would like to see the complete charging model from SA5 for this service before the work on the security aspects is progressed.  SA3 note that the LS from CN1 on this issue was also sent to SA5, and are aware that SA5 are working on this already.

Looking closely at slide number 24 in S3-010339 (“UE1 -> UE2; UE2 transfers session to UE3”), SA3 can not see how legal intercept would work in UE2’s network.  It was also highlighted that it is desirable to limit the number of parallel sessions in the network that can be initiated by any one terminal.  In addition, it should be possible for UE2’s network to release a transferred session at any time.

14. With regard to the future progression of the IMS work between SA3 and CN1, the following can be reported:

SA3 asked for a volunteer to attend the CN1 #18 meeting in Dresden, to present the current status of the SA3 work on the IP Multimedia core network subsystem.  One delegate tentatively agreed to do this. 

SA3 agrees to the proposal in S3-010339 to create an annex in the stage 2 specification 33.203.  This annex will be used to maintain a list of open issues requiring discussion/resolution.  SA3 encourages e-mail discussion to progress the work between meetings.  The Tdocs relating to IP Multimedia core network subsystem work from SA3 #19 and the report of the meeting will be provided on the CN1 e-mail reflector.  The editor of 33.203 has kindly offered to create the new annex based on the issues raised in S3-010339.

It was noted that there is a discrepancy between the projected timescales for the stage 2 and stage 3 IP Multimedia core network subsystem work, between CN1 and SA3.  The current work plan in SA3 indicates March 2002 for the approval of the stage 2 specification, 33.203.

