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Foreword

This Technical Specification has been produced by the 3GPP.

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
Indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the specification;

Introduction

This Technical Specification (TS) is overall description for the standardised charging function of the 3G system and a part of a set of TSs which describe the charging data description in circuit and packet switched domains.

1
Scope

This Technical Specification describes the Architecture, Principals and Call Event specifications of charging and billing for the provision of service and services by a 3G system.

This standard is not intended to duplicate existing standards or standards being developed by other groups on these topics, and will reference these where appropriate. This standard will elaborate on the charging requirements described in the Charging Principles in UMTS 22.01 Service Principles. It will allow the generation of accurate charging information to be used in the commercial and contractual relationships between the parties concerned. 

The call and event data generated by the network elements of the 3G network, is required for a number of telecom management activities including, but not limited to, the following:

· the billing of home subscribers, either directly or via service providers, for network utilisation charges;

-
the settlement of accounts for traffic carried or services performed by fixed network and other operators;

-
the settlement of accounts with other PLMNs for roaming traffic via the transferred account procedure;

-
statistical analysis of service usage;

-
as historical evidence in dealing with customer service and billing complaints;

In addition to the information collected from these network elements, network management functions are required for the administration of charging data. 

For the purpose of the present document, the call and event data is considered to be collected, in real-time, by network element function (NEF) blocks located within the recording entities.

The data collected by the NEFs is sent to, or collected by, the appropriate Operations System Function (OSF) blocks for storage and further processing.

The location of the OSF is implementation specific and may, for example, be provided either by an Administration Centre (ADC) or integrated within the network elements themselves.

The following is beyond the scope of this TS, and therefore this TS does not describe:

-
to describe the prepaid charging method

The objectives of this standardisation are:

· to provide the descriptions of events and triggers for the generation of  Call detail records; 

-
to provide the descriptions for Call and event Call detail records; 

-
to produce a description of the collection techniques for accounting administration and CDR generation; 

and 

-
to define a method for the transmission of CDRs over an open interface.

2
References

The following documents contains provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

· A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.
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3
Definitions and Abbreviations

3.1
Definitions

For the purposes of the present document, the following definitions apply:

Editor’s note:  Please support with contributions

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

Editor’s note: Please support with contributions.

3G
3rd Generation

3GPP
3G Partnership Project

CDR
Call Detail Record

ETS
European Telecommunication Standard

ETSI
European Telecommunications Standards Institute

FTAM
File Transfer Access and Management

FTP
File Transfer Protocol

GGSN
Gateway GPRS Service Node

GSN 
GPRS Service Node

Itf
Interface

ITU-T
International Telecommunication Union - Telecommunications Standardisation Sector

MSC
Mobile Services Switching Centre

NE
Network Element

NMC
Network Management Centre

OA&M
Operation, Administration and Maintenance

OMC
Operation & Maintenance Centre

QoS
Quality of Service

RNC
Radio Network Controller

SGSN
Serving GPRS Service Node

TS
Technical Specification

UTRAN
UMTS Terrestrial Radio Access Network

4
Architecture

4.1
3G logical and charging logical architecture

The following figures 1 and 2 show the 3G logical architecture and 3G charging logical architecture for Release 4.
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Figure 1: Overview of the 3G Logical Architecture

The 3rd Generation Mobile system is logically implemented on the GSM/GPRS structure through the addition of a new air interface supported by two network nodes, the RNC and the Node B. No inference should be drawn about the physical configuration on an interface from Figure 1.


[image: image3.wmf]RNS

IuPS

Uu

Gn

Gi

PSTN

IuCS

Gb

Gp

Um

BSS

Billing

System

GMSC

server

GGSN

BTS

BTS

Node B

Node B

VMSC

server

SGSN

BSC

RNC

A

CS Domain

PS Domain

MS

CDR

CDR

CDR

Ga

Ga

CGF


Figure 2: 3G charging logical architecture

Figure 2: illustrates the 3rd Generation Charging architecture is subdivided by the two transmission planes, the Circuit Switched (CS) domain and the Packet Switched (PS) domain. The call detail records generated by the serving nodes for the appropriate domain are forwarded via the Charging Gateway Functionality (CGF) entities to the Billing System (BS) for processing.

4.2
Charging Gateway Functionality

The Charging Gateway Functionality (CGF) provides a mechanism to transfer charging information from the SGSN and GGSN nodes to the network operator's chosen Billing Systems (BS). The Charging Gateway concept enables an operator to have just one logical interface between the CGF and the BS. The CGF may be supported in one of the following ways:

-
as a centralised separate Network Element – NE (Charging Gateway);

-
as a distributed functionality resident in the SGSNs and GGSNs.

Support of the centralised or distributed CGF in a network is implementation dependent, and subject to vendor/manufacturer agreement. Regardless of the way in which the CGF is supported in the network, the functionality of the CGF is similar. Figure 3 gives an overview of the two basic configurations: In scenario 1, the GSNs support an external interface to the charging gateways they are connected to. In scenario 2, the GSNs support the charging gateway functionality internally.




Figure 3: Basic architectural scenarios for the CGF location

If the GSNs with internal charging gateway functionality also support the external interface, additional configurations as shown in Figure 4 are possible. In scenario 3, the GSN with integrated charging gateway function also acts as CGF for other GSNs. In scenario 4, the GSN with integrated charging gateway function also supports the transmission of CDRs to external CGFs.
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Figure 4: Optional scenarios for the CGF configuration

The four scenarios in Figure 3 and 4 are not exhaustive. 

The CGF provides the mechanism to transfer charging information from the SGSN and GGSN nodes to the network operator's chosen Billing Systems(s) (BSs). The main functions of the CGF are:

-
the collection of GPRS CDRs from the GPRS nodes generating CDRs;

-
intermediate CDR storage buffering;

-
the transfer of the CDR data to the billing systems.

The CGF acts as storage buffer for real-time CDR collection. It provides the CDR data to the billing system. The present document identifies the external interfaces of the CGF, but does not specify the internal functionality of the CGF. However, in order to assist in the understanding of the CGF, it may perform specific activities, such as consolidation of CDRs, pre-processing of CDR fields, filtering of un-required CDR fields, and adding of Operator defined fields for specific billing systems. These specific activities may be performed to optimise the charging information that is to be forwarded to the Billing System, which should reduce the load in the Billing System.

In addition to the centralised CGF it is possible to have the CGF distributed to the SGSNs and/or GGSNs.

The CGF can reside in a separate Network Element (Charging Gateway) or be integrated in the GSNs. It can receive CDR fields from the GSNs in real-time mode. It should have enough storage to enable it to transmit the collected charging data to the Billing System (BS) in file mode.

The CGF may have to support several transmission protocols towards the Billing System, depending on the Billing System(s) used. One of the main purposes of the CG (or even just a CGF) is to reduce the number of different interfaces between the Billing System (BS) and the GGSNs and SGSNs sending charging data. If a new BS is introduced it shall be interfaced to the CGF, i.e. the protocol stacks and configurations of the GSNs do not need not to be updated. The usage and load of mass memory media can be more evenly distributed. The portion of the CGF embedded into a single physical device is called the Charging Gateway entity. The CGF may be distributed to several physical Charging Gateways or GSNs, to facilitate redundancy. If that Charging Gateway entity that is the Primary Charging Gateway entity, does not respond to communication originating from the GSNs, the GSNs will try to send the CDR data to a Secondary Charging Gateway entity. Here each GSN will have several IP addresses (of different priority) for the Charging Gateway entities, thus avoiding downtime of the CGF.

5.
Charging Principles

5.1
General Aspects

· Every 3G operator collects and processes their own charging information.

· Time and Volume 

· As much as is possible the 3G charging functions should support standardised interfaces for possible use in future cellular digital based networks.

· It shall be possible to provide reverse charging as a subscription option. However, reverse charging may not be applicable to certain external data network protocols.

· A unique identity number shall be assigned for every CS call and PS session for billing purpose. 

5.1.1
CS Domain Charging Aspects

In order to provide the data required for the management activities outlined in the previous chapters (billing, accounting, statistics etc.), the NEF of the MSC and/or Location Registers shall be able to produce an event or call record for each of the following:

-
Mobile originated call attempt;

-
Mobile originated emergency call attempt;

-
Mobile originated, call forwarding attempt;

-
Mobile terminated call attempt;

-
Roaming call attempt in a gateway MSC;

-
Incoming call attempt in a gateway MSC;

-
Outgoing call attempt from a gateway MSC;

-
Transit call attempt;

-
Terminating CAMEL interrogation call attempt;

-
Supplementary service actions;

-
HLR interrogation;

-
Location updating (HLR & VLR);

-
Short message service (point-to-point), mobile originated;

-
Short message service (point-to-point), mobile terminated;

-
Short message service (point-to-point), mobile originated interworking MSC;

-
Short message service (point-to-point), mobile terminated gateway MSC;

-
Common equipment usage.

The contents and purpose of each of these records are described in the following subclauses. 

5.1.2
PS Domain Charging Aspects

This section describes the PS Domain specific aspects, which are not covered by the specification 32.215 ‘Packet switched domain charging data description’. Based on the requirements in 3GPP TS 22.115 here are the specific details relating to the packet domain.

1)
Every PDP context shall be assigned a unique identity number for billing purposes. (i.e. the charging id). 

2)
Data volumes on both the uplink and downlink direction shall be counted separately. The data volumes shall reflect the data as delivered to and from the user. 

3)
The charging mechanisms shall provide the duration of the PDP context with date and time information.

4)
The GPRS operator may define a subset of the charging information specified by GPRS charging standards. This means that it shall be possible to configure the SGSN and GGSN for the CDR information generated.

5) The GSNs shall be capable of handling specific charging characteristics provided through either HLR subscription data or default values. This is to improve charging record generation efficiency determined by the operator, based on the configuration of CDR trigger parameters at the GSNs. 

6) SGSN shall support charging of CAMEL services.

5.1.3.
Service Related Charging Aspects

The operator will be provided with service specific details by the responsible 3G application for each of the following 3G services:

· Multimedia Messaging Service (MMS)

· WAP

· LCS

These services deliver CDR to the operator billing system independent of the existing charging architecture. 

5.2
Charging Information

Charging information in the 3G network is collected for each MS by the either the serving MSC, GMSC or SGSNs and GGSNs which are serving that MS. The information that the operator uses to generate an invoice to the subscriber is operator-specific. Billing aspects, e.g., a regular fee for a fixed period, are outside the scope of this specification.

Charging information will be generated for the provision of 3G Network specific applications to the MS. 

5.2.1 
Charging Information in CS domain

5.2.1.1
Call re-establishment

In case of radio link failure as described in 3GPP TS 24.008 [16], the MS may attempt to re-establish the call using the procedures described in 3GPP TS 24.008 [16]. 

For the time period between the detection of the radio link failure by the mobile station and the successful re-establishment of the call, the advice of charge function in the MS is suspended as described in 3GPP TS 24.086. In order to minimise the difference in charges between the on-line calculations performed by the MS and the off-line processing on the basis of the call records, it is necessary to exclude the time taken for the re-establishment phase from the chargeable duration stored in the call records.

If the re-establishment attempt fails then an ordinary call record (MOC/MTC) shall be produced with the cause for termination value "stable call abnormal termination". The chargeable duration stored in this record covers the time period from "Answer" to the detection of the radio link failure by the MSC.

If, the attempt to re-establish the call succeeds then the current call record shall be closed with the cause for termination value "partial record call re-establishment" and a new partial record shall be opened for the re-established call. The chargeable duration stored in the original record is once again the time period from "answer" to detection of the radio link failure by the MSC. Both the "seizure" and "answer" times of the subsequent partial record correspond to the time at which the new traffic channel is allocated for the re-established call (see scenario subclause for further details).

Further radio link failures during the re-established call may result in the generation of additional partial records as described above. All of the partial records belonging to the same connection are identified by the same call reference and a running sequence number as described in subclause

NOTE:
As the MS and MSC may detect the radio link failure at different points in time, it is not possible to guarantee that the duration used for the AOC display corresponds to that recorded in the call records. The purpose of the above procedure is merely to minimise any discrepancies that may occur.

5.2.1.2
Restricted directory numbers

In addition to the information pertaining to the served mobile subscriber (IMSI, MSISDN, etc.), the call records defined in the present document also contain the directory numbers of other parties involved in the recorded connections or transactions. In order to comply with data protection legislation, it is necessary to distinguish between those numbers that may be passed on to third parties and those that needs to be handled confidentially. As a result, each of the number fields (e.g. calling/connected number) contains the presentation and screening information defined in both 3GPP TS 24.008 [16] and ISUP signalling. If this information is supported by the network, then even restricted numbers may be included in the appropriate records and suppressed off-line by the administration or billing centre. If this information is not supported then the entire directory number shall be suppressed by the MSC/VLR.

5.2.2
Charging Information in PS domain

5.2.2.1

Generell

Charging information in the GPRS network is collected for each MS by the SGSNs and GGSNs, which are serving that MS. The information that the operator uses to generate an invoice to the subscriber is operator-specific. Billing aspects, e.g. a regular fee for a fixed period, are outside the scope of the present document.

The SGSN collects charging information for each MS related with the radio network usage, while the GGSN collects charging information for each MS related with the external data network usage. Both GSNs also collect charging information on usage of the GPRS network resources.

The GSNs shall collect the following charging information:

1. usage of the radio interface: the charging information shall describe the amount of data transmitted in MO and MT directions categorised with QoS and user protocols;

2. usage duration: Duration of PDP context is counted as the time interval from PDP Context activation to PDP Context Deactivation.

3. usage of the general GPRS resources: the charging information shall describe the usage of other GPRS-related resources and the MSs GPRS network activity (e.g. mobility management).

4. destination and source: the charging information shall provide the actual source addresses used by the subscriber for the PDP context.. The charging information shall describe the destination addresses with a level of accuracy as determined by the Access Point Name (APN).

5. usage of the external data networks: the charging information shall describe the amount of data sent and received to and from the external data network.

External networks can be identified by the Access Point Name (APN).

6. location of MS: HPLMN, VPLMN, plus optional higher-accuracy location information.

The highest accuracy location information available in GGSN is SGSN address.

5.2.2.2

Volume counting in RNC

The 3G-SGSN counts all downlink data sent to the RNC over Iu interface. Any discarded data between MS and RNC causes inaccurate charging, as the 3G-SGSN cannot account for this and subsequently causing overcharging. Additionally any buffered data in the RNC at RAB release or forwarded to another SGSN during handover is possible counted again i.e. twice, which causes overcharging. 

To avoid inaccurate charging at the 3G-SGSN, the 3G-SGSN will always instruct the RNC at RAB set-up to count the unsent downlink data towards the MS. 

The reporting of unsent data by the RNC to the 3G-SGSN will only occur at RAB release. This occurs at either the termination of the PDP context or handover. 
The 3G-SGSN shall not use the optional ‘Data Volume Request’ message to RNC in any situation, as this shall cause a significant performance impact to both the RNC and 3G-SGSN. 

When 3G-SGSN receives a report of unsent data volume from the RNC at RAB release. The 3G-SGSN shall report this value to the ‘RNC Unsent Downlink Volume’ field in the S-CDR.
5.2.2.3

Generation of Charging ID

The concept of serving connections is different in the GSM switching network to that for the GPRS network. Therefore different mechanisms are needed to supply the Billing System (BS) centres with charging information.

Circuit switched calls can be charged in one MSC (the anchor MSC) where all relevant data is available. That is guaranteed by routing all signalling information though the anchor MSC even if the traffic channel of a call is routed through another MSC due to handover.

In a GPRS network the complete PDP context handling can be switched over from an old SGSN to a new SGSN due to routing area updates with the consequence that charging records will be generated in more than one SGSN. Furthermore different data has to be collected in the SGSNs and GGSNs. So for one PDP context, charging records are needed from both the SGSN and GGSN.

The Billing System (BS) shall be provided with all relevant information from the network to charge for that one activated PDP context.

During the active PDP context all records, which belong to this context could normally be identified by the TID. However:

-
an MS can activate and deactivate PDP contexts in a very short time interval, and these PDP contexts can have the same TID (only parallel established PDP contexts have different TIDs);

-
different SGSNs can be involved in the same PDP context as described above;

-
the timing clocks of the GSN elements may not be fully synchronised. 

Therefore it is nearly impossible for a billing post-processing system to gather the records of one PDP context only by using the IMSI, NSAPI (TID) and time. 

This is solved by assigning a unique Charging ID number (C-ID) to all records generated for that one PDP context.

The unique C-ID is generated in the GGSN when the PDP context is activated. A C-ID is generated for each activated context, so that each has a unique C-ID. The C-ID shall be transferred from the GGSN to the new SGSN in the routing area update response message. All CDRs for each activated PDP context generated by each SGSNs and GGSNs shall therefore contain the same unique combination of the C-ID and GGSN address, to permit subsequent Charging Gateway / Billing System (BS) correlation of the generated CDRs.

This combination of GGSN address together with the C-ID should be a unique identification over a long period of time in all GPRS networks.

5.3
Charging Data Collection

Tariff switch

Charging data transfer

5.3.1
Charging Event Generation 

This subclause describes the typical aspects for Event and call data to be produced by the NE’s, which comprise a 3G system. 

5.3.1.1 
Generation in CS domain

5.3.1.2 
Generation in PS domain

Call data record generation and contents should be flexible and unnecessary redundancy in data should be avoided. 

1. Each PDP context generates its own record types (the S-CDR for the SGSN and the G-CDR for the GGSN related to PDP contexts). 

2. The SGSN can optionally provide a record for mobility management of the attached MS in the M-CDR. 

3. The SGSN shall provide two SMS related records, in case of GPRS delivered MO short message S-SMO-CDR and MT short message S-SMT-CDR.

4. MS Location information shall be included in the SGSN PDP context records.

5. Records shall only include relevant information, i.e. traffic activity since last record.

The criteria for record generation is based on real-time needs, information safety (backup) and some specific events, such as expiry of the partial record timer(s), transferred data volume limit(s), inter SGSN routing area update, inter/intra system handover. 

6. Change of tariff period (if used) should not cause new CDRs to be sent to avoid peaks in data transfer. Instead such events should close the existing volume counters and open new ones when appropriate traffic is detected. This can be done by having a new record in the same message. It is up to the operator how often the CDRs are transferred from a GSN. 

7. Both SGSN and GGSN nodes shall collect information from same chargeable sessions (PDP contexts). A unique reference (Charging ID in combination with GGSN address) is needed to enable correlation between information from several records produced from same PDP context. 

The RNC shall collect the amount of not transferred downlink data, i.e., data that the RNC has either discarded or forwarded to a 2G‑SGSN, for an MS's RABs when instructed by the 3G‑SGSN.
5.3.2
Charging Trigger

5.3.2.1 CS charging trigger

5.3.2.1.1
Partial records

In order to increase the security of the recording process and to simplify post-processing, it may be desirable to generate a sequence of call records to describe a single connection or transaction.

In case of connections of extended duration, the loss of a single call record may result in an unacceptable loss of revenue. If the connection is, for example, recorded in a number of consecutive partial records generated at say hourly intervals, then the maximum loss of revenue is the equivalent of a one hour continuous connection.

Most modern billing systems employ some form of cumulative credit-limit checking based on the stream of input call records. If however, a call record is only produced at the end of the connection then a subscriber may avoid such credit checking by employing a connection for days, weeks or even months without a single call record being produced. 

All of the records defined in the present document are of variable length and some at least are potentially unlimited in size (SET OF, SEQUENCE OF etc.). However, the storage capacity of the internal records within the NEF is normally subject to strict size limitations. Under such conditions a partial record may be required in order to circumvent internal resource limitations. For example, if an internal MOC record can only support the use of four supplementary service invocations then the use of a fifth may result in the generation of a partial record.

Alternatively, for those manufacturers whose systems are based on fixed length records, partial records may be employed instead of the various lists contained within the present document definitions. In such cases a partial record will be produced each time one of the key fields alters during the connection.

Finally, in case of radio link failure and subsequent call re-establishment partial records shall be generated to record the duration of the call prior to the radio link failure and the subsequent duration of the call once the call has been re-established. For further details see subclause scenarios.

To summarise, the following events may result in the generation of a partial record:

-
expiry of the partial record timer;

· change of basic service during a connection;

-
change of location (LAC, Cell Id. or SAC) during a connection;

-
change of MS classmark during a connection;

-
change of AoC Parameters during a call;

-
change of Radio Channel Type (full/half rate) during a call;

-
radio link failure and subsequent call re-establishment;

-
change of HSCSD Parameters during a call;

-
change of CAMEL destination (CAMEL controlled/initiated) during a call.

All partial records for the same connection shall contain the same call reference and shall be ordered via a running sequence number. The time stamps involved shall apply to the individual partial records rather than the connection as a whole i.e. the "end" time stamp (duration) of one record shall, in general, coincide with the "start" time stamp (answer time) of the next. Each time a new partial record is created the cause for termination of the previous field shall contain the value "partial record ". The cause for termination of the final partial record shall contain the true cause for termination of the connection.

It should be noted that the records produced in case of call re-establishment are not contiguous and that the value of the cause for term field in the record that is closed on radio link failure contains the value "partial record call re-establishment". For further details of these records see subclause scenarios.

The partial records generated may repeat each of the non-varying fields contained in the original record. Alternatively, a form of reduced partial record may be generated which includes only those fields required to identify the original record together with the field(s) that actually change. An example of a reduced partial record for MOCs is provided in subclause scenarios.

5.3.2.2 PS charging trigger

The S-CDR, M-CDR G-CDR, S-SMO-CDR and S-SMT-CDR are generated by the SGSN and GGSN to collect charging information such that they may be subsequently transferred to the Charging Gateway Function.

Charging Characteristics may be specified for a PDP context. It is determined as described in subclause separate. If set, it will determine the S-CDRs and G-CDRs generation and trigger values. If no Charging Characteristics are set for a PDP context, a default set of trigger values shall be applied.

In the GSNs it shall be possible to activate and deactivate CDR generation for each Charging Characteristics. If CDR generation is activated, it shall be possible to define separate trigger conditions values per Charging Characteristics for the following triggers:

· data volume limit;

· time (duration limit);

· maximum number of charging conditions changes (QoS change, Tariff Time change).

The following subclauses describe the trigger conditions for collection of charging information and CDR generation by the SGSN/GGSN.

5.3.2.2.1

Triggers for S-CDR Charging Information Collection

An S-CDR is used to collect charging information related to the PDP context data information for a GPRS mobile in the SGSN.

If according to the Charging Characteristics of a PDP context, CDR generation is activated an S-CDR shall be opened at PDP context activation, and record includes details such as Record Type, Served IMSI, Sequence Number etc. Not all of the charging information to be collected is static, and other charging information is directly dependent on dynamic GPRS usage.

The subsequent subclauses identify the conditions for adding information to, and closing of the S-CDR for generation towards the CGF.

5.3.2.2.1.1
Triggers for S-CDR Charging Information Addition
The "List of Traffic Volumes" attribute of the S-CDR consists of a set of containers, which are added when specific trigger conditions are met, and identify the volume count separated for uplink and downlink traffic on encountering that trigger condition.

Table 1: Triggers for S-CDR charging information addition

Trigger Conditions
Description/Behaviour

QoS Change
A change in the QoS shall result in a "List of Traffic Data Volumes" container being added to the CDR.

Tariff Time Change
On reaching the Tariff Time Change a "List of Traffic Data Volumes " container shall be added to the CDR.

CDR Closure
A list of "List of Traffic Data Volumes" container shall be added to the S-CDR.

5.3.2.2.1.2
Triggers for S-CDR Closure
The S-CDR shall be closed on encountering some trigger conditions. Table 2 identifies which conditions are supported to permit closure of the S-CDR.

Table 2: Triggers for S-CDR closure

Closure Conditions
Description/Behaviour

End of PDP Context within the SGSN
Deactivation of the PDP context in the SGSN shall result in the CDR being closed. The trigger condition covers:-

-
termination of PDP context,

-
SGSN change (inter-SGSN routing area update including system handover),

-
any abnormal release.

Partial Record Reason
O&M reasons permit the closure of the CDR for internal reasons. The trigger condition covers:- 

-
data volume limit, 

-
time (duration) limit, 

-
maximum number of charging condition changes, 

-
management intervention.

The Partial Record generation trigger thresholds are those associated to the Charging Characteristics of the related PDP context. The Charging Characteristics of the PDP context are determined as follows:

· If a "PDP context Charging Characteristics" is present in the subscriber's data for this PDP context, than it shall be used;

· If there is no "PDP context Charging Characteristics" but a "Subscribed Charging Characteristics" is present in the subscriber's data, the "Subscribed Charging Characteristics" shall be used;

· If neither a "PDP context Charging Characteristics" nor a "Subscribed Charging Characteristics" is present, a default charging profile shall be applied.

The Partial Record generation trigger thresholds are GSN configuration parameters defined by the operator through O&M means.

In the event that the S-CDR is closed and the PDP context remains active, a further S-CDR shall be opened with an incremented Sequence Number in the SGSN.

5.3.2.2.2

Triggers for M-CDR Charging Information Collection

An M-CDR is used to collect charging information related to the mobility management of a GPRS mobile in the SGSN.

An M-CDR shall be opened for each GPRS mobile upon GPRS Attach, and record details such as Record Type, Served IMSI, Sequence Number etc. Not all of the charging information to be collected is static, and other charging information is directly dependent on the mobility of the MS as provided by the Radio Access Network (RAN). Subsequent partial records may be opened if the M-CDR is closed and the MS is still attached to the network.

The subsequent subclauses identify the conditions for adding information to, and closing of the M-CDR for generation towards the CGF.

5.3.2.2.2.1
Triggers for M-CDR Charging Information Addition
The "Change of Location" attribute of the M-CDR consists of a set of containers, which are added when specific trigger conditions are met, and identify the time stamped routing area on encountering that trigger condition.

Table 3: Triggers for M-CDR Charging Information Addition

Trigger Conditions
Description/Behaviour

Mobility Change
A change in the Routing Area shall result in a "Change of Location" container being added to the M-CDR.

5.3.2.2.2.2
Triggers for M-CDR Closure
The M-CDR shall be closed on encountering some trigger conditions. Table 4 identifies which conditions are supported to permit closures of the M-CDR.

Table 4: Triggers for M-CDR closure

Closure Conditions
Description/Behaviour

End of MM Context within SGSN
Deactivation of the MM context in the SGSN shall result in the CDR being closed. The trigger condition covers:-

-
SGSN change (inter-SGSN routing area update including system handover), 

-
GPRS detach, 

-
any abnormal release.

Partial Record Reason
O&M reasons permit the closure of the CDR for internal reasons. The trigger condition covers:- 

-
time (duration) limit, 

-
maximum number of mobility changes, and

· Management intervention,

· Intra system handover (change of radio interface from GSM to 3G or visa versa).

In the event that the M-CDR is closed and the GPRS mobile is still known to the SGSN, a further logical M-CDR shall be opened with an incremented Sequence Number in the SGSN.

5.3.2.2.3

Triggers for G-CDR Charging Information Collection

A G-CDR is used to collect charging information related to the packet data information for a GPRS mobile in the GGSN.

If, according to the Charging Characteristics of a PDP context, CDR generation is activated a G-CDR shall be opened at PDP context activation, and record includes details such as Record Type, Served IMSI, Sequence Number etc. Not all of the charging information to be collected is static, and other charging information is directly dependent on dynamic GPRS usage.

A G-CDR shall be opened for each activated PDP context, and record details such as Record Type, Served IMSI, Sequence Number etc. Not all of the charging information to be collected is static, and other charging information is directly dependent on dynamic GPRS usage.

The "List of Traffic Data Volumes" attribute of the G-CDR consists of a set of containers, which are added following specific trigger conditions, and identify the volume count on encountering that trigger condition. The trigger conditions are as for the S-CDR (see subclause "Triggers for S-CDR Charging Information Collection") with exception that an SGSN change of the same system type (GSM or 3G) will not close the G-CDR. Subsequent partial records may be opened if the G-CDR is closed and the PDP context is still active.

The Partial Record generation trigger thresholds are those associated to the Charging Characteristics of the related PDP context determined as follows:

· If a "PDP context Charging Characteristics" is present in the PDP context data, it shall be used;

· Otherwise a default charging profile shall be applied.

The Partial Record generation trigger thresholds are GSN configuration parameters defined by the operator through O&M means. 

In the event that the G-CDR is closed and the PDP context remains active, a further G-CDR is opened with an incremented Sequence Number in the GGSN.

5.4
Network aspects

5.4.1
CS domain

5.4.2
PS domain

5.5
Service aspects

SMS service 

5.5.1

CS domain

5.5.1.1
AoC service

In addition to the information collected from these Network Elements, network management functions are required for the administration of on-line charging data stored in the MSCs. This data is employed to drive the charge display in the Mobile Station (MS) as required by the advice of charge (AoC) service and defined by 3GPP TS 22.086 [13] and 3GPP TS 22.024 [12].
An AoC service definition shall consist of a combination of the following: 

-
one or more basic services; and/or

-
one or more supplementary services; and/or

-
one or more network specific services; and/or

-
one or more power capability classes (MS classmark); and/or

-
the type of radio traffic channel used/ requested;

-
the transparency mode of the basic service employed (transparent/non-transparent);

-
the type of call or connection (e.g. MOC/ MTC).

This list may also be extended to include additional network specific parameters.

5.5.1.2
CAMEL services

CAMEL service can be activated for originating, forwarded and terminated calls and originating SMS. Several fields describing CAMEL subscription and free format data are recorded to appropriate CDR. For originating and forwarded calls two different CAMEL services can be active and part of stored information is different Originating service and Dialled service defined in O-CSI and D-CSI). If two services are active, the Originating CAMEL service information is stored in fields without ‘_2’ suffix and Dialled CAMEL service information in corresponding fields with ‘_2’ suffix. If only one CAMEL service is active, either Originating or Dialled service, then fields without ‘_2’ suffix are used. CAMEL fields describing usage level of service, CAMEL modified parameters and CAMEL initiated call forwarding include information for one call leg including impacts on all CAMEL services. For more information about CAMEL service and interworking see 3GPP TS 23.078[23] and TS 29.078[24].

CAMEL Terminating service in the VPLMN defined inVT_CSI affect the corresponding incoming CAMEL call leg part of the relevant record.

5.5.1.3
Use of supplementary services 

The recording of supplementary service usage is controlled via the procedures outlined in subclause. These procedures permit the OS to specify the supplementary service actions (invocation, registration etc.) to be recorded. 

In addition to specifying the actions to be recorded, the OS may also determine how these events are to be recorded. Non-call related events, such as the administration of supplementary services by the subscriber via the MMI of the MS, shall result in the production of supplementary service action records. Call related events (e.g. invocation of supplementary services) shall be recorded "in-line" in the appropriate call record and/ or in a separate SS-action record depending on the configuration specified by the OS.

Where the use of a supplementary service results in the production of further connections (e.g. call forwarding, multi-party service etc.) additional call records shall be produced to describe the relevant connections. The use of such services is described in more detail both in this subclause and in the example scenarios.

5.5.1.4
Use of call forwarding

When one of the call forwarding services is used, the NEF of the MSC that forwards the call, shall produce the call record for the forwarded part of the call. The call record produced is an MOC record as described in scenario subclause. 

For further information concerning the recording of call forwarding services see the example scenarios in subclauses.

5.5.1.5
Use of call hold and multi-party services

The use of the call hold service shall be recorded either in-line in the appropriate call record or in a separate supplementary service "invocation" record as described above. For the avoidance of doubt, the duration for which the call is held, i.e. is inactive, is not recorded.

The use of the multi-party service requires a minimum of 3 subscribers and the use of a conference circuit. For the purpose of the following description the subscriber invoking the service is referred to as the conference originator ("A") and the conference call is regarded as consisting of a number of individual "legs" between the organiser and the other parties ("B", "C", etc.) in the call.

Normal MOC and MTC call records shall be generated for each party and each leg of the call. In addition, if common equipment records are enabled, a common equipment record shall be produced for the conference originator in order to record the use of a conference bridge and to record the total duration of the conference connection.

Example: 
Subscriber "C" calls subscriber "A". Subscriber "A" places the call from "C" on hold and makes a second call to subscriber "B". Subscriber "A" then invokes the multi-party service in order to set-up a conference call with "B" and "C".


Assuming that the appropriate types of record are enabled, the following call records shall be produced:

-
An MOC record for subscriber "C" and the "C"->"A" leg of the call;

-
An MTC record for subscriber "A" and the "C"->"A" leg of the call;

-
An MOC record for subscriber "A" and the "A"->"B" leg of the call;

-
An SS-Action record for the invocation of the call hold service by subscriber "A";

-
An MTC record for subscriber "B" and the "A"->"B" leg of the call;

-
An SS-Action record for the invocation of the multi-party service by subscriber "A";

-
A common equipment record for the use of the conference bridge by subscriber "A";

Each of the MOC/MTC records for the conference originator ("A") shall include the supplementary service code for the multi-party service.

Any subsequent action affecting only one leg of the connection shall be recorded either in a separate supplementary service action record or in-line in the appropriate call record. Any action affecting the conference as a whole e.g. the originator holding the conference shall be recorded either in a separate supplementary service action record or in the common equipment usage record.

For further information concerning the recording of multi-party services see the example in subclause scenarios.

5.5.1.6
Use of packet data services

If packet data services are employed in conjunction with a Packet Switched Public Data Network (PSPDN) then an MOC/MTC call record may be produced in the originating/terminating MSC and a gateway record in the gateway/interworking MSC. If the packet volume is not available within the PLMN then this information may also be provided in the form of a call record from the PSPDN. In such cases the OS is responsible for the correlation of the various records describing the connection. The definition of such PSPDN call records is outside the scope of the present document.

5.5.1.7
Inter-msc handover

In the case of an inter-MSC handover the controlling MSC, as defined by GSM 23.009, remains in control of the connection and shall therefore, produce the call record. For the avoidance of doubt, it is not necessary to produce call or event records in the subsequent MSC(s).

5.5.1.8
IMEI Observation

 In order to provide the data required by the mobile equipment management activities outlined in the previous chapters, the NEF of the MSC shall be capable of producing IMEI tickets for each of the following events:

-
usage of a blacklisted IMEI;

-
usage of a greylisted IMEI;

-
usage of an IMEI not found on the white list.

An observed IMEI ticket is generated whenever greylisted, blacklisted or non-whitelisted mobile equipment is detected during an IMEI check. The purpose of the ticket is to link the mobile equipment under observation with its current user (IMSI). The ticket also includes information describing when and where the equipment was used to enable the tracking of such equipment. Finally, if the ticket was triggered by a call attempt, a call reference is provided in order to locate the corresponding call record. 

The IMEI tickets are generated by the NEF of the MSC performing the IMEI check.

5.5.3
PS domain

5.5.3.1
Quality of Service (QoS)

Change in Qos 

5.6
Charging administration

6 Charging Scenarios

This subclause describes the 3G specific charging scenarios for CDR generation.

6.1. Charging Scenarios in CS

This clause contains a number of example scenarios illustrating the purpose and practical usage of the various types of records defined in the previous subclauses. These examples are by no means exhaustive. 

For the purpose of these examples the following assumptions have been made:

-
that the MSC and VLR are co-located;

-
that the records are sent to an OS "Administration/ Billing Center (ADC/BC)" for post-processing;

-
that the generation of all of the record types described in this annex has been enabled;

-
that the HLR interrogation records are produced in the HLR and not the interrogating MSC;

-
that supplementary service actions are recorded in separate event records.

The following conventions have been used for the figures contained within this subclause:

1)
Network connections and signalling transactions are illustrated by means of solid lines and referenced by number e.g. (1).

2)
Operation & Maintenance actions, such as the transfer of call records, are represented by means of dotted lines and referenced by letter e.g. (A).

3)
The ADC/BC has been included in some, but not all, of the examples. The only reason for this decision is to simplify the resulting figures. For the avoidance of doubt, the presence of an ADC/BC is assumed even if not explicitly included.

The following examples are included:-

1)
Mobile to Land (outgoing) call;

2)
Land to Mobile (incoming) call;

3)
Mobile to Mobile call within the same network;

4)
Incoming call to a roaming subscriber;

5)
Incoming call to a PLMN Service Centre;

6)
Call Forwarding Unconditional;

7)
Call Forwarding conditional (on Busy);

8)
Delivery of a Mobile Terminated Short Message;

9)
Call Hold and Multi-party services;

10)

Outgoing call handled by CAMEL;

11)

Incoming call handled by CAMEL without redirection;

12)

Incoming call to a roaming subscriber handled by CAMEL;

13)

Incoming call handled by CAMEL with redirection decided and forwarding leg handled by CAMEL;

14)

Incoming call handled by CAMEL without redirection and forwarded early using GSM SS but controlled by CAMEL; 

15)

Incoming call handled by CAMEL without redirection and forwarded late using GSM SS but controlled by CAMEL;

16)

Early forwarded call controlled by CAMEL;

17) 
Late forwarded call controlled by CAMEL;

18) 
Incoming call handled by CAMEL with redirection initated by CAMEL feature. 

6.1.1
Mobile to land (outgoing) call

Figure 5 illustrates a simple outgoing call from a PLMN subscriber "A" to a fixed network subscriber "B" (1). 

The originating MSC (MSC-A) shall generate an MOC record for subscriber "A".

The GMSC shall create an outgoing gateway record for accounting with the fixed network including details of the point at which the call left the PLMN i.e. the GMSC id. and outgoing trunk group. This record also includes time stamps to determine both the holding time of the outgoing trunk and the duration of the conversation.

For the avoidance of doubt, even if the MSC and GMSC are co-located both records shall be produced.

The records generated are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.
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Figure 5: Mobile to land (outgoing) call

6.1.2
Land to mobile (incoming) call

Figure 6 illustrates a simple incoming call from a fixed network subscriber "A" to a PLMN subscriber "B". 

The incoming call is first routed to a GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes to record the point at which the call entered the network together with the time stamps required to calculate the holding time of the incoming trunk and the conversation duration. This gateway record shall contain the IMSI of the called subscriber.

The GMSC interrogates the HLR of the called subscriber in order to determine his current location (2). The HLR shall create an HLR interrogation event record. 

The GMSC routes the call to the MSC at which the subscriber is currently registered (3). This terminating MSC (MSC-B) shall create an MTC record for subscriber "B". 

For the avoidance of doubt, even if the MSC and GMSC are co-located both the MTC and gateway records shall be produced.

The records generated are subsequently transferred to the OS either on release of the connection or when collected by the OS (A).
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Figure 6: Land to mobile (incoming) call

6.1.3
Mobile to mobile call within the same network

Figure 7 illustrates a simple mobile to mobile call from subscriber "A" to subscriber "B" both within the same PLMN. 

The originating MSC (MSC-A) shall produce an MOC record for the call to subscriber "B".

Having received a setup request from subscriber "A" (1), MSC-A interrogates the HLR of the called subscriber in order to determine his current location (2). The HLR shall create an HLR interrogation event record. 

MSC-A routes the call to the MSC at which subscriber is currently registered (3). This terminating MSC (MSC-B) shall create an MTC record for subscriber "B". If MSC-A and MSC-B are co-located then two records, one MOC and one MTC, shall be produced for this call.

The records generated are subsequently transferred to the OS either immediately following the release of the connection or when collected by the OS.
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Figure 7: Mobile to mobile call

6.1.4
Incoming call to a roaming subscriber

Figure 8 illustrates an incoming call from a fixed network subscriber "A" to a PLMN subscriber "B" who is currently roaming in another PLMN. 
The call is first routed to a GMSC (1) and the GMSC shall create an incoming gateway record for accounting purposes as described in scenario subclause. The GMSC interrogates the HLR of the called subscriber in order to determine his current location (2). The HLR shall create an Interrogation event record. 

The GMSC routes the call to the VPLMN in which subscriber "B" is currently located (3). The GMSC shall create an outgoing gateway record for accounting purposes. The GMSC shall also create a roaming record. This record includes the IMSI of the "B" subscriber and may be used as a cross-check for the TAP information received from the VPLMN.

The call is then routed by the VPLMN to the MSC at which the subscriber is currently located (4). The GMSC of the VPLMN shall produce an incoming gateway record and the terminating MSC shall create an MTC record for the call to "B". 

The records generated are subsequently transferred to the OS of the appropriate PLMN (A). The MTC record generated by the terminating MSC shall be employed to create the appropriate MTC TAP record. The TAP records shall be included in a TAP file and transmitted to the HPLMN (B).
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Figure 8: Incoming call to a roaming subscriber

6.1.5
Incoming call to a PLMN service centre 

Figure 9 illustrates an incoming call from a fixed network subscriber "A" to a Service Centre directly connected to an MSC within a PLMN network. Examples for services provided by such a Service Centre include Voice Mail services, Operator services etc. 

The call is routed to a GMSC within the PLMN (1). The GMSC analyses the dialled digits and routes the call directly to the MSC to which the Service Centre is connected (2). 

As HLR interrogation is not required, there will be no HLR Interrogation record. The GMSC shall however, create an incoming gateway record based on the point at which the call entered the network and the destination (Service Centre) of the call. 

The MSC then connects the calling subscriber to the service centre. As no mobile subscriber is involved, the MSC will not create an MTC record, however, the MSC shall create a transit Record describing the destination of the call.

The records generated are subsequently transferred to the OS of the PLMN (A). 

It should be noted that without the transit record, the MSC would not generate a record for this connection.
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Figure 9: Incoming call to a PLMN service centre

6.1.6
Call forwarding unconditional

Figure 10 illustrates an incoming call from a fixed network subscriber "A" to a mobile subscriber "B" who has registered and activated Call Forwarding Unconditional (CFU) for the appropriate service. The call is subsequently forwarded to a second fixed network subscriber "C". 

For simplicity the registration and activation of CFU have not been included in the diagram. These actions shall of course be recorded in the appropriate supplementary service records. 

The incoming call is routed to a GMSC (1). This part of the connection is identical to the scenario outlined in scenario subclause.

The GMSC interrogates the HLR of the called subscriber in order to determine his current location (2). The HLR shall create an HLR interrogation event record. The HLR informs the GMSC that "B" has activated CFU to subscriber "C".

The GMSC forwards the call to the fixed network subscriber "C" (3). The GMSC shall create an MTC record for the "B" subscriber for the call from "A" and an MOC (call forwarding) record for the "B" subscriber for the call to "C". Both records shall contain the supplementary service employed (CFU). The GMSC shall also produce an outgoing gateway record as described in scenario subclause.

The records generated are subsequently transferred to the OS of the HPLMN (A).


[image: image10.wmf]
Figure 10: Call forwarding unconditional

6.1.7
Call forwarding conditional (on busy)

Figure 11 illustrates a mobile originated call from subscriber "A" to a second mobile subscriber "B" who has registered and activated Call Forwarding on Busy (CFB) for the appropriate service. The call is subsequently forwarded to a third mobile subscriber "C". In this example, all three subscribers are currently located within the same (the home) network. 

For simplicity the registration and activation of CFB have not been included in the diagram. 

Having received a setup request from subscriber "A" (1), the originating MSC (MSC-A) interrogates the HLR of subscriber "B" in order to determine his current location (1a). The call is then routed to MSC-B (2).

MSC-A shall create an MOC record for subscriber "A" containing details of the call to "B". The HLR shall produce an HLR interrogation record.

On determining that subscriber "B" is busy and that CFB is active, the forwarding MSC/VLR (MSC-B) interrogates the HLR of subscriber "C" to determine his current location (2a) and forwards the call accordingly (3).

MSC-B shall produce an MTC record for the "B" subscriber for the call from "A" and an MOC record for the "B" subscriber for the call to "C". Both records shall include the supplementary service employed (CFB). The HLR shall produce an Interrogation record. 

The terminating MSC (MSC-C) shall create a normal MTC record for subscriber "C".

The records generated are subsequently transferred to the OS of the PLMN. 
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Figure 11: Call forwarding conditional (busy)

6.1.8
Delivery of a mobile terminated short message 

Figure 12 illustrates the delivery of a short message to a mobile subscriber.

The short message service center delivers the message to a GMSC or gateway function (1). The GMSC shall create an SMS gateway MT record.

The GMSC then interrogates the HLR of the subscriber to determine his current location (2). The HLR shall create an HLR interrogation record.

The message is subsequently transmitted to the MSC serving the mobile subscriber and finally to the mobile station of that subscriber (3). The MSC shall create an SMS MT record.

The records generated are subsequently transferred to the OS of the HPLMN (A).
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Figure 12: Delivery of a short message to a mobile subscriber

6.1.9
Call hold and multi-party service

Figure 13 illustrates the use of the call hold and multi-party services.

A mobile subscriber ("A") sets up an outgoing call (1) to an ISDN subscriber ("B"). This call is recorded as outlined in scenario subclause.

Subscriber "A" then invokes the call hold service. MSC-A shall produce a supplementary service action record for the invocation.

Subscriber "A" then sets up a side-call (2) to a second mobile subscriber ("C") within the same network. This call is recorded as outlined in scenario subclause.

Subscriber "A" subsequently invokes the multi-party service in order to set up a three-party conference with "B" and "C". MSC-A shall produce a common equipment record for the use of a conference circuit by subscriber "A". This record shall record the duration of the whole conference irrespective of the number of parties subsequently added to, or removed from the conference connection.

Note that the MOC records produced by MSC-A for both the A -> B and A -> C legs of the conference shall contain the supplementary service code for multi-party.

 
[image: image13.wmf]
Figure 13: Call hold and multi-party service

6.1.10
Outgoing call handled by CAMEL

Figure 14 illustrates an outgoing CAMEL call from a mobile CAMEL subscriber "A" to a fixed network subscriber "B" (1).

The "A" subscriber has an active O-CSI (stored in the VLR). Therefore MSC-A requests instructions from the gsmSSF which passes the CAMEL service key to the gsmSCF to indicate which service logic it should apply (2). 

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

When gsmSCF processing is complete the call control is returned to MSC-A.

MSC-A generates an MOC record for the "A" subscriber. This record may be linked to an optional SCF-record. The record includes O-CSI data.

The GMSC routes the call to the "B" subscriber (3). The GMSC shall create an outgoing gateway record as described in scenario subclause.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Outgoing gateway record
MOC record
-
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Figure 14: Outgoing call handled by CAMEL

6.1.11
Incoming call handled by CAMEL without redirection

Figure 15 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B".

The incoming call is first routed to the GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes.

The GMSC interrogates the HLR of the called subscriber in order to fetch the T-CSI (2). The HLR shall create an HLR interrogation record.

The "B" subscriber has an active T-CSI. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (3).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

When gsmSCF processing is complete the call control is returned to the GMSC. The GMSC shall generate a terminating CAMEL interrogation record which contains T-CSI data.

The GMSC interrogates the HLR in order to determine his current location (4). The HLR shall create an HLR interrogation record.

The call is routed to MSC-B (5). An MTC record shall be generated.

For avoidance of doubt, even if the MSC and GMSC are co-located both the MTC and gateway records shall be produced.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
MTC record
HLR interrogation record

Terminating CAMEL int. record
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Figure 15: Incoming call handled by CAMEL without redirection

6.1.12
Incoming call to a roaming subscriber handled by CAMEL

Figure 16 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B" who is currently roaming in another PLMN.
The call is first routed to a GMSC (1) and the GMSC shall create an incoming gateway record for fixed network accounting purposes. 

The GMSC interrogates the HLR of the called subscriber in order to fetch the T-CSI (2). The HLR shall create an HLR interrogation record.

The "B" subscriber has an active T-CSI. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (3).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

When gsmSCF processing is complete the call control is returned to the GMSC. The GMSC shall generate a terminating CAMEL interrogation record which contains T-CSI data.

The GMSC interrogates the HLR in order to determine his current location (4). The HLR shall create an HLR interrogation record.

The GMSC routes the call to the VPLMN in which subscriber "B" is currently located (5). The GMSC shall create an outgoing gateway record for accounting purposes. The GMSC shall also create a roaming record. This record includes the IMSI of the "B" subscriber and may be used as a cross-check for the TAP information received from the VPLMN.

The call is then routed by the VPLMN to the MSC at which the subscriber is currently located (6). The GMSC of the VPLMN shall produce an incoming gateway record and the terminating MSC shall create an MTC record for the call to "B". 

The records generated are subsequently transferred to the OS of the appropriate PLMN (A). The MTC record generated by the terminating MSC shall be employed to create the appropriate MTC TAP record. The TAP records shall be included in a TAP file and transmitted to the HPLMN (B).

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
-
HLR interrogation record

Terminating CAMEL int. record



Roaming record



Outgoing gateway record



The following records are generated in VPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
MTC record
-
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Figure 16: Incoming call to a roaming subscriber handled by CAMEL

6.1.13
Incoming call handled by CAMEL with redirection decided and forwarding leg handled by CAMEL

Figure 17 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B". The call is subsequently forwarded to a second fixed network subscriber "C" by CAMEL initiated Call Forwarding.

The incoming call is routed to the GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes.

The GMSC interrogates the HLR of the called subscriber in order to fetch the T-CSI and O-CSI (2).

The "B" subscriber has an active T-CSI. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (3).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

The gsmSCF modifies the Called Party number and sets the CAP parameter ‘Apply O-CSI’. When gsmSCF processing is complete the call control is returned to the GMSC. The GMSC shall generate a terminating CAMEL interrogation record which contains T-CSI data.

The "B" subscriber has an active O-CSI. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (4).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

When gsmSCF processing is complete the call control is returned to the GMSC

The GMSC redirects the call to the fixed network subscriber "C" (5). The GMSC shall generate an MTC record for the "B" subscriber for the call from "A" and an MOC (call forwarding) record for the "B" subscriber for the call to "C". The MOC record includes O-CSI data and the parameter ‘CAMEL initiated CF indicator’. The GMSC shall also produce an outgoing gateway record as described in scenario subclause.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
-
HLR interrogation record

Terminating CAMEL int. record



MTC record



MOC (CF) record



Outgoing gateway record




[image: image17.wmf]ISDN/PSTN

B

MSC-B/

gsmSSF

GMSC/

gsmSSF

gsmSCF

A

ADC/BC

A

1

2

3

4

T-

CSI(A-B)

O-

CSI(B-C)

C

5

1

5

HPLMN

HLR


Figure 17: Incoming call handled by CAMEL with redirection decided and forwarding leg handled by CAMEL

6.1.14
Incoming call handled by CAMEL without redirection and forwarded early using GSM SS but controlled by CAMEL

Figure 18 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B". The call is subsequently forwarded to a second fixed network subscriber "C" by GSM SS Call Forwarding Unconditional (CFU) but controlled by CAMEL.

For simplicity the activation and registration of CFU have not been included in the diagram. These actions shall of course be registrated in the appropriate supplementary service records.

The incoming call is routed to the GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes.

The GMSC interrogates the HLR of the called subscriber in order to fetch the T-CSI and O-CSI (2). The HLR shall create an HLR interrogation record. The HLR informs the GMSC that "B" has activated CFU.

The "B" subscriber has an active T-CSI. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (3).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

When gsmSCF processing is complete the call control is returned to the GMSC. The GMSC shall generate a terminating CAMEL interrogation record which contains T-CSI data. 

The "B" subscriber has an active O-CSI. Because the "B" subscriber has activated CFU he acts as the originating party for the forwarded leg. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (5).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

When gsmSCF processing is complete the call control is returned to the GMSC

The GMSC redirects the call to the fixed network subscriber "C" (6). The GMSC shall generate an MTC record for the "B" subscriber for the call from "A" and an MOC (call forwarding) record for the "B" subscriber for the call to "C". The MOC record includes O-CSI data. The GMSC shall also produce an outgoing gateway record as described in scenario subclause “...”.

If the B-subscriber do not have an active O-CSI the call is forwarded to the "C" subscriber after the first gsmSCF invocation.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
-
HLR interrogation record

Terminating CAMEL int. record



MTC record



MOC (CF) record



Outgoing gateway record
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Figure 18: Incoming call handled by CAMEL without redirection and forwarded early using GSM SS but controlled by CAMEL

6.1.15
Incoming call handled by CAMEL without redirection and forwarded late using GSM SS but controlled by CAMEL

Figure 19 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B" who has registered and activated Call Forwarding on No Reply (CFNRY) for the appropriate service. The call is subsequently forwarded to a second fixed network subscriber "C".

For simplicity the registration and activation of CFNRY have not been included in this diagram. These actions shall be recorded in the appropriate supplementary service records.

The incoming call is routed to the GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes.

The GMSC interrogates the HLR of the called subscriber in order to fetch the T-CSI and O-CSI (2). The HLR shall create an HLR interrogation record.

The "B" subscriber has an active T-CSI. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to the gsmSCF to indicate which service logic it should apply (3).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information.

When gsmSCF processing is complete the call control is returned to the GMSC. The GMSC shall generate a terminating CAMEL interrogation record which contains T-CSI data.

The GMSC interrogates the HLR in order to determine his current location (4). The HLR shall create an HLR interrogation record.

The call is routed to MSC-B (5). The "B" subscriber do not answer the call. MSC-B shall produce an MTC record for the "B" subscriber for the call from "A". 

The "B" subscriber has an active O-CSI. Because the "B" subscriber has activated CFNRY he acts as the originating party for the forwarded leg. Therefore MSC-B requests instructions from the gsmSSF which passes the CAMEL service key to the gsmSCF to indicate which service logic it should apply (6).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information.

When gsmSCF processing is complete the call control is returned to MSC-B.

MSC-B forwards the call via the GMSC to the "C" subscriber (7). MSC-B shall produce an MOC (call forwarding) for the "B" subscriber for the call to "C". The record includes O-CSI data. The GMSC shall also produce an outgoing gateway record as described in scenario subclause “...”.

If the B-subscriber do not have an active O-CSI the call is forwarded to the "C" subscriber after detecting the call forwarding condition.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
MTC record
-

Terminating CAMEL int. record
MOC (CF) record


Outgoing gateway record
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Figure 19: Incoming call handled by CAMEL without redirection and forwarded late using GSM SS but controlled by CAMEL

6.1.16
Early forwarded call controlled by CAMEL

Figure 20 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B". The call is subsequently forwarded to a second fixed network subscriber "C" by GSM SS Call Forwarding Unconditional (CFU) but controlled by CAMEL.

For simplicity the activation and registration of CFU have not been included in the diagram. These actions shall of course be registrated in the appropriate supplementary service records.

The incoming call is routed to the GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes.

The GMSC interrogates the HLR of the called subscriber in order to fetch the O-CSI (2). The HLR shall create an HLR interrogation record. The HLR informs the GMSC that "B" has activated CFU.

The "B" subscriber has an active O-CSI. Because the "B" subscriber has activated CFU he acts as the originating party for the forwarded leg. Therefore the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (3).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

When gsmSCF processing is complete the call control is returned to the GMSC

The GMSC redirects the call to the fixed network subscriber "C" (5). The GMSC shall generate an MTC record for the "B" subscriber for the call from "A" and an MOC (call forwarding) record for the "B" subscriber for the call to "C". The MOC record includes O-CSI data. The GMSC shall also produce an outgoing gateway record as described in scenario subclause “...”.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
-
HLR interrogation record

MTC record



MOC (CF) record



Outgoing gateway record
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Figure 20: Early forwarded call controlled by CAMEL

6.1.17
Late forwarded call controlled by CAMEL

Figure 21 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B" who has registered and activated Call Forwarding on No Reply (CFNRY) for the appropriate service. The call is subsequently forwarded to a second fixed network subscriber "C".

For simplicity the registration and activation of CFNRY have not been included in this diagram. These actions shall be recorded in the appropriate supplementary service records.

The incoming call is routed to the GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes.

The GMSC interrogates the HLR of the called subscriber in order to determine the current location (2). The HLR shall create an HLR interrogation record.

The call is routed to MSC-B (3). The "B" subscriber do not answer the call. MSC-B shall produce an MTC record for the "B" subscriber for the call from "A". 

The "B" subscriber has an active O-CSI. Because the "B" subscriber has activated CFNRY he acts as the originating party for the forwarded leg. Therefore MSC-B requests instructions from the gsmSSF which passes the CAMEL service key to gsmSCF-B to indicate which service logic it should apply (4).

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information.

When gsmSCF processing is complete the call control is returned to MSC-B.

MSC-B forwards the call via the GMSC to the "C" subscriber (5). MSC-B shall produce an MOC (call forwarding) for the "B" subscriber for the call to "C". The record includes O-CSI data. The GMSC shall also produce an outgoing gateway record as described in scenario subclause “...”.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record
MTC record
HLR interrogation record

Outgoing gateway record
MOC (CF) record
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Figure 21: Late forwarded call controlled by CAMEL

6.1.18
Incoming call handled by CAMEL with redirection initiated by CAMEL feature

Figure 22 illustrates an incoming call from a fixed network subscriber "A" to a mobile CAMEL subscriber "B". The call is subsequently redirected to a second fixed network subscriber "C" by CAMEL initiated redirection.

The incoming call is routed to the GMSC (1). The GMSC shall create an incoming gateway record for fixed network accounting purposes.

The GMSC interrogates the HLR of the called subscriber in order to fetch the T-CSI (2) and the O-CSI (2). The HLR shall create an HLR interrogation record.

Since subscriber "B" has an active T-CSI and the trigger criterias are met the GMSC requests instructions from the gsmSSF which passes the CAMEL service key to a gsmSCF to indicate which service logic it should apply (3). A terminating CAMEL interrogation record is generated in the GMSC for  invoking the terminating CAMEL call handling.

The gsmSCF may interrogate the HLR for subscriber information. As a network option, the operator may refuse to provide the requested information. 

The gsmSCF returns a modified destination routing address to the GMSC (without the option "apply O-CSI"). Therefore for the redirection leg (B-C) the CAMEL feature is not invoked.

The GMSC redirects the call to the fixed network subscriber "C" (4). For fixed network accounting purposes the GMSC shall generate an outgoing gateway record as described in scenario subclause “...”.

The generated records are subsequently transferred to the OS (A) either as event reports following the release of the connection or when collected by the OS.

The following records are generated in HPLMN in this call scenario:

GMSC
MSC
HLR

Incoming gateway record

HLR interrogation record

Terminating CAMEL interrogation record



Outgoing gateway record
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Figure 22: Incoming call handled by CAMEL with redirection initiated and by CAMEL feature

6.2. Charging Scenarios in PS

This subclause contains a number of example scenarios illustrating the purpose and practical usage of the various types of records defined in the previous subclauses. These examples are by no means exhaustive. 

For the purpose of these examples the following assumptions have been made:

-
the CDR records are sent to a CGF;

-
the generation of all of the CDR record types has been enabled.

The following conventions have been used for the Figures 23 - 26 contained within this subclause:

1)
Network connections and signalling transactions are illustrated by means of solid lines and referenced by number e.g. (1).

2)
Operation & Maintenance actions, such as the transfer of call records, are represented by means of dotted lines and referenced by letter e.g. (A).

6.2.1
GPRS Mobile to PDN Context

Figure 23 illustrates a simple outgoing GPRS context from a PLMN GPRS subscriber "A" to a mainframe "B" via a PDN (1). 

The respective PDP context is activated in the SGSN and GGSN and PDP PDUs are routed in MO and MT direction. The SGSN shall create an S-CDR and the GGSN shall create a G-CDR for subscriber "A".

The records generated are subsequently transferred to the CGF (A). The CGF transfers the CDRs to the BS.
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Figure 23: GPRS Mobile to PDN Context

6.2.2
GPRS Mobile to Mobile Context

Figure 24 illustrates a simple GPRS mobile to mobile context within the same HPLMN.

The respective A-party related PDP context is activated in the SGSN-A and the GGSN (1).

After the location of subscriber "B" is determined, the B party related PDP context is activated (2) in the SGSN-B and the GGSN and PDP PDUs are routed in MO and MT direction. The SGSN-A shall create an S-CDR and the GGSN shall create a G-CDR for subscriber A, the SGSN-B shall create an S-CDR and the GGSN shall create a G-CDR for subscriber "B".

If subscriber "A" and subscriber "B" use the same GGSN, both G-CDRs are produced at that GGSN.

If session leg (2) requires a PDP context activation the respective PDP records will contain a network initiated PDP context activation-flag.

The records generated are subsequently transferred to the CGF (A). The CGF transfers the CDRs to the BS.
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Figure 24: GPRS Mobile to Mobile Context

6.2.3
PDN to GPRS Mobile Context

Figure 25 illustrates a simple incoming GPRS context from a mainframe "A" to GPRS mobile subscriber "B" via a PDN (1). After the location of subscriber "B" is determined, the PDP context is activated (2).

The GGSN receiving the PDUs shall generate a G-CDR whereas the SGSN currently serving subscriber "B" creates an S-CDR. These records contain a flag that the PDP context is activated due to network request.

The records generated are subsequently transferred to the CGF (A). The CGF transfers the CDRs to the BS.
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Figure 25: PDN to GPRS Mobile Context

6.2.4
GPRS Mobile to PDN Context while roaming, GGSN in HPLMN

Figure 26 illustrates an outgoing GPRS context from a roaming GPRS mobile subscriber "A" to mainframe "B" via Boarder Gateway, inter PLMN backbone and GGSN of the HPLMN (1).

The respective a-party related PDP context is activated in the SGSN and GGSN and PDUs are routed in MO and MT direction. The SGSN shall create an S-CDR (VPLMN) and a G-CDR is generated at the used GGSN (HPLMN) for subscriber "A". From the GGSN the packets are sent via the PDN to the mainframe "B".

The records generated in the HPLMN and the VPLMN are subsequently transferred to the CGFs (A). The CGFs transfer the CDRs to the BS. (B)

Later on the records created in the VPLMN are transferred from the BS to the BS of the HPLMN via TAP procedure (C).
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Figure 26: GPRS Mobile to PDN Context whilst roaming via BG

7
Charging Data Description

This subclause describes the 3G specific Events and Call Detail Record Structures. 

7.1
CS Domain CDRs

The CS Domain specific CDRs are defined in the specification 32.005 ‘Circuit switched (CS) domain call data description’.

7.2
PS Domain CDRs

The PS Domain specific CDRs are defined in the specification 32.015 ‘Packet switched (PS) domain call data description’.

7.3
Service Related CDRs 

As well as the 3G Network specific services i.e. MMS, LCS applications/services will be provided to the 3G subscribers by service nodes outside the scope of the 3G network. These servers (service nodes) responsible for the provision of an application services to a subscriber via the 3G network, can generate a service related CDR to record the details of the service transaction provided.  

A single service specific CDR is defined to support the groups of application services. The service related CDR  generated by a server positioned either internal or outside the scope Network operators network. Where the server is positioned outside the 3G Operators network, compliance, security and financial arrangements between the two parties will need to be agreed.

8
Charging Data Transfer

This subclause describes the 3G specific CDR transfer in CS to the billing system and in PS to the CGF.

8.1
Bulk record transfer in CS domain

The CDR shall be transferred from the network elements (MSC) to the billing system by the use of FTAM  protocol on X.25 or TCP/IP, and FTP or TFTP over TCP/IP. For further details of the use of FTAM see GSM 12.01 [19] and of the use of FTP see [27] and TFTP see [28]. 

In addition to the simple file transfer services provided by FTAM, peer-to-peer application process communication may be also be supported. The use of CMIS services for the uploading of files from the NEF to the OSF is specified in GSM 12.00 [18].

8.2
Charging Protocol in PS domain

The protocol GTP’ has been designed to provide this CDR collection generated by GPRS nodes and collected by teh CGF. The CGF-BS interface is also described in this subclause.

8.2.1
GPRS CDR Collection by GTP' Protocol

The GTP’ protocol has been designed to deliver GPRS CDRs to the CGF(s) from those Network Elements (NEs) or functional entities generating charging records.  The GTP’ protocol is required when the CGF resides in alternate nodes to those CDR generating nodes (e.g. the SGSN and GGSN). The GTP’ protocol designed for GPRS charging data collection has been derived from the GTP protocol (defined in 3GPP TS 29.060 [22]) which is used for packet data tunnelling in the GPRS backbone network.

GTP’ is based on GTP with enhancements and additional message types. GTP’ operates on the Ga interface. 
GTP’ however does not imply the use of the GPRS backbone network, and may be implemented on alternate bearers. 

The GTP’ contains the following functions:

-
CDR transfer mechanism between GPRS nodes generating CDRs and the Charging Gateway Functionality.

-
Redirection of CDR transfer to another CGF.

-
Ability to detect communication failures between the CDR handling GPRS Network Elements by echo messaging.

-
Ability of a CDR handling node to advertise the peer CDR handling GPRS Network Elements about its CDR transfer capability (e.g. after a period of service downtime).

-
Ability to prevent duplicate CDRs that might arise during redundancy operations. If so configured, the CDR duplication prevention function may also be carried out by marking potentially duplicated CDR packets and delegating the final duplicate deletion task to CGF or Billing System - BS (instead of handling the possible duplicates solely by GTP’ messaging).
-
The aim of the duplication prevention support of GTP' is to reduce the number of duplicated CDRs sent towards the BS and to support the BS in keeping the efforts for duplicate CDR checking as small as possible.
8.2.1.1
SGSN - CGF communication

SGSN - CGF: GTP' over UDP/TCP and IP
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Figure 27: Protocol layers between the SGSN and the CGF

8.2.1.2
GGSN - CGF communication

GGSN - CGF: GTP' over UDP/TCP and IP:

[image: image28.wmf]L2

L1

IP

GTP’

GGSN

UDP/TCP

L2

L1

IP

GTP’

CGF

UDP/TCP

G-

CDRs

G-

CDRs


Figure 28: Protocol layers between the GGSN and the CGF

8.2.1.3
CGF - CGF communication

CGF - CGF: GTP' over UDP/TCP and IP:
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Figure 29: Protocol layers between CGFs

8.2.1.4
Port usage

GPRS charging may be facilitated by sending the CDRs from the GSNs to the CGF over the Ga interface.  The Path Protocol may be UDP (compliant with STD 0006[36]) or TCP (compliant with STD 0007[39]).

8.2.1.4.1
UDP as the Path Protocol

Ports for signalling the request messages:

-
The UDP Destination Port may be the server port number 3386 which has been reserved for GTP. Alternatively another port can be used, which has been configured by O&M. 

-
The UDP Source Port is a locally allocated port number at the sending GSN.

Ports for signalling the response messages:

-
The UDP Destination Port value shall be the value of the Source Port of the corresponding request message.

-
The UDP Source Port shall be the value from the Destination Port of the corresponding request message.

8.2.1.4.2
TCP as Path Protocol

The TCP Destination Port may be the server port number 3386, which has been reserved for G-PDUs. Alternatively, another port may be used as configured by O&M. Extra implementation-specific destination ports are possible but all CGFs shall support the server port number.

The TCP Source Port is a random port, locally assigned at the sending GSN.

8.2.1.4.3
Network layer and lower layers

Beneath the Path Protocol there is the network IP layer, which shall be the Internet Protocol (IP) compliant with STD 0005(see [37] and [38]). Beneath the network IP layer are the L2 and L1 layers, which are not specified in the present document.

8.2.1.5
Charging related requirements for GPRS nodes

Each GPRS node (SGSN, GGSN, CGF, and in future the PTM-SC) supporting GTP’ shall be capable of handling or responding with a "Service/Version not supported" message if that node is configured to be addressed by another GPRS node.

When a new PDP context is activated or after an inter SGSN handover the GGSN will inform the related SGSN which CGF it should send its CDRs to. All other non-PDP context related CDRs are sent to the current default CGF for that CDR generating node. Each CDR generating node will have an O&M configurable CGF address list to which it can send its CDRs. The list will be organized in CGF address priority order. If the Primary CGF is e.g. out of service, then the CDR generating node shall send the CDRs to the Secondary CGF and so on.

Each GPRS CDR generating node will only send the records to the CGF(s) of the same GPRS PLMN, not to CGF(s) located in other PLMNs.

Each CGF in the GPRS PLMN shall know of all other CGFs network addresses. This is achieved by O&M configuration facilities that will enable each CGF to have a configurable list of peer CGF addresses.

8.2.2
The GTP' charging protocol

This subclause describes the features of the GTP' protocol. For the message types mentioned in subclause "Reused GTP message types" of the present document, see also the related subchapters in 3GPP TS 29.060 [22]. 
GTP' is used for GPRS and 3G charging data collection.

8.2.2.1
Usage of GTP Header in charging

The start of the GTP header defined in 3GPP TS 29.060 [22] is reused. In GTP' messaging only the signalling plane of GTP is partly reused.

Bit 5 of octet 1 of the GTP header is the Protocol Type flag and is '0' if the message is GTP'.

The Version bits indicate the GTP' protocol version when the Protocol Type flag is '0'.

Bit 1 of octet 1 is not used in GTP' (except in v0), and it is '0' in the GTP' header.

The Length indicates the length of payload (number of octets after the GTP' header).

The Sequence Number of the packet is part of the GTP' header.



Bits

Octets

8
7
6
5
4
3
2
1

1

Version
PT
Spare ‘ 1 1 1 ‘
‘ 0 ‘

2

Message Type

3 - 4

Length 

5 - 6

Sequence Number

Figure 30: GTP' header

8.2.2.2
Information elements

The messages may contain several information elements. The TLV (Type, Length, Value) or TV (Type, Value) encoding formats shall be used for the GTP’ information elements. The GTP’ messages shall have the information elements sorted with the Type fields in ascending order. The Length field shall contain the information element length excluding the Type and Length fields. 

Within the Type field the most significant bit will be set to 0 when the TV format is used and set to 1 when the TLV format is used. 
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Figure 31: Type field for TV and TLV format

8.2.3
GTP' Message Types

8.2.3.1
List of all GTP' message types

GTP' defines a set of messages between two associated nodes. The GTP' messages defined are shown in table 5. 
 The other messages are inherited from the GTP protocol.
Of the GTP' introduced signalling message types, Node Alive Request, Node Alive Response, Redirection Request and Redirection Response belong to the "Path Management messages". The Data Record Transfer Request and Data Record Transfer Response form the message type group "Record Transmission messages".

The reserved fields in the signalling messages shall be filled with ones, and are intended for future use.

GTP’ reuses the GTP Cause values. The message type numbers required for the newly introduced GTP' messages have been derived from the unallocated message type number space specified in the GTP message table defined in 3GPP TS 29.060 [22].

The number ranges allocated for GTP’ are as follows: 

For Information Elements: 117-127 (TV type fields) and 239-254 (for TLV type fields).

TLV Information Element types introduced in the present document:

254
Address of Recommended Node

253
Requests Responded

252
Data Record Packet

251
Charging Gateway Address  (this IE is also used in 3GPP TS 29.060 [22])

250
Sequence Numbers of Cancelled Packets

249
Sequence Numbers of Released Packets

TV Information Element types introduced in the present document:

127
Charging ID

126
Packet Transfer Command

For Cause Codes:  Cause values used in requests: 49 to 63, Cause values used in responses indicating acceptance: 177 to 191, Cause values used in responses indicating rejection: 241 to 255.

Charging related Cause values introduced for the present document:

In requests:

63   
This node is about to go down

62   
Another node is about to go down

61   
The receive buffers are becoming full

60   
The transmit buffers are becoming full

59   
System failure

In responses indicating acceptance:

-

In responses indicating rejection:

255   
Request not fulfilled

254   
Sequence numbers of released/cancelled packets IE incorrect

253
Request already fulfilled

252
Request related to possibly duplicated packets already fulfilled

The charging related message types are listed in table 5. For a description about the GTP messages reused in GTP', see the subclause "Reused GTP message types" of the present document, and for further details about those messages see 3GPP TS 29.060 [22], the GTP specification.

Table 5: GTP' messages

Message Type value

(Decimal)
GTP' message

(see NOTE)

1
Echo Request

2
Echo Response

3
Version Not Supported

4
Node Alive Request

5
Node Alive Response

6
Redirection Request

7
Redirection Response




240
Data Record Transfer Request

241
Data Record Transfer Response

others
reserved for future use

8.2.3.2
Reused GTP message types

The existing Echo Request and Echo Response messages defined in 3GPP TS 29.060 [22] are also used in GPRS charging. They may be used by the CDR generating nodes SGSN or GGSN, or by the CGF for checking if another GSN or CGF is alive. If the present document and 3GPP TS 29.060 [22] differ in their description then the 3GPP TS 29.060 [22] is to be taken as the latest specification status of the related Information Elements. If the path protocol is TCP, Echo Request and Echo Response messages are not required.

The Version Not Supported message in the GTP’ resembles much the corresponding GTP message. It indicates the latest GTP’ version that the GTP’ entity can support. If a receiving node receives a GTP’ message of an unsupported version, that node shall return a GTP’ Version Not Supported message indicating in the Version field of the GTP’ header the latest GTP’ version that that node supports. The received payload data of the GTP’ packet shall then be discarded.

The Version bits in the GTP’ header have currently the following possible values:

GTP’ version 0 (binary ‘000’) is the GSM 12.15 v7.0.0 (October 1998) level, with the following Message Type values: 3 = Version Not Supported, 4 = Node Alive Request, 5 = Node Alive Response, 6 = Redirection Request, 7 = Redirection Response. In clause 7.3.4.6 the Requests Responded information element has Length field in place of the Number of Requests Responded field, to make that TLV IE to be handled like normal TLV IEs. If the GTP' v0 is used in parallel to GTP' v2 or a newer version, then a 6 octet header length (with no trailing dummy octets) is used also with v0 (like in GTP' v2). The mark of the usage of GTP' v0 with 6 octet header (instead of the original 20 octet long header) is then the version bits being 0 and the bit 1 of octet 1being  '1' (instead of '0').

GTP’ version 1 (binary ‘001’) is the same as version 0, but with the duplicate CDR prevention mechanism, introduced in GSM 12.15 version 7.2.1 (1999-07) of the GPRS charging specification.

GTP' version 2 (binary ‘010’) is the same as version 1, but the header is just 6 octets long (no unused trailing octets). IPv6 address type is also supported (for Address of Recommended Node information element of the Redirection Request).

8.2.3.3
GTP message type modifications implied by GTP'

The GPRS charging related features in GTP are in the Create PDP Context Response: the Charging ID Information Element (IE) and the Charging Gateway Address IE, in the Update PDP Context Response the Charging ID Information Element (IE) and  the Charging Gateway Address IE, in the Create AA PDP Context Response: the Charging ID IE and the Charging Gateway Address IE. Refer to 3GPP TS 29.060 [22] for details.

The general principle is that the CDRs are always sent to a CGF residing in the same network as the CDR generating node. In the case of roaming it is conceivable that some CDRs relating to the same PDP context will be sent to different networks' CGFs. The cost balancing of the roaming traffic is to be agreed between the GPRS Operators.

8.2.3.4
GTP’ message types

8.2.3.4.1
Node Alive Request

The Node Alive Request message may be used to inform that a node in the network has started its service (e.g. after a service break due to software or hardware maintenance or data service interruption after an error condition). A node may send a different Node Address than its own in the Information Element, e.g. informing the "next node in the chain" that the "previous node in the chain" (which is located on the other side of the sender of this message) is now ready for service. This message type is optional if the Path Protocol is TCP.

The Node Alive Request message allows a quicker reconnect capability than the Echo Request message based polling can provide, and its usage will have a reduced load effect on the network, particularly when the number of network nodes using GTP’ is high. It may also be used to inform when a new network node has become available for service. If the Echo Request message is also used then the usage of the Node Alive Request message allows the interval of Echo Requests to be longer than would be otherwise required, thus reducing network loading with many Echo Requests.

Table 6: Information Elements in a Node Alive Request

Information Element
Presence requirement

Node Address
Mandatory

Private Extension
Optional

The Node Address format is the same as for the Charging Gateway Address format described in 3GPP TS 29.060 [22]).

The optional Private Extension IE contains vendor- or operator-specific information.

8.2.3.4.2
Node Alive Response

The Node Alive Response message shall be sent as a response to a received Node Alive Request.

Table 7: Information Elements in a Node Alive Response

Information Element
Presence requirement

Private Extension
Optional

The optional Private Extension IE contains vendor- or operator-specific information.

8.2.3.4.3
Redirection Request

There are two kinds of usage for the Redirection Request message. One is to advise that received CDR traffic is to be redirected to another CGF due to that CGF node is about to stop service (due to an outage for maintenance or an error condition). The second purpose is to inform a CDR generating node (e.g. SGSN) that is currently sending data to this node (e.g. CGF), that the next node in the chain (e.g. a mediator device or Billing Computer) has lost connection to this node (e.g. CGF).

An Address of Recommended Node may be given if for example a CGF maintenance outage is handled by first introducing another CGF ready to take incoming CDRs. In this way the network performance can be maintained. The Address of Recommended Node shall only describe an intra-PLMN node containing a CGF, and not to a node in any other PLMN.

Table 8: Information Elements in a Redirection Request

Information Element
Presence requirement

Cause
Mandatory

Address of Recommended Node
Optional

Private Extension
Optional

Possible Cause values are:

-
"This node is about to go down";

-
"Another node is about to go down";

-
"System failure";

-
"Receive buffers becoming full";

· "Send buffers becoming full".

The Address of Recommended Node information element defines the IPv4 or IPv6 format address that the node is identified by in the GPRS network.
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Figure 32: Address of Recommended Node information elements

The optional Private Extension contains vendor- or operator- specific information.

8.2.3.4.4
Redirection Response

The message shall be sent as a response of a received Redirection Request. 

Table 9: Information Elements in a Redirection Response

Information Element
Presence requirement

Cause
Mandatory

Private Extension
Optional

Possible Cause values are:

-
"Request Accepted";

-
"No resources available";

-
"Service not supported";

-
"System failure";

-
"Mandatory IE incorrect";

-
"Mandatory IE missing";

-
"Optional IE incorrect";

-
"Invalid message format";

-
"Version not supported".

The optional Private Extension contains vendor- or operator-specific information.

8.2.3.4.5
Data Record Transfer Request

This message is used in GPRS charging to transmit the CDR information. The CDR information is placed in the Data Record information element. 

8.2.3.4.5.1
General logic

This subclause is intended to be read together with subclause "Examples of GTP’ messaging cases". The normal communication would be GSN sending Data Record Packets to a CGF, which answers with "Request Accepted" responses. Under normal condition the CDR transmission uses a Request-Response messaging sequence in the GSN to CGF GTP’ protocol communication.

Sometimes a non-PDP context related CDR (e.g. M-CDRs) is transmitted, and thus the GGSN does not pass the CGF address information to the SGSN. The SGSN will in this case direct the CDRs to the current default CGF for the SGSN. This is the configured Primary CGF address, or if that CGF is out of service, then the secondary CGF address etc.

Summary of the CGF redundancy mechanism that prevents duplicated CDR packets to enter the BS:

The general logic of the duplicate CDR packet prevention in CGF redundancy cases is shown in Figure 33, where the message numbers are numbered in the order of time sequence. Alternative messages are indicated by an index character (‘a’ or ‘b’) that follows the arrow sequence number.

The main mechanism of the messaging in CGF redundancy cases (when a GSN-CGF link is down or a CGF is not working) is based on (1) first trying to send a CDR packet to CGF1. Then if no successful response is received (2) because the request does not reach CGF1 even when retried (or the responses from CGF1 to GSN are lost after CGF1 either stored it securely or sent it towards post-processing (2b)), the unacknowledged CDR packets are redirected to CGF2. The GSN may first test the GSN-CGF2 link by an Echo Request message that the CGF2 would respond by Echo Response. The CDR packets not successfully received by the primary CGF (=CGF1) are sent to another CGF2 (3), marked as potential duplicates, and CGF2 responds the request(s) (4). Those CDRs will wait there for further commands from GSN. When the GSN detects (5) and (6) that CGF1 is again able to communicate with it by receiving Node Alive Request (or getting a Echo Response from CGF2 to a Echo Request sent by the GSN) it answers by Node Alive Respond. Then the GSN tests with an empty packet (7), retrying continuously if no response, using e.g. increasing timeouts (using the old unacknowledged packet’s Sequence Number, if the CGF1 would consider the packet to be a new one (8a) or an already received one (8b) ). According to the response of the CGF1, the GSN gives the CGF2 a command to either release (9a) or cancel (9b) the corresponding CDR packet from CGF2. CGF2 then confirms the decision (10), and is able to send the CDRs towards the BS (11a).

Error handling: As a default, retransmissions after configurable timeouts are used. If after CGF1 communication failure the CDR packet sending from GSN to CGF2 does not succeed, the GSN tries to use CGF3 as the intermediate CDR packet storage entity, etc. If the acknowledgement (10) is not got by the GSN for its message (9a) or (9b), the GSN will retransmit the message (9a) or (9b) continuously and persistently, using e.g. increasing time intervals. An alarm should be sent to the O&M system if a communication link goes down. It shall be possible to release/cancel CDR packets from CGFs and unacknowledged sequence numbers from GSNs by O&M operations if permanent GSN-CGF link failures would occur. The buffers containing Sequence Numbers of potentially duplicated packets and the buffers containing the numbers of unacknowledged CDR packets shall be kept up to date (with CDR packet transfers) using atomary transaction mechanisms. If the GSN-CGF1 communication link is down, any new CDRs generated by the GSN are sent to a properly working CGF2, instead of the CGF1.




Figure 33: General CGF redundancy messaging scheme

A more detailed description of the CGF redundancy mechanism:

Due to a network failure or node failure, a CGF might not send a response within the configured timeout period to a request it got from a GSN. As a first attempt, retries of requests are to be used as defined in 3GPP TS 29.060 [22], if the response is not received in the configured time.

If a CDR generating node loses its connection to the CGF unexpectedly, it may send the CDRs to the next CGF in the priority list. If the CGF changes, the GSN can continue sending CDRs to different CGF nodes, depending on which CGF has been configured as the receiver of CDRs for a particular PDP context.

Sequence number buffers: The GSN might lose its connection to its primary CGF due to a link failure or CGF going down. In this kind of redundancy condition the GSN attempts to redirect the CDR traffic to a secondary CGF (after possible retries have failed). The GSN maintains an internal buffer for Sequence Numbers of requests not yet successfully responded by the primary CGF, for the case that it may become capable of communicating to the primary CGF at a later date. The GSN will send the not responded Data Record Packets (DRPs) to the secondary CGF, and the GSN maintains also a buffer for the Sequence Numbers related to those DRPs that have been temporarily stored to this secondary CGF. (If the communication towards the secondary CGF would not work, the transfer of possibly duplicated DRPs and Sequence Number bookkeeping would be done for a tertiary CGF etc.) Also the CGFs maintain Sequence Number buffers for each of their GSN links. The Sequence Numbers may in future be needed in relation to the possibly duplicated CDRs that the CGFs have got from the GSN(s). The Sequence Numbers are stored to wait for a final decision to release them towards the BS (if the primary CGF had not received successfully the packets originally sent by a GSN) or to cancel them (if the primary CGF had received and processed successfully the originally by GSN sent packets).

The GSN is able to cancel (or release for transfer towards the BS) CDR packets sent to a secondary CGF if the primary CGF becomes available for service. To make the right decision the GSN first sends an empty test packet with the ‘Send possibly duplicated Data Record Packet’ Packet Transfer Command to the primary CGF, using a previously not responded Sequence Number.

In case that the empty test packet to the primary CGF which was temporarily down (or to which the link was down) is responded with the Cause value "Request Accepted", the GSN will release the corresponding CDRs waiting for final decision in the secondary CGF, towards the Billing System (BS) with the Packet Transfer Command ‘Release Data Record Packet’.

If the primary CGF responses this test message with the Cause value "Request related to possibly duplicated packets already fulfilled", the GSN will cancel the corresponding CDRs waiting for final decision in the secondary CGF, using the Packet Transfer Command ‘Cancel Data Record Packet’.

To enable that a GSN failure (destroying its Sequence Number buffers per each CGF link for non-responded requests or possibly duplicated packets) would not cause CDR packets to stay forever in the temporary decision waiting buffers of CGFs, there should also be O&M means of emptying those CGF buffers.

There shall be a also configurable parameter in the CGF for making the final decision as to whether or not it is able to send the CDRs to the Billing System (BS) for the case where the backup buffering mechanism in the GSN could not be used until the end of the messaging sequence related to a certain CDR packet has completed. This way the operator can:

A) Select that the GSNs and CGFs take care of duplicate prevention and the BS is not required to do duplicate checking due to possible duplicates caused by GPRS node redundancy.

B) Select that BS performs the duplicate prevention. To do this in the most effective way, the CGF may include an additional flag linked to possibly duplicated CDRs sent to Billing System, that they have not been released by a GSN for BS use (or use special kind of file name if a file protocol is used between CGF and BS). This means that the BS has somewhat more processing work to do, but the BS would anyway get a duplicate free end result. CGF is in this case always authorised to forward CDRs towards the BS, also when they contain possibly duplicated data. For this case the CGFs may also have a configurable flag that Data Record Packet Cancel/Release operations are not needed.

8.2.3.4.5.2
Information Elements in Data Record Transfer Request

Table 10: Information Elements in a Data Record Transfer Request

Information Element
Presence requirement

Packet Transfer Command
Mandatory

Data Record Packet
Conditional

Sequence Numbers of Released Packets
Conditional

Sequence Numbers of Cancelled Packets
Conditional

Private Extension
Optional

8.2.3.4.5.3
Packet Transfer Command IE

The value of the Packet Transfer Command in its Information Element tells the nature of the message:

1 = ‘Send Data Record Packet’;

2 = ‘Send possibly duplicated Data Record Packet’;

3 = ‘Cancel Data Record Packet’;

4 = ‘Release Data Record Packet’.

The following describes the usage of each Packet Transfer Command.

1)
Send Data Record Packet. This is used for the normal CDR sending, and it is the usual Packet Transfer Command, other commands being used only in error recovery cases. Of the conditional IEs, the "Data Record Packet" is present in the message.

2)
Send possibly duplicated Data Record Packet. When the CDR packet is directed to a secondary CGF (by a CDR generating node) because the currently used CGF not working or the CDR transfer is not working properly, then this Packet Transfer Command is used instead of the normal ‘Send Data Record Packet’. Of the conditional IEs, the Data Record Packet" is present in the message, when sending the message to a CGF acting as temporary storage, when the original primary CGF could not be contacted. This Packet Transfer Command is used also when sending "empty" test packets with older (but not yet acknowledged) sequence numbers after a peer node or link recovery, to check if the CGF had received some Data Record Packets (whose acknowledgement did not come to the Data Record Packet sending node) before the link to the recipient node became inoperable.

3)
Cancel Data Record Packet. Of the conditional IEs, the "Sequence Numbers of Cancelled Packets" is present in the message.

4)
Release Data Record Packet. Of the conditional IEs, the "Sequence Numbers of Released Packets" is present in the message.
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Figure 34: Packet Transfer Command information element

After the CGF has received the Packet Transfer Command ‘Release Data Record Packet’ with the Sequence Number(s) for earlier sent ‘Send possibly duplicated Data Record Packet’ command(s), it can consider itself authorised to send the Data Record Packets previously marked as possibly duplicated towards the Billing System (BS) as normal (not duplicated) CDRs.

8.2.3.4.5.4
Data Record Packet IE

The Data Record Packet element, which is present conditionally if the Packet Transfer Command is ‘Send Data Record Packet’ or ‘Send possibly duplicated Data Record Packet’, may contain one or more data records. If an "empty packet" is to be sent (for testing if a recently recovered peer node has earlier received a packet with this sequence number), then the Data Record Packet IE contains only the Type (with value 252 in decimal) and the Length (with value 0) fields. The format of the records is ASN.1 or another format, identified by the Data Record Format. The Data Record Format Version numbering starts from 1.
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Figure 35: Data Record Packet information element

8.2.3.4.5.5
Sequence Numbers of Released Packets IE

The Sequence Numbers of Released Packets is present if the Packet Transfer Command is ‘Cancel Data Record Packet’. The format of the Information Element is described below:
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Figure 36: Sequence Numbers of Released Packets information element

8.2.3.4.5.6
Sequence Numbers of Cancelled Packets IE

The Sequence Numbers of Cancelled Packets information element contains the IE Type, Length and the Sequence Number(s) (each 2 octets) of the cancelled Data Record Transfer Request(s). It is present if the Packet Transfer Command is ‘Cancel Data Record Packet’.
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Figure 37: Sequence Numbers of Cancelled Packets information element

8.2.3.4.5.7
Private Extension IE

The optional Private Extension contains vendor or operator specific information.

8.2.3.4.6
Data Record Transfer Response

The message shall be sent as a response of a received Data Record Transfer Request. Also, several Data Record Transfer Requests can be responded by a single Data Record Transfer Response.

Table 11: Information Elements in a Data Record Transfer Response

Information Element
Presence requirement

Cause
Mandatory

Requests Responded
Mandatory

Private Extension
Optional

The Cause value is the same (whatever the value) for all those messages responded by that particular Response.

Possible Cause values are:

-
"Request Accepted";

-
"No resources available";

-
"Service not supported";

-
"System failure";

-
"Mandatory IE incorrect";

-
"Mandatory IE missing";

-
"Optional IE incorrect";

-
"Invalid message format";

-
"Version not supported";

-
"Request not fulfilled";

-
"Request already fulfilled";

· "Request related to possibly duplicated packet already fulfilled".

The Requests Responded information element contains the IE Type, Length and the Sequence Numbers (each 2 octets) of the Data Record Transfer Requests.
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Figure 38: Requests Responded information element

The optional Private Extension contains vendor or operator specific information.

Depending on the Cause value severity and general occurrence frequency, the node that sent the corresponding Data Record Transfer Request, may start to direct its CDRs to another CGF.

8.2.3.4.7
Examples of GTP’ messaging cases

The following example cases represent the three different key Data Record Transfer Request/Response messaging related CDR packet handling schemes:

Case 1): The normal CDR packet transfer:

GSN sends successfully a CDR packet to the CGF, and since the GSN gets a response (Request Accepted) for the Data Record Transfer Request, there is no need to revert to the CGF redundancy mechanism and redirect the CDR packet traffic flow to an other CGF.

Case 2): The GSN-CGF1 connection breaks before a successful CDR reception:

In this example case the CDR packet sent by the GSN is lost before it is received by the CGF1. (The loss might be caused by a link failure or e.g. a major CGF1 failure.)

Case 3): The GSN-CGF1 connection breaks after a successful CDR reception:

In this example case the CDR packet sent by the GSN is received correctly by the CGF1 and moved to its non-volatile memory (or even to the next NE in the communication chain). Anyhow, the GSN-CGF1 communication stops in this example case working before the GSN gets the positive response (Data Record Transfer Response: Request Accepted) that would acknowledge that the CDR packet was successfully received by CGF1.

The next three subclauses describe in more detail each of the key Data Record Transfer Request/Response messaging schemes.

8.2.3.4.7.1
Case 1: The normal CDR packet transfer

Figure 39 represents the default mode of CDR transfer from the CDR generating entities (GSNs) to the CDR packet collecting entities (CGFs).




Figure 39: A normal CDR transfer process between a GSN and CGF

1)
The CDR generating entity (here the GSN symbolises either SGSN or GGSN) sends CDR(s) in a packet to CGF (that is the current primary Charging Gateway Functionality for the specific CDR generating node, "CGF1"). The sending is performed by using the Data Record Transfer Request message, with the Packet Transfer Command IE having the value ‘Send Data Record Packet’.

2)
The CGF opens the received message and stores the packet contents in a safe way (to e.g. a redundant RAM memory unit or a mirrored non-volatile memory or even to another node).

3)
The CDR receiving entity (CGF) sends confirmation of the successful packet reception to the CDR generating node (GSN). The confirmation is performed by using the Data Record Transfer Response message, with the Cause value being ‘Request Accepted’.

4)
After the positive response ‘Request Accepted’ is received by the GSN, it may delete the successfully sent CDRs from its send buffer.

The general principle of GTP’ to retransmit the request if the response has not been received within a configurable time-out limit, is also followed here in point 1). The maximum amount of retries is a configurable value.

8.2.3.4.7.2
Case 2: The GSN-CGF1 connection breaks before a successful CDR reception

Figure 40 describes the exceptional case when the CDR transfer from a CDR generating entity (GSN) to the primary CDR packet collecting entity (CGF1) fails in a way that the CGF1 is not able to store the CDR packet sent by the GSN. (The reason for the failure in packet transfer may be e.g. a link failure between the GSN and CGF1, or a capacity exhausting error in the storage device of CGF1, or a general CGF1 system failure or CGF1 maintenance break.)




Figure 40: Duplicate prevention case: CDR sending via CGF1 had not succeeded

1)
The CDR generating entity (GSN) sends CDR(s) in a packet to CGF (that is the current primary Charging Gateway Functionality for the specific CDR generating node, "CGF1"). The sending is performed by using the Data Record Transfer Request message, with the Packet Transfer Command IE having the value ‘Send Data Record Packet’.

2)
Due to a failure in the GSN-CGF1 communication link of CGF1, the CGF1 is not able to store the packet sent by the GSN in a safe way (to e.g. a redundant RAM memory unit or a mirrored non-volatile memory or to another node).

3)
Therefore the GSN is not able to get a response (or it could alternatively get a negative response like "No resources available" as the Cause value in the Data Record Transfer Response message).

4)
(The GSN may now first test the GSN-CGF2 link by an Echo Request message that the CGF2 would respond by the Echo Response.) Then the GSN sends the same CDR packet that could not be sent to CGF1 to the next CGF in its CGF preference list (here CGF2) using the Data Record Transfer Request message, with the Packet Transfer Command IE having the value ‘Send possible duplicated Data Record Packet’.

5)
As the connection to the CGF2 is working, the CGF2 is able to process the CDR packet. Since the packet was marked by the sending GSN to be potentially duplicated, it is stored into the CGF2, but not yet sent forward towards the Billing System.

6)
The CGF2 sends confirmation of the successful packet reception to the GSN. The confirmation is performed by using the Data Record Transfer Response message, with the Cause value being ‘Request Accepted’

7)
The GSN can now delete the now successfully sent (potentially duplicated) CDRs from its CDR buffer (but it keeps the sequence number(s) of the sent potentially duplicated packet(s) in a buffer dedicated for that.

8)
When CGF1 is recovering after a system reboot, it sends a Node Alive Request message to the configured peer GSN(s), and so the GSN notices that it can again successfully communicate with the CGF1. (The GSN may also detect this by using the Echo Request messages, which would be answered by CGF1 by the Echo Response message.)

9)
GSN acknowledges the CGF1 by Node Alive Response message.

10)
For the earlier unacknowledged Data Record Transfer Request message(s), the GSN sends CGF1 empty test packet(s) (with no CDR payload in the Data Record Packet IE but just the other parts of the message frame).

11)
CGF1 responds with Data Record Transfer Response message, with the Cause value being ‘Request Accepted’, because in this example case CGF1 had lost the communication capability towards GSN before storing the previously received (and by CGF1 unacknowledged) CDR packet.

12)
Now GSN knows that the CGF1 had not originally been able to process and forward the original version of the CDR packet from the GSN, and it indicates CGF2 that CGF2 can send the CDR packet(s) related to the previously unacknowledged GTP’ Sequence Number(s) to post-processing. Those packets’ Sequence Numbers are indicated in the Sequence Numbers of the Released Packets IE.

13)
CGF2 shall now be able to send the released packets towards post-processing.

14)
CGF2 responds with Data Record Transfer Response message, with the Cause value being ‘Request Accepted’.

After all the potentially duplicated packets are cleared form CGF(s), the GSN can continue in normal way the transfer of CDRs.

8.2.3.4.7.3
Case 3: The GSN-CGF1 connection breaks after a successful CDR reception




Figure 41: Duplicate prevention case: CDR sending via CGF1 had succeeded

1)
The CDR generating entity (GSN) sends CDR(s) in a packet to CGF (that is the current primary Charging Gateway Functionality for the specific CDR generating node, "CGF1"). The sending is performed by using the Data Record Transfer Request message, with the Packet Transfer Command IE having the value ‘Send Data Record Packet’.

2)
The CGF1 is able to store the packet sent by the GSN in a safe way (to e.g. a redundant RAM memory unit or a mirrored non-volatile memory or to another node).

3)
Since the GSN-CGF1 communication connection is now broken, the GSN is not able to get the response "Request Accepted" as the Cause value in the Data Record Transfer Response message.

4)
Then the GSN sends the same CDR packet that could not be sent to CGF1 to the next CGF in its CGF preference list (here CGF2) a Data Record Transfer Request message, with the Packet Transfer Command IE having the value ‘Send possible duplicated Data Record Packet’. (That sending may be preceded by the testing of the GSN-CGF2 link by an Echo Request message, that the CGF2 would respond by the Echo Response.)

5)
As the connection to CGF2 is working, CGF2 is able to process the CDR packet. Since the packet was marked by the sending GSN to be potentially duplicated, it is stored in CGF2, but not yet sent forward towards the post processing or Billing System.

6)
The CGF2 sends confirmation of the successful packet reception to the GSN. The confirmation is performed by using the Data Record Transfer Response message, with the Cause value being ‘Request Accepted’

7)
The GSN can now delete the now successfully sent (potentially duplicated) CDRs from its CDR buffer (but it keeps the sequence number(s) of the sent potentially duplicated packet(s) in a buffer dedicated for that.

8)
When CGF1 is recovering after a system reboot, it sends a Node Alive Request message to the configured peer GSN(s), and so the GSN notices that it can again successfully communicate with the CGF1. (The GSN may also detect this by using the Echo Request messages, which would be answered by CGF1 by the Echo Response message.)

9)
GSN acknowledges the CGF1 by Node Alive Response message.

10)
For the earlier unacknowledged Data Record Transfer Request message(s), the GSN sends CGF1 empty test packet(s) (with no CDR payload in the Data Record Packet IE but just the other parts of the message frame).

11)
CGF1 responds with Data Record Transfer Response message, with the Cause value being ‘Request related to possibly duplicated packets already fulfilled’, because in this example case CGF1 had lost the communication capability towards GSN after storing the previously received (and by CGF1 unacknowledged) CDR packet.

12)
Now GSN knows that the CGF1 had originally been able to process and forward the original version of the CDR packet from the GSN, and it indicates CGF2 that CGF2 can cancel the CDR packet(s) related to the previously unacknowledged GTP’ GSN-CGF1 Sequence Number(s). Those packets’ Sequence Numbers are indicated in the Sequence Numbers of the Cancelled Packets IE.

13)
CGF2 shall now delete the cancelled packet(s) from its buffer for potentially duplicated packets.

14)
CGF2 responds with Data Record Transfer Response message, with the Cause value being ‘Request Accepted’.

After all the potentially duplicated packets are cleared form CGF(s), the GSN can continue in normal way the transfer of CDRs.

8.2.4
Data Record Formats used in GTP’

The format of the CDRs sent between the GPRS Network Elements that generate the CDRs and the CGF are defined by the Data Record Format of Data Record Packet information element. In addition to 1 standard format (ASN.1), there are private formats.

8.2.4.1
ASN.1 format

See clause 8 and the ASN.1 language descriptions for the definitions. Basic Encoding Rules (BER) provides the transfer syntax for abstract syntax defined in ASN.1. The Data Record Format code for ASN.1 is 1.

8.2.4.2
Other formats

The physical CDR format can also be a private one. The Data Record Format identifiers 11...50 (decimal) are reserved for private (implementation specific) use.

8.2.5
CGF - BS Protocol Interface

8.2.5.1
The transfer protocols at CGF - BS interface

The present document gives several recommendations for the main protocol layers for the Charging Gateway Functionality - Billing System (BS) interface protocol stack. These recommendations are not strictly specified features, since there are a lot of variations among the existing Billing Systems. The recommendations are FTAM protocol on X.25 or TCP/IP, and FTP over TCP/IP.

8.2.5.2
The format of the CDRs at CGF - BS interface

The contents of the CDRs sent between the CGF and the Billing System (BS) are defined by the ASN.1 language clause 8, Charging Data Record Structure. Other CDR contents or formats are possible if the CGF provides processing functionality for the CDRs.
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