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Response to S5B010049 on GTP’
Preface:

1) In the TDoc S5B010048 there were some general comments in the “Protocol” chapter that are commented here.

2) Furthermore there were some comments in TDoc S5B010048 about Diameter and its capabilities that are here noted to not exist.

3) Additionally  some GTP’ related assumptions were listed, having a view that there would exist certain limitations in GTP’. Fortunately all these GTP’ assumptions can be answered really favourably for GTP’ and certainly there are no such limitations.

Thank you for the attention to these details.

Discussion:

1) Comments to the general “Protocol” chapter of S5B010049

 “In principle, any existing protocol can be updated to include capabilities for CDR transfer and real-time accounting. New protocols tailored exactly according to the needs in an IP Multimedia system are also an option. From a practical point of view, it is however the most cost efficient solution to build on existing, widespread implementations as much as possible.”

Comment: GTP’ is a real-time protocol. It is future proof as it does not have to be tailored any more here for the named capabilities. The protocol can focus to moving data reliably and fast. Possible extra features or any application area dependent characteristics can be taken into use by putting such special application related information exchange to be in the payload of an universal protocol like GTP’. E.g. already now in the 3G TS 32.015 there is the Charging Characteristics field in the CDRs to indicate if the CDR is treated as e.g. a hot-billed CDR or Prepaid CDR etc. Those kind application messages can then be freely also changed in future, at any time, by the standardization organisation owning the mandate foe any specific interface (or even a single operator owning a network), without having to every time modify the protocol itself (if the protocol is defined in a future-proof manner).
In Tdoc S5B010049 there was a view that  “RADIUS is a widespread and widely accepted accounting protocol in IP based networks”, and that “therefore RADIUS constitutes a suitable foundation for a protocol solution for the IP Multimedia system”. Furthermore “More precisely, the DIAMETER protocol, which is the successor of RADIUS” was seen even preferred solution.

Comment: RADIUS is not Diameter. Diameter does not even exist as a ready RFC paper. We can assess Diameter only with its own merits, not by features of another protocol (which is ready and more established).

 There was a comment that “The DIAMETER framework encourages service specific extensions to DIAMETER”, and IP Multimedia was considered as one such extension that could be specified by 3GPP with minor standardization efforts.

Comment: IP Multimedia extension is not in the Diameter now. 3GPP has not the mandate to standardize Diameter or new features for that, it is under IETF control. Finally, 3GPP does not necessarily even need protocol extensions to e.g. carry different payload data. The control information can be carried over a universal, application and environment independent protocol (like GTP’) also like normal payload, just in the same way as CDRs are payload for a protocol carrying the data. It is really worth considering that doesn’t it look better for the future proofness of a protocol that the protocol does not have to be changed every time when it is taken into use in a new interface or for a new sort of data to be transmitted. GTP’ for example can do the protocol task independently of the application type and independently of the packet network type.

2) Comments in relation to the “Diameter” chapter

“There are a lot of RADIUS implementations available and since this is also expected to be the case for DIAMETER, it will mean competition and thus cheap solutions for operators.” 

Comment: GTP’ + UDP specifications are 23 + 3 pages, Diameter base + Diameter accounting + SCTP specifications are (by so far) 57 + 17 + 134 = 208 pages. (And there is not included e.g. the Diameter NAS requirements, Diameter framework, Diameter implementation guide etc.) When looking the specifications it is quite clear that it is about decade faster to implement GTP’ and UDP than a Diameter and SCTP combination to a new platform. Also the implementation costs favor therefore GTP’ over Diameter. And if and when the GTP’ is a ready standardized and Ga implemented protocol, the cost advantage is even more significant for GTP’.

“3GPP2 has chosen DIAMETER as protocol for CDMA2000.” 

Comment: 3GPP has chosen and standardized the GTP’ standard as the protocol for 3G and GPRS. 3GPPhas now (and will have in future too) much more real world implementations than 3GPP2 has. Again an advantage for GTP’ over an other alternative.

“DIAMETER has a well-defined architecture for routing messages in roaming situations.”

Comment: GTP’ has rerouting capability but it does not try to do such network level decisions that are network dependent. GTP’ was intentionally designed so that it works as a (universal) protocol optimised to do just that. This feature makes it more easily applicable for different kind of environments. Roaming logics for different kind of networks would more likely belong to the network application layer, which also has the knowledge about the network, with full top-down view. That enables the session layer protocol to be universal (and future proof) i.e. applicable for “all” kind of packet networking without needing changes or extensions for many different protocol environments or for every new or modified feature.

“A DIAMETER server can send unsolicited messages to clients, e.g. for call disconnection.”

Comment: So can GTP’ (using the message “Redirection Request”).

“DIAMETER has flexible in-built security mechanisms, in addition to IPSec.”

Comment: It is best to have charging and security as independent features. Its most recommendable to solve the 3G network security issues in a common network wide 3G way (3GPP SA3 has standardized the 3G network security solutions.) IPSec usage is transparent for GTP’, no problem there.  (Also other kind of security solutions than IPSec services could alternatively be used with GTP’.)

“DIAMETER is approved by IETF.”

Comment: The Diameter draft paper is not a ready RFC yet. GTP’ has been ready and approved by 3GPP  (and before that ETSI) some years ago. 

“DIAMETER can be transported using TCP or SCTP.”

Comment: Not so. TCP is specifically forbidden to be used with Diameter. (This is stated already in the chapter “1.0 Introduction” of the Diameter draft.)
“SCTP provides the advantages of both UDP and TCP, without the drawbacks of these protocols. Compared to UDP, SCTP removes the need to implement fault detection and retransmission mechanisms in the application software.”

Comment: TCP and SCTP are big protocols to implement. UDP is a most compact and the most performance effective of these three path protocols. SCTP does not have the advantages related to the compactness of UDP (which is more than a decade smaller and faster to implement and test than the other two). But GTP’ though very compact too, has full the error diagnostics support inbuilt to the normal response messages that would anyway be needed plus also some additional intelligent signalling capabilities. Retransmission as a feature is by purpose left outside GTP’. But the retransmission usage is included in the GTP’ specification. This enables the application to have full control just in the way it wants for the error retries to be performed. And since resending a message a configured amount of times is the simplest thinkable task, this “intelligence” of sending in a loop a message unless an accepting response is received does not really “burden” the application using the GTP’ API.

3) Comments to the “Other Options” chapter (that refers to GTP’)

(There were some comments in TSS5B010049 questioning whether the suitability of the GTP’ for handling real-time accounting functionality in e.g. a IP Multimedia domain: )

 “1) GTP’ was designed to be a one-way block transport protocol, mainly for CDR transfer. This means that addition of real-time accounting capabilities will require a fundamental change of GTP’ as we know it today. For example, the possibility to acknowledge several CDRs doesn’t work well in case of real-time accounting.”

Comment: Not so. GTP’ is specifically a two-way message transfer protocol, with no limitations to be used only for CDR transfer or charging or 3G or GPRS. It is only a usual habit in 3G and GPRS that CDR are sent “mostly” to one direction, (=away from the CDR generating nodes). But the protocol with as big pleasure carry them also backwards, it the application so commands. (The 7 signalling messages in GTP’ are also in normal situations going to 2 directions in 3G and GPRS, the 2 user plane messages “Data Record Transfer Request” and “Data Record Transfer Request” go typically to one direction in 3G and GPRS, but only since it is more purposeful so, not because it would be a protocol restriction.)

(GTP’ is fully universal and application and packet network type independent. It just happened to be standardized first for the charging interfaces, but could as well be used for innumerable many other packet data interfaces too.)
“2) GTP’ is a protocol associated with cellular access. The IP Multimedia domain is access independent. Choosing a protocol which has no history in the IETF, may lead to difficulties to get GTP’ accepted by vendors of SIP servers.”

Comment: GTP’ just happened to be standardized originally for GPRS and 3G networks. But it can serve equally well other network types too, it has no specific technical relation for cellular or mobile networks, though it has proved that it works there too.

(In backbone networks where e.g. the GSNs, CSCFs and CGFs are located, the access interface is fully transparent for the charging interface. It does not have any relevance whether there is an air interface X or Y or a fixed remote access line Z or whatever towards the operator network resources.)

“3) GTP’ is an optional protocol inside a single GPRS core network, thus the protocol implementations are limited only to a few GPRS core network elements (SGSN, GGSN, CGF) and vendors.”

Comment: GTP’ is the one and only protocol specified for the Ga charging interfaces in the 3G and GPRS standards. The network elements referred are the key network element sin the mobile packet core and therefore any such radical change as changing e.g. 2 protocol layers (and as a follow-up much of the the protocol application part too), would cost an absolutely enormous sum of money for the operators and vendors doing such operations.

It would mean replacing some key parts of the key network elements in the networks and could not be justified in any way financially, from development, testing and documentation and installation and system testing time requirement aspects, And finally, such revolution would not be seen by the end user who naturally would not even pay for such feature (of getting a charging protocol in place of another charging protocol inside some backbone network).

Thus the whole effort would only bring terrific losses to the operator and vendor parties. Additionally it would be a huge loss for the whole standardization community, as if would give a precedence case that no standard is safe from being replaced quickly (quite soon after implementation) to another standard that does the same data transfer (but requires even 10 times more pecification pages to be implemented).

Finally, CGFs in 3G and GPRS will likely share e.g. the CGF resources. Many operators have both. It is transparent from which of these two (or more) network types the CDRs comes to the node. It would be very articifial and costly to have two protocols in CGF just to support e.g. “GPRS CDRs” and “3G CDRs” in a different way, as they are just CDRs as usual. GPRS networks are mostly sold already, so they cannot anyway be anymore called back for rebuilding, and it would be not understandable to treat 3G CDRs differently as the 3G networking is directly based on GPRS and the biggest difference is the air interface which has no relevance to the CDR transfer. For IP multimedia subsystem, the CDR transfer is also fully equal to just any data transfer that the GTP’ is very optimally built and standardized for. So IP multimedia subsystem network CDRs have no special “mystic” feature that would make those CDRs “too heavy” for GTP’ to carry as it handles any other 3G etc. CDRs without the slightest kind of difficulty!

“4) GTP’ includes some rather complicated optional functionality regarding duplicate prevention, both in client and server side. This means that overall multi-vendor interoperability of GTP’ is not easy to achieve.”

Comment: The duplication prevention feature cannot be too complicated, as the used method is the most simple method for the task (and multi-vendor interoperability is much easier to achieve for GTP’ than for the more heavy protocol specifications):

In the feature the (e.g. CDR) sending party just sends the (maximal amount = the used send window size) unacknowledged packets (after a link failure) to the next available secondary/tertiary/etc. alternative recipient node (CG), with a mark that they are potential duplicates, to wait there for a final decision. After the original link comes up, the original sender tests with empty dummy packets if the original recipient would acknowledge those packet numbers as “already successfully handled” or “new”. Then the sender just announces the secondary node which waiting packets it may release towards the final destination (like BS), and which waiting potentially duplicated packets to cancel (since they had already been successfully handled by the original recipient node just before its link went down.

So the most “complicated” feature of GTP’ can be described by just 9 lines of text! That is not much in the whole protocol documentation GTP’ + UDP = 27 pages, Diameter base + Diameter accounting + SCTP = 208 pages of text.
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