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Brief charging protocol comments

Preface:

Here are a few consideration notes about charging protocols, in relation to the 3G interface Ga. The Ga  interface is located between the SGSN and the Charging Gateway (Functionality) and also between the GGSN and the CG(F).

Discussion:

1. According to its draft specification, Diameter requires SCTP protocol under it to work reliably. (GTP' on the contrary works reliably on the 3G Ga standardized UDP/IP and TCP/IP (in addition to the non-3G GSN standardized SCTP/IP stack.

2. GTP' is a more lightweight protocol in code size and faster to implement and test than Diameter (even if GTP would not already have been the standard for the Ga interface). GTP' + UDP = 27 pages to implement, Diameter + SCTP = 191 pages to implement.

3. SCTP on the other hand is heavier than UDP as a path protocol.
4. For the previous reasons, it is evident that it is possible to make a higher performance implementation based on GTP' (over e.g. UDP) than is for Diameter (on SCTP).

5. Anyway, SCTP (unlike UDP and TCP) is not among the allowed/used path protocols in Ga (for SGSN, GGSN and the CGF). SCTP does not exist in the CG(F), and there are no foreseeable reasons why SCTP would ever in future be used in the CG(F) either. Therefore SCTP introduction Ga would mean a significant unnecessary development, documentation and testing task for a number of 3G network elements, in relation to the charging protocol interface area, which additionally already is solved in the 3G and GPRS successfully. In the mentioned nodes, UDP and TCP are the only standardized path protocols under the charging protocol. Having limited number of Ga charging protocols, for the same interface and same layer, also beneficially limits the costs for development, testing, documentation, interoperability testing and maintenance. (In general, for legacy reasons, usage of older protocol alternatives for the same purpose can be justified, to avoid causing unnecessary change costs when the mandatorily required functionality is already in place.)

6. Diameter is not a ready, standardized protocol like GTP' is, and the GTP' has already been implemented in 3G & GPRS networks). 

7. It cannot be stated when Diameter exactly is ready. GTP' v0 was ready October 1998, and v2 which is the current one become standardized at end of spring 1999. (GTP' is an universal protocol not limited to only charging, though its first use has been in the Ga interface, to perform the charging data payload delivery and signalling. Therefore, GTP' can be reused in other roles than for charging, too.) 

8. Diameter would mean implementing a bigger protocol with no special benefits for the required CDR delivery purpose foreseen. The general 3G security solutions and conventions and key managenment mechanisms should be used for all the 3G core network interfaces if possible in the operator network, instead of using e.g. own security and key management solutions for the charging interface Ga. This brings cost efficiency and enables hassle free 3G network maintenance.

9. 3GPP SA5 and 3GPP CN4 have had traditionally certain reuse of protocol technology. Some of the GTP and GTP' messages are 100% the same, most of the Cause code values are the same, the general principle of signalling and payload message transfer, based on Requests and Responses and similar kind of headers is similar. There are most likely (GPRS and 3G) implementations where the certain GTP and GTP' functionalities are handled by the same program modules and it would afterwards be a very awkward if not even an unthinkable task to separate the functionalities already implemented in integrated tunneling protocol (GTP/GTP') handlers in the GGSNs and SGSNs.
10. If there would be any change in the Ga charging protocol stack, it would not be possible to do such overnight, so during transition period or permanently there would be parallel stacks. This would mean more costs, more tests and more different exception cases. This should be avoided if possible.
11. Clearly over 100 GPRS deals and many tens of 3G deals have already made, basing on the current, standardized 3GPP selected protocols (like GTP’). And, still more installations that are based on the already achieved standards are to come. It would be extremely costly to introduce now afterwards new protocol alternative to be supported for Ga, as it would affect several key nodes in the 3G networks. Even more costs to the final bill would be added when the underlying path protocol would be changed to another.
12. The 3G networks use likely often share resources with GPRS networks, as it is not much relevance for e.g. a CG or GGSN for CDR transfer which air interface (GSM/GPRS) or 3G was in use for packet data. It would introduce very difficult problems if an operator having bi-purpose GPRS/3G network components, would need to separate different GPRS and 3G CDRs to be handled by different Ga charging protocols.
Recommendation:

1) To focus to such SA5 work areas that do not yet have a solution and which would benefit the subscribers in a tangible way, instead of tearing apart the existing standardization achievements. 

2) To maintain the achieved 3G standardization agreements and organizatioal credibility in general and build new features and services and definitions on the already completed work. To maintain the 3G TS 32.015 charging protocol standard (GTP') that has been defined for the Ga interface.

3) The IETF AAA drafting group members should not be given such kind of impression that 3GPP SA5 would have chosen to implement in future to 3G networks and nodes a new protocol that IETF would in future release, since the 3G networks already have already got an agreed and standardized charging protocol.
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