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Foreword

This Technical Specification (TS) has been produced for the 3rd Generation Partnership Project (3GPP).

Introduction

The present document is part of a set of TSs, which describes the requirements and information model necessary for the Telecommunication Management (TM) of 3G systems. The TM principles and TM architecture are specified in 3G TS 32.101 [3] and 3G TS 32.102 [4].

A 3G system is composed of a multitude of Network Elements (NE) of various types and, typically, different vendors inter-operate in a co-ordinated manner in order to satisfy the network users' communication requirements. 
The occurrence of failures in a NE may cause a deterioration of this NE's function and/or service quality and will, in severe cases, lead to the complete unavailability of the NE.  The Alarm IRP 3G TS 32.111-2 [12] provides a means by which to monitor the network for faults in real-time.  This IRP provides an ability to perform historical analysis on faults, which occurred in the network.  This IRP also provides a standard log export format, for utilising COTS products for log analysis, using the industry accepted XML data description format.

1
Scope

The present document (3G TS XX.XXX-X) defines the Log Management Integration Reference Point (IRP) Information Service (IS), which addresses the persistence of alarms/events as related to Fault Management (FM), applied to the N Interface between EM-NM and NE-NM. 

The purpose of the Log Management IRP is to define an interface through which a “system” (typically a Network Element Manager or a Network Element) can communicate historic alarm/event information for its managed objects to one or several Manager Systems (typically Network Management Systems).
The Log Management IRP IS defines the semantics of alarms and the interactions visible across the reference point in a protocol neutral way. It defines the semantics of the operations and notifications visible in the IRP.  It does not define the syntax or encoding of the operations, notifications and their parameters.

2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc) or non-specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

[1] ITU-T Recommendation X.735: “Information technology – Open Systems Interconnection – Systems Management: Log Control Function”.

[2] ITU-T Recommendation X.736: “Information technology – Open Systems Interconnection – Security Alarm Reporting Function”.

[3] 3G TS 32.101: “3G Telecom Management principles and high level requirements”.

[4] 3G TS 32.102: “3G Telecom Management architecture”.

[5] 3G TS 32.106-8 “Name Convention for Managed Objects”.

[6] 3G TS 32.106-1: “3G Configuration Management: Concept and Requirements”.

[7] 3G TS 32.106-2: “Notification IRP: Information Service”.

[8] 3G TS 32.106-3: “Notification IRP: CORBA Solution Set”.

[9] 3G TS 32.106-5: “Configuration Management IRP: Information Service”.

[10] 3G TS 32.106-6: “Configuration Management IRP: CORBA Solution Set”

[11] 3G TS 32.111-1: “3G Fault Management”.

[12] 3G TS 32.111-2: “Alarm IRP: Information Service”.

[13] 3G TS 32.111-3: “Alarm IRP: CORBA Solution Set”.

[14] World Wide Web Consortium: www.w3c.org

3
Definitions and abbreviations

3.1
Definitions

In addition to the terms and definitions defined in 3G TS 32.111-1 [15], the following definitions apply to this document:

Event: It is an occurrence that is of significance to network operators, the NEs under surveillance and Network Management applications.  Events do not have state.  

IRPManager: defined in 3G TS 32.102 [13].

Notification: It refers to the transport of events from IRPAgent to IRPManager.  In this IRP, notification is used to carry alarm/event information from IRPAgent to IRPManager.  It also refers to notifications originating from the network which are to be entered into a log.

IRPAgent: defined in 3G TS 32.102 [13].

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

COTS
Commercial Off The Shelf

EM
Element Manager 

IRP
Integration Reference Point

ITU-T 
International Telecommunication Union, Telecommunication Sector

M
Mandatory

MO
Managed Object

MOC
Managed Object Class

MOI
Managed Object Instance

NE
Network Element

NM
Network Manager

NMC
Network Management Center

O
Optional

OSI
Open System Interconnection

SS
Solution Set

UML
Unified Modelling Language

W3C
World Wide Web Consortium

4 Basic aspects

4.1
Background

Integration Reference Points (IRPs) are the means within 3G Telecom Management (TM) for specifying interoperable points of information exchange between systems and applications. 

3G TS 32.101 [3] and 32.102 [4] contain background and introductory information about IRP. 

4.2
System Overview

The following figures identify system contexts of this IRP in terms of implementations called IRPAgent and IRPManager.

“IRPManager” depicts a process that interacts with IRPAgent for the purpose of creating, querying, etc logs which contain historic alarm and event information, via this IRP.  Examples of IRPManagers can be Network Management Systems and Alarm viewing devices (such as a local craft terminal).  IRPAgent implements and supports the Log Management IRP. 


IRPAgent can be one Network Element (NE) (see figure 2) or it can be one Element Manager (EM) with one or more NEs (see figure 1).  In the latter case, the interfaces (represented by a thick dotted line) between the EM and the NEs are not subject of this IRP.  Whether EM and NE share the same hardware system is not relevant to this IRP either.  
By observing the interaction across the Log Management IRP, one cannot deduce if EM and NE are integrated in a single system or if they run in separate systems.  As indicated in figure 1 and figure 2, the subject IRP need to be complemented with the Notification IRP 3G TS 32.106-2 [11] (to allow IRPManager to subscribe to notifications issued by IRPAgent) and (optionally) product-specific resource models describing the MOs maintained by IRPAgent.
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Figure 1: System Context A





Figure 2: System Context B

5
IRP Information Service

5.1 Interfaces

Figure 3 illustrates the operations and notifications defined as interfaces implemented and used by IRPAgent and IRPManager. In this document the word “interface” is used to convey identical meaning as that defined within UML.  Parameters and return status are not indicated.

Three interfaces are defined.  The first is called LogManagementIRPOperations.  This interface defines operations implemented by IRPAgent and used (or called by) IRPManager.  The second is called Log.  This interface defines operations which may be called on a log.  The last is called LogManagementIRPNotifications.  This interface defines notifications implemented by IRPManager and used by IRPAgent.


Figure 3: Operations and Notification

5.2 Operations of LogManagementIRPOperations Interface

5.2.1 Operation createLog (M)

IRPManager invokes this operation to create a Log.  IRPManager may pass an empty logId to IRPAgent.  In this case, a unique system wide logId will be returned to IRPManager.  IRPAgent should enter only notifications, which pass the filter criteria, into the log.  An objectCreationEvent should be sent to IRPManager upon creation of a new log.

Table 1: Parameters for createLog
	Name
	Qualifier
	Purpose

	logId
	Input/Output, O
	It carries a unique system wide id for the log.  If an empty logId is passed to IRPAgent, a system generated unique id is stored in this parameter.

	filter
	Input, O
	It carries a filter constraint.  IRPAgent shall only enter notifications into the log that satisfies this filter constraint. Filter constraint grammar is SS dependent.  

If parameter is absent, IRPAgent shall enter all notifications into the Log.

	logFullAction
	Input, M
	IRPManager supplies this parameter to control the action IRPAgent takes when this log has reached its maximum size.  This attribute may either reflect a halt action or a wrap action.  When the log is full a CapacityThresholdAlarm should be generated if supported.

In the case of halt, no further records are added to the log.  Records already in the log will be retained.  Notifications may be lost from the system in this case. 

If a wrap action is set, then the oldest records are deleted to free resources for the creation of new records.  In this case the oldest records in the log are lost.

	maxSize
	Input, M
	A maximum size may be set on the log.  Once this limit is reached the logFullAction is applied to the log.  The size is specified in Octets.  A max size of 0 should be set to specify an indeterminate log size.

	logReference
	Output, M
	IRPAgent places a reference to the newly generated log in this parameter.

	status
	Output, M
	(a) Operation succeeded.  logReference contains a valid reference to a newly created log

(b) Operation failed because of a specified or unspecified reason.


5.2.2 Operation deleteLog (M)

IRPManager invokes this operation to delete a Log.  An objectDeletionEvent should be sent to IRPManager upon the deletion of a log.

Table 2: Parameters for deleteLog
	Name
	Qualifier
	Purpose

	logId
	Input, M
	It identifies the log to be removed from the system by IRPAgent.

	status
	Output, M
	(a) Operation succeeded.  IRPAgent removes the resources associated with this logId from the system.  The logId used by this resource may be reused when creating a new log.

(b) Operation failed because of a specified or unspecified reason.


5.2.3 Operation getLog (M)

IRPManager invokes this operation to obtain a reference to a particular log.

Table 3: Parameters for getLog
	Name
	Qualifier
	Purpose

	logId
	Input, M
	It identifies the log to be retrieved from the system by IRPAgent.

	logReference
	Output, M
	IRPAgent places a reference to the log in this parameter.  The reference should contain a null value if no log exists with the logId supplied by IRPManager.

	status
	Output, M
	(a) Operation succeeded.  IRPAgent places a valid reference in logReference.

(b) Operation failed because of a specified or unspecified reason.


5.2.4 Operation listLogs (M)

IRPManager invokes this operation to obtain a list of logs currently existing within the system.  IRPManager may used the log ids returned to obtain a reference to a specific log.

Table1: Parameters for listLogs
	Name
	Qualifier
	Purpose

	logIdList
	Output, M
	It carries a list of all logs managed by the system.  

	status
	Output, M
	(a) Operation succeeded.  

(b) Operation failed because of a specified or unspecified reason.


5.2.5 Operation getLogManagementIRPVersion (M)

IRPManager wishes to determine the IRP versions supported by the IRPAgent. IRPAgent shall return with a list of (one or more) version numbers currently supported.

Table 5: Parameters for getLogManagementIRPVersion
	Name
	Qualifier
	Purpose

	versionNumberList
	Output, M
	It indicates one or more SS version numbers supported by the IRPAgent.  

	status
	Output, M
	(a) Operation succeeded in that IRPAgent is able to provide the list of version numbers. 

(b) Operation failed in that the IRPAgent is not able to provide the list of supported version numbers.


5.3
Operations of Log Interface

5.3.1 Operation queryLog (M)

IRPManager invokes this operation to retrieve records, which satisfy some filter criteria, from a log.  If no filter criteria is given, then the whole contents of the log should be returned.

Table 6: Parameters for queryLog
	Name
	Qualifier
	Purpose

	filter
	Input, O
	It carries a filter constraint.  Only notifications that satisfy this filter constraint should be returned.  Filter constraint grammar is SS dependent.  

If parameter is absent , all records in log should be returned.

	logRecordList
	Output, M
	It carries the records which are to be returned to IRPManager.

	status
	Output, M
	(a) Operation succeeded

(b) Operation failed because of a specified or unspecified reason.


5.3.2 Operation deleteRecords (M)

IRPManager invokes this operation to delete records, which satisfy some filter criteria, from a log.  If no filter criterion is given, then the whole contents of the log should be deleted.  This operation may be implemented synchronously or asynchronously.  If implemented synchronously, IRPManager will block until the completion of this operation.  However if implemented asynchronously, a transactionId is generated and operation returns immediately.  The system should generate a RecordsDeletedEvent when the operation is complete.  IRPManager uses the transactionId to match the event with the calling of the operation. 

Table 7: Parameters for deleteRecords
	Name
	Qualifier
	Purpose

	filter
	Input, O
	It carries a filter constraint.  Only notifications that satisfy this filter constraint should be deleted.  Filter constraint grammar is SS dependent.  

If parameter is absent, all records in log should be deleted.

	transactionId
	Output, O
	It carries a system wide unique ID for this transaction and is only filled if this operation is implemented asynchronously.   If so a RecordsDeletedEvent should be generated by the system.  It carries this ID so that the calling of this operation may be correlated with the future arrival of the event.  

	status
	Output, M
	(a) Operation succeeded. If implemented synchronously it means that all records to be deleted have been done so successfully.  If asynchronously implemented it means that the operation was started successfully.  A RecordsDeletedEvent shall be generated by the system upon completion of the operation.

(b) Operation failed because of a specified or unspecified reason.


5.3.3 Operation getRecordCount (M)

IRPManager invokes this operation to obtain a count of the number of records, which satisfy some filter criteria, currently in a log.  If no filter criterion is given, then this operation should return the total number of records currently in the log.  

Table 8: Parameters for getRecordCount
	Name
	Qualifier
	Purpose

	filter
	Input, O
	It carries a filter constraint.  Only notifications that satisfy this filter constraint should be added to the running count.  Filter constraint grammar is SS dependent.  

	recordCount
	Output, M
	The number of records satisfying the filter constraint in this log.  If filter parameter is absent, it should contain the total number of records in the log.

	status
	Output, M
	(c) Operation succeeded

(d) Operation failed because of a specified or unspecified reason.


5.3.4 Operation exportLog (M)

IRPManager invokes this operation to export the log to a standard XML format.  The XML produced by this operation must be compliant with the XML Schema in Annex A.  The XML produced should be placed at the location provided by the destination parameter.  The protocol for transferring this XML data to its destination is beyond the scope of this Information Service.  Each Solution Set may use the most appropriate method of transfer, for example, FTP, HTTP, FTAM.  If a particular solution set  does not support the protocol which IRPManager wishes to use, it should notify IRPManager with an error.

This operation may be implemented synchronously or asynchronously.  If implemented synchronously, IRPManager will block until the completion of this operation.  However if implemented asynchronously, a transactionId is generated and operation returns immediately.  The system should generate an ExportCompletedEvent when the operation is complete.  IRPManager uses the transactionId to match the event with the calling of the operation.

Table 9: Parameters for exportLog
	Name
	Qualifier
	Purpose

	filter
	Input, O
	It carries a filter constraint.  Only notifications that satisfy this filter constraint should be selected for export.  Filter constraint grammar is SS dependent.  

If parameter is absent , all records in log should be exported.

	destination
	Input, M
	It carries a destination string at which the XML which is generated is to be placed.  The destination type is outside the scope of this document.  It may be an FTP, HTTP, FTAM or local address among others.  

	transactionId
	Output, O
	It carries a system wide unique ID for this transaction and is only filled if this operation is implemented asynchronously.   If so an ExportCompletedEvent should be generated by the system.  It carries this ID so that the calling of this operation may be correlated with the future arrival of the event.  

	status
	Output, M
	(a) Operation succeeded.  Valid XML has been generated and was sent to the destination address set by IRPManager.

(b) Operation failed because of a specified or unspecified reason.  One such reason would be if the destination type was not supported by IRPAgent.  IRPManager should be made aware of this.


5.3.5 Log attributes

Table 10 indicates the attributes, which a log must support.  Some of these attributes are read-only set at the creation of the log.  IRPManager may set others.  Since a log is an MO certain notifications should be generated by the system when these attributes change.  Details of what notifications to be sent are also in table 10.

Table 10: Log attributes

	Name
	Qualifier
	Purpose

	creationTime
	READ_ONLY, M
	This attribute is set to reflect the time at which a log was created.  IRPManager may not reset it.

	maxSize
	M
	This attribute is used to specify the maximum size a log may grow to.  A value of 0 indicates that this log’s maximum size is indeterminate.  The size is specified in octets.

When this parameter is changed an AttributeValueChangeEvent should be generated by the system.  IRPManager may receive these notifications by subscribing to them via the Notification IRP.

	logFullAction
	M
	This attribute is set by IRPManager to control the action IRPAgent takes when this log has reached its maximum size.  This attribute may either reflect a halt action or a wrap action.  When the log is full a CapacityThresholdAlarm should be generated if supported.

In the case of halt, no further records are added to the log.  Records already in the log will be retained.  Notifications may be lost from the system in this case. 

If a wrap action is set, then the oldest records are deleted to free resources for the creation of new records.  In this case the oldest records in the log are lost.

When this parameter is changed an AttributeValueChangeEvent should be generated by the system.  IRPManager may receive these notifications by subscribing to them via the Notification IRP.

	capacityThresholdList
	O
	A list of capacity thresholds may be set on the log.   Once a threshold is reached a CapacityThresholdAlarm is generated by the system.  

When this parameter is changed an AttributeValueChangeEvent should be generated by the system.  IRPManager may receive these notifications by subscribing to them via the Notification IRP.

	logId
	M
	This attribute contains the ID of the log as set by IRPManager.  It should uniquely identify a log within the system.

When this parameter is changed an AttributeValueChangeEvent should be generated by the system.  IRPManager may receive these notifications by subscribing to them via the Notification IRP.

	filter
	M
	This attribute contains the filter for the log as set by IRPManager.  Only notifications, which pass the filter, should be entered into the log.

When this parameter is changed an AttributeValueChangeEvent should be generated by the system.  IRPManager may receive these notifications by subscribing to them via the Notification IRP.

	administrativeState
	M
	The attribute reflects the administrative state of a log.  Only two states are possible, locked and unlocked.  

When the log is locked, new records will not be created, however the log may be queried for existing records.

When the log is unlocked, new records may be created and the log may be queried for existing records.  

When this parameter is changed a StateChangeEvent should be generated by the system.  IRPManager may receive these notifications by subscribing to them via the Notification IRP.

	operationalState
	READ-ONLY, M
	This attribute reflects the internal state of the log and therefore may not be modified directly by IRPManager.  The log is either in an enabled state or a disabled state.  

When the log is enabled, new records may be added to the log and it may be queried for existing records.

When the log is disabled, no new records may be added to the log.  The log may not be queried for existing records.

When this parameter is changed a StateChangeEvent should be generated by the system.  IRPManager may receive these notifications by subscribing to them via the Notification IRP.


5.4 Notifications of LogManagementIRPOperations Interface

5.4.1 General

Operations that IRPManager uses to manage subscription to receive notifications are specified in Notification IRP (3G TS 32.106-2 [7]). 3G TS 32.106-2 [8] also specifies a generic notification notify. 3G TS 32.106-2 [7] defines a number of parameter-attributes that are commonly carried in notifications as well.

The commonly carried parameter-attributes are collectively called notificationHeader in the present document.  The parameter-attribute names and their qualifiers are listed in table 11.

Table 12: Notification Header

	Parameter-Attributes defined in 3G TS 32.106-2 [11]
	Qualifier for use in this IS

	managedObjectClass
	M

	managedObjectInstance
	M

	notificationId
	M

	eventTime
	M

	systemDN
	O

	eventType
	M

	extendedEventType
	M


The following clauses define specific notifications relevant for LogManagement IRP by extending notify in 3G TS 32.106-2 [11]. 

5.4.2 Notification notifyExportCompleted (O)

IRPAgent notifies the subscribed IRPManager that an export operation has been completed and that valid XML has been sent to the destination specified by IRPManager.

Table 13: Parameters of notifyExportCompleted
	Name
	Qualifier
	Comment

	notificationHeader
	Input, M
	See Table 11: Notification Header,

	eventInformationBody
	Input, M
	It contains information about the event.  See clause 5.5.5 Event Information.


5.4.3 Notification notifyRecordsDeleted (O)

IRPAgent notifies the subscribed IRPManager that a record deletion operation has been completed.

Table 14: Parameters of notifyRecordsDeleted
	Name
	Qualifier
	Comment

	notificationHeader
	Input, M
	See Table 11: Notification Header,

	eventInformationBody
	Input, M
	It contains information about the event.  See clause 5.5.5 Event Information.


5.4.4 Notification notifyCapacityThresholdAlarm (O)

IRPAgent notifies the subscribed IRPManager that a capacity threshold has been reached in a log within the system.  3G TS 32.111-2 [12] specifies that an alarm related to a reduction in storage capacity, be characterised as a Quality of Service Alarm.  3G TS 32.111-2 [12] specifies the semantics of the Quality Of Service event.
5.4.5 Notification notifyObjectCreation (M)

IRPAgent notifies the subscribed IRPManager that a new Log has been created in the system.  3G TS 32.106-5 [9] specifies the semantics of the ObjectCreationEvent used in this IRP.

5.4.6 Notification notifyObjectDeletion (M)

IRPAgent notifies the subscribed IRPManager that a Log has been deleted in the system.  3G TS 32.106-5 [9] specifies the semantics of the ObjectDeletionEvent used in this IRP.

5.4.7 Notification notifyStateChange (M)

IRPAgent notifies the subscribed IRPManager that a log has changed state in the system.  This event is generated whenever a logs administrative state or its operational state changes.  Where is this event defined?!  Encode this alarm as an AttributeValueChange alarm….
5.4.8 Notification notifyAttributeValueChange (M)

IRPAgent notifies the subscribed IRPManager that an attribute of a log has been changed within the system.  3G TS 32.106-5 [9] specifies the semantics of the AttributeValueChangeEvent used in this IRP.

5.5 Behaviour

5.5.1 Managed Objects

This IRP only models Logs as managed objects.  Log records are not modelled as managed objects to increase the efficiency of the IRP.  Modelling log records as managed objects provides no real benefit to either the IRPManager or the end user.  The ability to set attributes and control state on a log record is not a particularly useful function.  

Where log records are modelled as managed objects this leads to object explosion.  The number of managed objects, which are log records, can grow to be more than the number of managed devices in the operators network.  Suddenly more resources are used to manage the log records than the devices, which the management system is monitoring.  By only modelling logs and not their records as managed objects there is a great improvement in efficiency with little or no negative effect on the functionality provided for the management of logs.

5.5.2 Notifications

By not modelling log records as managed objects there is a great improvement in the number of notifications, which the system has to generate.  Object Creation and Object Deletion events should be sent for every managed object in a network, which is create/deleted.  Therefore these events need only be sent after the creation/deletion of logs.  Events do not need to be sent upon creation/deletion of a log records.

5.5.3 Exporting Logs

The export operation of this IRP provides a mechanism by which logs may be converted to an industry standard and widely supported data description format, XML.  The benefits of a standard XML schema for log management include off-line analysis of logs by generic off the shelf XML products, easily customisable web browser enabled logs, simplistic report generation, etc.  XML Schema is currently a W3C Candidate Recommendation and is set to supersede DTDs as the preferred way of describing XML documents.  Refer to W3C website for more information on XML Schema [14].

5.5.4 Naming Convention for Logs

A standardised manner of naming logs (i.e. the logId) would not contribute to the usefulness of this IRP and has been deliberately left open to the individual working practices defined by each operator.

5.5.5 Event Information

This clause specifies the information carried in Event Information.

Alarm Information contains the notificationHeader and eventInformationBody.  Table 12 defines parameter-attributes of notificationHeader.  Table 15 defines the parameter-attributes of eventInformationBody.

Table 16: Parameter-Attributes of eventInformationBody
	Name
	Qualifier
	Purpose

	transactionId
	M
	It carries a unique system wide generated ID which is to be used to correlate an event with the asynchronous call of an operation within this IRP.

	numberOfRecords
	O
	It carries the a count of the number of records affected by this operation.  In the case of a RecordsDeletedEvent, it contains the number of records successfully deleted.  In the case of an ExportCompletedEvent it contains the number of records included in the exported log.


Annex A (informative): Sample XML Log

The following sample XML shows a log with one log record.

<?xml version="1.0"?>

<log id="Sample Log with all fields" creationTime="1999-05-31T14:20:00.000-05:00">

<logRecord id="1" creationTime="1999-05-31T14:20:01.000-05:00">

        <notification type="ET_COMMUNICATIONS_ALARM" domain="1f1" 

extendedEventType="NOTIFY_FM_NEW_ALARM">

<managedObjectClass>31</managedObjectClass>

<managedObjectInstance>Network.rdnInstance=100,Bss.rdnInstance=1

</managedObjectInstance>

            <notificationId>1003</notificationId>

            <eventTime>1999-05-31T13:25:30.000-05:00</eventTime>

            <systemDN>Motorola-Cork</systemDN>

            <probableCause>PC_LOSS_OF_SIGNAL</probableCause>

            <perceivedSeverity>PS_CRITICAL</perceivedSeverity>

            <correlatedNotifications>

                <correlatedNotification id="1002" 

source="Network.rdnInstance=100,Bss.rdnInstance=1"/>

                <correlatedNotification id="1001" 

source="Network.rdnInstance=100,Bss.rdnInstance=1"/>

            </correlatedNotifications>

            <additionalText>communicationFailureEvent -- BSS -- BSS_Eiffel:1 RTF 11 -- 31/05/1999 -- 13:25:30 -- [30020] RTF signal lost -- OIC -- Critical -- -/-

</additionalText>

            <alarmId>10003</alarmId>

            <ackUserId>*NONE*</ackUserId>

            <ackState>ACK_STATE_UNACKNOWLEDGED</ackState>

</notification>

    </logRecord>

</log>

Annex B (normative): XML Schema

<xsd:schema xmlns:xsd="http://www.w3.org/2000/10/XMLSchema">

<xsd:annotation>

   <xsd:documentation>

      Proposed Log Management IRP XML Schema 1:1

   </xsd:documentation>

</xsd:annotation>

<xsd:element name="log">

<xsd:complexType>

   <xsd:sequence>

      <xsd:element name="logRecord" type="LogRecordType" 

                                 minOccurs="0" maxOccurs="unbounded"/>

   </xsd:sequence>

   <xsd:attribute name="id" type="xsd:string" use="required"/>

   <xsd:attribute name="creationTime" type="xsd:timeInstant" use="required"/>   

</xsd:complexType>

<xsd:simpleType name="IRPNotificationType">

   <xsd:restriction base="xsd:string">

      <xsd:enumeration value="ET_COMMUNICATIONS_ALARM"/>

      <xsd:enumeration value="ET_PROCESSING_ERROR_ALARM"/>

      <xsd:enumeration value="ET_ENVIRONMENTAL_ALARM"/>

      <xsd:enumeration value="ET_QUALITY_OF_SERVICE_ALARM"/>

      <xsd:enumeration value="ET_EQUIPMENT_ALARM"/>

      <xsd:enumeration value="ET_THRESHOLD_ALARM"/>

      <xsd:enumeration value="ET_EXPORT_COMPLETED_EVENT"/>

      <xsd:enumeration value="ET_RECORDS_DELETED_EVENT"/>

      <xsd:enumeration value="ET_OBJECT_CREATION_EVENT"/>

      <xsd:enumeration value="ET_OBJECT_DELETEION_EVENT"/>

      <xsd:enumeration value="ET_ATTRIBUTE_VALUE_CHANGE_EVENT"/>

      <xsd:enumeration value="ET_STATE_CHANGE_EVENT"/>

   </xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="IRPProbableCauseType">

   <xsd:restriction base="xsd:string">

      <xsd:enumeration value="PC_INDETERMINATE"/>

      <xsd:enumeration value="PC_ALARM_INDICATION_SIGNAL"/>

      <xsd:enumeration value="PC_CALL_SETUP_FAILURE"/>

      <xsd:enumeration value="PC_DEGRADED_SIGNAL_M3100"/>

      <xsd:enumeration value="PC_FAR_END_RECEIVER_FAILURE"/>

      <xsd:enumeration value="PC_FRAMING_ERROR_M3100"/>

      <xsd:enumeration value="PC_LOSS_OF_FRAME"/>

      <xsd:enumeration value="PC_LOSS_OF_POINTER"/>

      <xsd:enumeration value="PC_LOSS_OF_SIGNAL"/>

      <xsd:enumeration value="PC_PAYLOAD_TYPE_MISMATCH"/>

      <xsd:enumeration value="PC_TRANSMISSION_ERROR"/>

      <xsd:enumeration value="PC_REMOTE_ALARM_INTERFACE"/>

      <xsd:enumeration value="PC_EXCESSIVE_BIT_ERROR_RATE"/>

      <xsd:enumeration value="PC_PATH_TRACE_MISMATCH"/>

      <xsd:enumeration value="PC_UNAVAILABLE"/>

      <xsd:enumeration value="PC_SIGNAL_LABEL_MISMATCH"/>

      <xsd:enumeration value="PC_LOSS_OF_MULTI_FRAME"/>

      <xsd:enumeration value="PC_BACK_PLANE_FAILURE"/>

      <xsd:enumeration value="PC_DATA_SET_PROBLEM"/>

      <xsd:enumeration value="PC_EQUIPMENT_IDENTIFIER_DUPLICATION"/>

      <xsd:enumeration value="PC_EXTERNAL_DEVICE_PROBLEM"/>

      <xsd:enumeration value="PC_LINE_CARD_PROBLEM"/>

      <xsd:enumeration value="PC_MULTIPLEXER_PROBLEM_M3100"/>

      <xsd:enumeration value="PC_NE_IDENTIFIER_DUPLICATION"/>

      <xsd:enumeration value="PC_POWER_PROBLEM_M3100"/>

      <xsd:enumeration value="PC_PROCESSOR_PROBLEM_M3100"/>

      <xsd:enumeration value="PC_PROTECTION_PATH_FAILURE"/>

      <xsd:enumeration value="PC_RECEIVER_FAILURE_M3100"/>

      <xsd:enumeration value="PC_REPLACEABLE_UNIT_MISSING"/>

      <xsd:enumeration value="PC_REPLACEABLE_UNIT_TYPE_MISMATCH"/>

      <xsd:enumeration value="PC_SYNCHRONISATION_SOURCE_MISMATCH"/>

      <xsd:enumeration value="PC_TERMINAL_PROBLEM"/>

      <xsd:enumeration value="PC_TIMING_PROBLEM_M3100"/>

      <xsd:enumeration value="PC_TRANSMITTER_FAILURE_M3100"/>

      <xsd:enumeration value="PC_TRUNK_CARD_PROBLEM"/>

      <xsd:enumeration value="PC_REPLACEABLE_UNIT_PROBLEM"/>

      <xsd:enumeration value="PC_AIR_COMPRESSOR_FAILURE"/>

      <xsd:enumeration value="PC_AIR_CONDITIONING_FAILURE"/>

      <xsd:enumeration value="PC_AIR_DRYER_FAILURE"/>

      <xsd:enumeration value="PC_BATTERY_DISCHARGING"/>

      <xsd:enumeration value="PC_BATTERY_FAILURE"/>

      <xsd:enumeration value="PC_COMMERICAL_POWER_FAILURE"/>

      <xsd:enumeration value="PC_COOLING_FAN_FAILURE"/>

      <xsd:enumeration value="PC_ENGINE_FAILURE"/>

      <xsd:enumeration value="PC_FIRE_DETECTOR_FAILURE"/>

      <xsd:enumeration value="PC_FUSE_FAILURE"/>

      <xsd:enumeration value="PC_GENERATOR_FAILURE"/>

      <xsd:enumeration value="PC_LOW_BATTERY_THRESHOLD"/>

      <xsd:enumeration value="PC_PUMP_FAILURE_M3100"/>

      <xsd:enumeration value="PC_RECTIFIER_FAILURE"/>

      <xsd:enumeration value="PC_RECTIFIER_HIGH_VOLTAGE"/>

      <xsd:enumeration value="PC_RECTIFIER_LOW_F_VOLTAGE"/>

      <xsd:enumeration value="PC_VENTILATION_SYSTEM_FAILURE"/>

      <xsd:enumeration value="PC_ENCLOSURE_DOOR_OPEN_M3100"/>

      <xsd:enumeration value="PC_EXPLOSIVE_GAS"/>

      <xsd:enumeration value="PC_FIRE"/>

      <xsd:enumeration value="PC_FLOOD"/>

      <xsd:enumeration value="PC_HIGH_HUMIDITY"/>

      <xsd:enumeration value="PC_HIGH_TEMPERATURE"/>

      <xsd:enumeration value="PC_HIGH_WIND"/>

      <xsd:enumeration value="PC_ICE_BUILD_UP"/>

      <xsd:enumeration value="PC_LOW_FUEL"/>

      <xsd:enumeration value="PC_LOW_HUMIDITY"/>

      <xsd:enumeration value="PC_LOW_CABLE_PRESSURE"/>

      <xsd:enumeration value="PC_LOW_TEMPERATURE"/>

      <xsd:enumeration value="PC_LOW_WATER"/>

      <xsd:enumeration value="PC_SMOKE"/>

      <xsd:enumeration value="PC_TOXIC_GAS"/>

      <xsd:enumeration value="PC_STORAGE_CAPACITY_PROBLEM_M3100"/>

      <xsd:enumeration value="PC_MEMORY_MISMATCH"/>

      <xsd:enumeration value="PC_CORRUPT_DATA_M3100"/>

      <xsd:enumeration value="PC_OUT_OF_CPU_CYCLES"/>

      <xsd:enumeration value="PC_SOFTWARE_ENVIRONMENT_PROBLEM"/>

      <xsd:enumeration value="PC_SOFTWARE_DOWNLOAD_FAILURE"/>

      <xsd:enumeration value="PC_ADAPTER_ERROR"/>

      <xsd:enumeration value="PC_APPLICATION_SUBSYSTEM_FAILURE"/>

      <xsd:enumeration value="PC_BANDWIDTH_REDUCTION"/>

      <xsd:enumeration value="PC_COMMUNICATION_PROTOCOL_ERROR"/>

      <xsd:enumeration value="PC_COMMUNICATION_SUBSYSTEM_FAILURE"/>

      <xsd:enumeration value="PC_CONFIGURATION_OR_CUSTOMIZING_ERROR"/>

      <xsd:enumeration value="PC_CONGESTION"/>

      <xsd:enumeration value="PC_CPU_CYCLES_LIMIT_EXCEEDED"/>

      <xsd:enumeration value="PC_DATA_SET_OR_MODEM_ERROR"/>

      <xsd:enumeration value="PC_DTE_DCE_INTERFACE_ERROR"/>

      <xsd:enumeration value="PC_EQUIPMENT_MALFUNCTION"/>

      <xsd:enumeration value="PC_EXCESSIVE_VIBRATION"/>

      <xsd:enumeration value="PC_FILE_ERROR"/>

      <xsd:enumeration value= 

"PC_HEATING_OR_VENTILATION_OR_COOLING_SYSTEM_PROBLEM"/>

      <xsd:enumeration value="PC_HUMIDITY_UNACCEPTABLE"/>

      <xsd:enumeration value="PC_INPUT_OUTPUT_DEVICE_ERROR"/>

      <xsd:enumeration value="PC_INPUT_DEVICE_ERROR"/>

      <xsd:enumeration value="PC_LAN_ERROR"/>

      <xsd:enumeration value="PC_LEAK_DETECTION"/>

      <xsd:enumeration value="PC_LOCAL_NODE_TRANSMISSION_ERROR"/>

      <xsd:enumeration value="PC_MATERIAL_SUPPLY_EXHAUSTED"/>

      <xsd:enumeration value="PC_OUT_OF_MEMORY"/>

      <xsd:enumeration value="PC_OUTPUT_DEVICE_ERROR"/>

      <xsd:enumeration value="PC_PERFORMANCE_DEGRADED"/>

      <xsd:enumeration value="PC_PRESSURE_UNACCEPTABLE"/>

      <xsd:enumeration value="PC_QUEUE_SIZE_EXCEEDED"/>

      <xsd:enumeration value="PC_RECEIVE_FAILURE"/>

      <xsd:enumeration value="PC_REMOTE_NODE_TRANSMISSION_ERROR"/>

      <xsd:enumeration value="PC_RESOURCE_AT_OR_NEARING_CAPACITY"/>

      <xsd:enumeration value="PC_RESPONSE_TIME_EXCESSIVE"/>

      <xsd:enumeration value="PC_RETRANSMISSION_RATE_EXCESSIVE"/>

      <xsd:enumeration value="PC_SOFTWARE_ERROR"/>

      <xsd:enumeration value="PC_SOFTWARE_PROGRAM_ABNORMALLY_TERMINATED"/>

      <xsd:enumeration value="PC_SOFTWARE_PROGRAM_ERROR"/>

      <xsd:enumeration value="PC_TEMPERATURE_UNACCEPTABLE"/>

      <xsd:enumeration value="PC_THRESHOLD_CROSSED"/>

      <xsd:enumeration value="PC_TOXIC_LEAK_DETECTED"/>

      <xsd:enumeration value="PC_TRANSMIT_FAILURE"/>

      <xsd:enumeration value="PC_UNDERLYING_RESOURCE_UNAVAILABLE"/>

      <xsd:enumeration value="PC_VERSION_MISMATCH"/>

      <xsd:enumeration value="PC_A_BIS_TO_BTS_INTERFACE_FAILURE"/>

      <xsd:enumeration value="PC_A_BIS_TO_TRX_INTERFACE_FAILURE"/>

      <xsd:enumeration value="PC_ANTENNA_PROBLEM"/>

      <xsd:enumeration value="PC_BATTERY_BREAKDOWN"/>

      <xsd:enumeration value="PC_BATTERY_CHARGING_FAULT"/>

      <xsd:enumeration value="PC_CLOCK_SYNCHRONISATION_PROBLEM"/>

      <xsd:enumeration value="PC_COMBINER_PROBLEM"/>

      <xsd:enumeration value="PC_DISK_PROBLEM"/>

      <xsd:enumeration value="PC_EXCESSIVE_RECEIVER_TEMPERATURE"/>

      <xsd:enumeration value="PC_EXCESSIVE_TRANSMITTER_OUTPUT_POWER"/>

      <xsd:enumeration value="PC_EXCESSIVE_TRANSMITTER_TEMPERATURE"/>

      <xsd:enumeration value="PC_FREQUENCY_HOPPING_DEGRADED"/>

      <xsd:enumeration value="PC_FREQUENCY_HOPPING_FAILURE"/>

      <xsd:enumeration value="PC_FREQUENCY_REDEFINITION_FAILED"/>

      <xsd:enumeration value="PC_LINE_INTERFACE_FAILURE"/>

      <xsd:enumeration value="PC_LINK_FAILURE"/>

      <xsd:enumeration value="PC_LOSS_OF_SYNCHRONISATION"/>

      <xsd:enumeration value="PC_LOST_REDUNDANCY"/>

      <xsd:enumeration value="PC_MAINS_BREAKDOWN_WITH_BATTERY_BACKUP"/>

      <xsd:enumeration value="PC_MAINS_BREAKDOWN_WITHOUT_BATTERY_BACKUP"/>

      <xsd:enumeration value="PC_POWER_SUPPLY_FAILURE"/>

      <xsd:enumeration value="PC_RECEIVER_ANTENNA_FAULT"/>

      <xsd:enumeration value="PC_RECEIVER_MULTICOUPLER_FAILURE"/>

      <xsd:enumeration value="PC_REDUCED_TRANSMITTER_OUTPUT_POWER"/>

      <xsd:enumeration value="PC_SIGNAL_QUALITY_EVALUATION_FAULT"/>

      <xsd:enumeration value="PC_TIMESLOT_HARDWARE_FAILURE"/>

      <xsd:enumeration value="PC_TRANSCEIVER_PROBLEM"/>

      <xsd:enumeration value="PC_TRANSCODER_PROBLEM"/>

      <xsd:enumeration value="PC_TRANSCODER_OR_RATE_ADAPTER_PROBLEM"/>

      <xsd:enumeration value="PC_TRANSMITTER_ANTENNA_FAILURE"/>

      <xsd:enumeration value="PC_TRANSMITTER_ANTENNA_NOT_ADJUSTED"/>

      <xsd:enumeration value="PC_TRANSMITTER_LOW_VOLTAGE_OR_CURRENT"/>

      <xsd:enumeration value="PC_TRANSMITTER_OFF_FREQUENCY"/>

      <xsd:enumeration value="PC_DATABASE_INCONSISTENCY"/>

      <xsd:enumeration value="PC_FILE_SYSTEM_CALL_UNSUCCESSFUL"/>

      <xsd:enumeration value="PC_INPUT_PARAMETER_OUT_OF_RANGE"/>

      <xsd:enumeration value="PC_INVALID_PARAMETER"/>

      <xsd:enumeration value="PC_INVALID_POINTER"/>

      <xsd:enumeration value="PC_MESSAGE_NOT_EXPECTED"/>

      <xsd:enumeration value="PC_MESSAGE_NOT_INITIALISED"/>

      <xsd:enumeration value="PC_MESSAGE_OUT_OF_SEQUENCE"/>

      <xsd:enumeration value="PC_SYSTEM_CALL_UNSUCCESSFUL"/>

      <xsd:enumeration value="PC_TIMEOUT_EXPIRED"/>

      <xsd:enumeration value="PC_VARIABLE_OUT_OF_RANGE"/>

      <xsd:enumeration value="PC_WATCH_DOG_TIMER_EXPIRED"/>

      <xsd:enumeration value="PC_COOLING_SYSTEM_FAILURE"/>

      <xsd:enumeration value="PC_EXTERNAL_EQUIPMENT_FAILURE"/>

      <xsd:enumeration value="PC_EXTERNAL_POWER_SUPPLY_FAILURE"/>

      <xsd:enumeration value="PC_EXTERNAL_TRANSMISSION_DEVICE_FAILURE"/>

      <xsd:enumeration value="PC_REDUCED_ALARM_REPORTING"/>

      <xsd:enumeration value="PC_REDUCED_EVENT_REPORTING"/>

      <xsd:enumeration value="PC_RECUCED_LOGGING_CAPABILITY"/>

      <xsd:enumeration value="PC_SYSTEM_RESOURCES_OVERLOAD"/>

      <xsd:enumeration value="PC_BROADCAST_CHANNEL_FAILURE"/>

      <xsd:enumeration value="PC_CALL_ESTABLISHMENT_ERROR"/>

      <xsd:enumeration value="PC_INVALID_MESSAGE_RECEIVED"/>

      <xsd:enumeration value="PC_INVALID_MSU_RECEIVED"/>

      <xsd:enumeration value="PC_LAPD_LINK_PROTOCOL_FAILURE"/>

      <xsd:enumeration value="PC_LOCAL_ALARM_INDICATION"/>

      <xsd:enumeration value="PC_REMOTE_ALARM_INDICATION"/>

      <xsd:enumeration value="PC_ROUTING_FAILURE"/>

      <xsd:enumeration value="PC_SS7_PROTOCOL_FAILURE"/>

      <xsd:enumeration value="PC_TRANSMISSION_FAILURE"/>

   </xsd:restriction>

</xsd:simpleType> 

<xsd:simpleType name="IRPPerceivedSeverityType">

   <xsd:restriction base="xsd:string">

      <xsd:enumeration value="PS_INDETERMINATE"/>

      <xsd:enumeration value="PS_CRITICAL"/>

      <xsd:enumeration value="PS_MAJOR"/>

      <xsd:enumeration value="PS_MINOR"/>

      <xsd:enumeration value="PS_WARNING"/>

      <xsd:enumeration value="PS_CLEARED"/>

   </xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="IRPAckStateType">

   <xsd:restriction base="xsd:string">

      <xsd:enumeration value="ACK_STATE_ACKNOWLEDGED"/>

      <xsd:enumeration value="ACK_STATE_UNACKNOWLEDGED"/>

   </xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="IRPExtendedEventType">

   <xsd:restriction base="xsd:string">

      <xsd:enumeration value="NOTIFY_FM_NEW_ALARM"/>

      <xsd:enumeration value="NOTIFY_FM_CHANGED_ALARM"/>

   
<xsd:enumeration value="NOTIFY_FM_ACK_STATE_CHANGED"/>

   
<xsd:enumeration value="NOTIFY_FM_CLEARED_ALARM"/>

   
<xsd:enumeration value="NOTIFY_FM_ALARM_LIST_REBUILT"/>

   </xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="IRPThresholdIndicationType">

   <xsd:restriction base="xsd:string">

      <xsd:enumeration value="Up"/>

      <xsd:enumeration value="Down"/>

   </xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="IRPTrendIndicationType">

   <xsd:restriction base="xsd:string">

      <xsd:enumeration value="LessSevere"/>

      <xsd:enumeration value="NoChange"/>

      <xsd:enumeration value="MoreSevere"/>

   </xsd:restriction>

</xsd:simpleType>

<xsd:complexType name="AttributeValueChangeType">

   <xsd:element name="oldValue" type="xsd:string" minOccurs="1" maxOccurs="1"/>

   <xsd:element name="newValue" type="xsd:string" minOccurs="1" maxOccurs="1"/>

   <xsd:attribute name="attributeName" type="xsd:string" use="required"/>

</xsd:complexType>

<xsd:complexType name="AttributeChangeSetType">

   <xsd:sequence>

      <xsd:element name="attributeValueChange" type="AttributeValueChangeType"

                                 minOccurs="1"/>

   </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="AttributeValueType">

   <xsd:element name="value" type="xsd:string" minOccurs="1" maxOccurs="1"/>

   <xsd:attribute name="attributeName" type="xsd:string" use="required"/>

</xsd:complexType>

<xsd:complexType name="AttributeSetType">

   <xsd:sequence>

      <xsd:element name="attribute" type="AttributeValueType"

                                 minOccurs="1"/>

   </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="LogRecordType">

   <xsd:element name="notification" type="NotificationType" 

                                 minOccurs="1" maxOccurs="1"/>

   <xsd:attribute name="id" type="xsd:string" use="required"/>

   <xsd:attribute name="creationTime" type="xsd:timeInstant" use="required"/>

</xsd:complexType>

<xsd:complexType name="CorrNotifType">

   <xsd:attribute name="id" type="xsd:string" use="required"/>

   <xsd:attribute name="source" type="xsd:string" use="required"/>

</xsd:complexType>

<xsd:complexType name="CorrNotifsType">

   <xsd:sequence>

      <xsd:element name="correlatedNotification" type="CorrNotifType" 

                                minOccurs="1" maxOccurs="unbounded"/>

   </xsd:sequence>

</xsd:complexType>

<xsd:complexType name="NotificationType">

   <xsd:element name="managedObjectClass" type="xsd:string" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="managedObjectInstance" type="xsd:string" 

                              minOccurs="1" maxOccurs="1"/>

   <xsd:element name="notificationId" type="xsd:string" 

                              minOccurs="1" maxOccurs="1"/>

   <xsd:element name="eventTime" type="xsd:timeInstant" 

                              minOccurs="1" maxOccurs="1"/>

   <xsd:element name="systemDN" type="xsd:string" 

                              minOccurs="1" maxOccurs="1"/>

   <xsd:element name="probableCause" type="IRPProbableCauseType" 

                              minOccurs="1" maxOccurs="1"/>

   <xsd:element name="perceivedSeverity" type="IRPPerceivedSeverityType" 

                              minOccurs="1" maxOccurs="1"/>

   <xsd:element name="specificProblem" type="xsd:string" 

                              minOccurs="0" maxOccurs="1"/>   

   <xsd:element name="correlatedNotifications" type="CorrNotifsType" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="backedUpStatus" type="xsd:boolean" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="backUpObject" type="xsd:string" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="trendIndication" type="IRPTrendIndicationType" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="thresholdInfo" type="IRPThresholdIndicationType" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="stateChangeDefinitions" type="AttributeChangeSetType" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="monitoredAttributes" type="AttributeSetType" 

                              minOccurs="0" maxOccurs="1"/>                                        

   <xsd:element name="proposedRepairActions" type="xsd:string" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="additionalText" type="xsd:string" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="alarmId" type="xsd:string" 

                              minOccurs="1" maxOccurs="1"/>

   <xsd:element name="ackTime" type="xsd:timeInstant" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="ackUserId" type="xsd:string" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="ackSystemId" type="xsd:string" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:element name="ackState" type="IRPAckStateType" 

                              minOccurs="0" maxOccurs="1"/>

   <xsd:attribute name="extendedEventType" type="IRPExtendedEventType" 

                              use="required"/>

   <xsd:attribute name="type" type="IRPNotificationType" use="required"/>

   <xsd:attribute name="domain" type="xsd:string" use="required"/>

</xsd:complexType>

</xsd:schema>
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