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[bookmark: _Toc157508571][bookmark: _Toc157508592][bookmark: _Hlk162512604]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[y]	3GPP TS 28.533: " Management and orchestration; Architecture framework".
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[bookmark: _Toc157896579][bookmark: _Toc158792507][bookmark: _Toc158792542]7.3.3	AccessRule
[bookmark: _Toc157896580][bookmark: _Toc158792508][bookmark: _Toc158792543]7.3.3.1	Definition
The AccessRule class represents the granular resource and actions in a network management system on which an action has to be performed.
This class enables the storage of the resource types in the system and the possible actions that are allowed on it. The permutations and combinations of these permissions are assigned to a role.
The roleName attribute binds the instances in the network as well as the permissions and the operations allowed upon it.
The dataNodeSelector attribute defines the resources. The resources are classes(IOC) or instances of classes(MOI) in the network that need to be access controlled. The resources define the root instances or the leaf instances. For example, the Managed Element could be the root object and the attributes could be referred to as the leaf objects. The resources here could be whole classes or specific instances of classes with a known DN value or could be an expression(e.g.: XPATH or JEX) that could be resolved by the producer to get the nodes at runtime. 
Examples of the resources attribute value could be as below. Please note this is not an exhaustive set of examples and shown for depiction purpose.
a)	Values related to IOC: 
-	Description: this means that: 
-	all attributes of an IOC are eligible for the access rule.
-	at operation time, all instances of this IOC are eligible for the access rule. 
[bookmark: _MCCTEMPBM_CRPT04410031___1]EXAMPLES 1:  
1)	IOC name		: "ManagedElement"
2)	Expression resolving to IOCs under a subnetwork SN1: 
"/SubNetwork[id="SN1"]/ManagedElement"
[bookmark: _MCCTEMPBM_CRPT04410032___1]b)	Values related to one or more instances of an IOC: 
-	Description: this means that: 
-	all attributes of the IOC are eligible for the access rule. 
-	at operation time, only the specified instances of this IOC are eligible for the access rule.
[bookmark: _MCCTEMPBM_CRPT04410033___1]EXAMPLES 2:   
Specific instance of IOC name	: "SN1/ME1"
[bookmark: _MCCTEMPBM_CRPT04410034___1]c)	Values related to one or more IOC attributes: 
-	Description: this means that: 
-	only the specified attributes of the IOC are eligible for the access rule.
[bookmark: _MCCTEMPBM_CRPT04410035___1]-	at operation time, all attributes of the instances of this IOC are eligible for the access rule.
EXAMPLES 3:
1)	Attribute name: "SubNetwork/ManagedElement/vendorName"
2)	Expression resolving to specific instance of attribute name "/SubNetwork[id="SN1"]/ManagedElement[id="ME1"]/attributes[vendorName="Company XY"]"
3)	Specific attribute instance: "SN1/ME1/vendorName='Company XY'"
[bookmark: _MCCTEMPBM_CRPT04410036___1]d)	Any combination between a-c.
The operations attribute defines the list of operations that are permitted on the resources value encompassed under this ruleName.
The actions is an optional attribute which specifies whether the operation allows to permit all or deny all and maybe used depending on the solution set.
The componentCData is an optional attribute which specifies notification types and performance metric names. The "dataNodeSelector" shall specify objects when access rights for notifications and performance metrics are specified.
Based on the creation of role and accessRule and the association between identity and accessRule, access control MnS producer obtains the information of the permissions on management service and management data for MnS consumer (e.g., tenant). When an MnS consumer requests a management service with corresponding input parameters, the access control (i.e., authentication and/or authorization) could be done explicitly as described in TS 28.533 Annex D [y]. Only with successful permission verification, the MnS consumer can consume the management service to which the input parameters indicate.
[bookmark: _Toc157508594]7.3.3.2	Attribute
	Attribute Name
	S

	ruleName
	M

	dataNodeSelector
	M

	operations
	M

	actions
	O

	componentCData
	O



[bookmark: _Toc157508595]7.3.3.3	Attribute constraints
None

