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[bookmark: foreword][bookmark: _Toc2086433]Foreword 
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc2086435]
1	Scope
The present document will study scenarios which use NDT. For these scenarios, the study will identify issues, potential requirements and potential solutions, based on which the recommendations can be provided.
[bookmark: references][bookmark: _Toc2086436]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: definitions][bookmark: _Toc2086437]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc2086438]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
Network digital twin (NDT): a virtual replica of mobile network or part of one, that captures its attributes, behaviour and interactions.
NOTE: Mobile network includes both RAN and Core. 

[bookmark: _Toc2086439]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc2086440]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4]

[bookmark: _Toc81513697][bookmark: _Toc89691178]4 	Concept and background
4.1	General description
Digital twin technology provides robust support for emerging technologies by creating a comprehensive virtual mapping of the corresponding physical network process, utilizing models, operational history, and additional data.
3GPP already uses the Network Resource Model (NRM) to model the attributes of a mobile network. The concept of Network Digital Twin adds the ability to also model the behavior of a mobile network. This behavior is modelled by emulating or simulating a complete mobile network or limited aspects of a mobile network.
Network Digital Twin(NDT) may be used as a replica of a mobile network, in order to learn how an actual mobile network would behave in certain scenarios, without causing any changes to the actual 3GPP network. To provide meaningful results, the Network digital twin needs to emulate (or simulate) the behavior of the 3GPP network, so that the result of the operations on the virtual replica are a good approximation to similar operations on the actual network. The standardization for an NDT focuses on implementation independent aspects of a network.
Digital twin technology has potential scenarios in enhancing the 3GPP management system. For example, the NDT can help for efficiently simulation of the network operation, the configuration and policy decided by the 3GPP management system can be verified before the deployment. By using this Network Digital Twin, the 3GPP management system can obtain verification results and optimize configurations, thereby avoiding failures in the actual network. This approach benefits the optimization of network management in the telecommunications industry, reduces the cost of study and development of new technologies, and shortens the study and development cycle of new technologies.
4.2	Introduction and Overview	
4.2.1. Digital Twins and Network Digital Twins
A Digital twin is a representation of an object that models or simulates the characteristics and behaviors of the physical object. A digital twin can be created for any physical object, including any objects in communication networks. The digital twin may also be created for a group of objects, e.g. for the sets of network objects that form the RAN of a city. 
Accordingly, a digital twin modelling an object of a communication network may be called Network Digital twin
4.2.2. Relations between digital twins and network automation functions 
The digital twins provide modelling capabilities that are used by the network automation functions and applications to accomplish their automation functionality. The related automation capabilities are provided by the network automation functions regardless of whether the digital twin models are integrated within or external to the network automation functions – see figure 4.1.y-1 below.

[image: ]

[bookmark: _GoBack]Figure 4.2.2-1: relation of NDTs with network management automation functions, option 1- NDT internal/integrated into MnF. Option 2-NDT External to MnF . 
Note: The double headed arrows indicate candidate flow of data and controls from the network to the NDT and to the management function and related flow of control from the MnFs to the network of NDT while one headed arrows indicate only flow of control.


5	Use cases
5.1	Use case 1: RAN energy saving policy verification
5.1.1	Description
When configuring the energy saving for RAN, normally the policy is applied in execution with monitoring and optimization loop to minimize the influence on network service quality. That’s to say, there could be multiple ES policies executed iteratively in actual mobile network until the network performance, e.g., energy efficiency of NG-RAN, UE throughput in gNB, etc., meets certain requirements from operators. 
This may bring two problems from network management perspective:
-	Redundant ES policies configurations due to conservative adjustment on ES policy for each iteration.
-	Risk of unexpected deterioration in actual mobile network performance.
The digital twin technology may be used to evaluate the impact of RAN ES policy while satisfying simulation performance requirements (e.g., precision, maximum run time, etc). 
The consumer could request the NDT to verify the impact of behaviour (e.g., the configuration of RAN energy saving policies) and receive the report of simulated impact generated by NDT. 
5.1.2	Potential requirements
REQ-NDT-FUN-01 The NDT shall have the capability to estimate the impact of RAN energy saving policies.
REQ-NDT-FUN-02 The NDT shall have the capability allowing the consumer to configure the RAN energy saving policies.
REQ-NDT-FUN-03 The NDT shall have the capability to report the simulated impact of RAN energy saving policies.
Editor’s Note: This UC currently only focuses on RAN. The energy saving policy verification for other part of the network is FFS.

5.2 Use case 2: Signaling storm analysis
5.2.1 Description
Signaling storm refers to the situation where a large number of signaling messages suddenly surge in the mobile communication network, resulting in the network processing capacity overload, thus affecting the network performance and stability. Signaling storm may be caused because of big event happened that too many users request service at the same time, or by network failure, configuration error or malicious attacks. During this period, users will repeatedly try to establish the connection until reconnected, thus generating a large number of signaling messages surge suddenly, causing signaling storm.
By simulating various network scenarios such as network failure or large amount of user subscribes at the same time because of big event. In this way, the network operator can determine whether the current network can defend against if signaling storm happened.
 
5.2.2 Potential requirements
REQ-SIMULATION_NDT-02: NDT should have a capability to provide the results of network simulation for signaling storm analysis.

5.2.3 Potential solutions

5.3 Use case 3: Emergency preparedness
5.3.1 Description
A natural disaster (e.g. earthquake, tsunami) can cause major impacts to the services provided by a mobile network. The disaster may directly impact the network by causing loss of connectivity, and can also cause indirect effects such as a flood of calls to emergency services. It is important for a network operator to be able to estimate how the mobile network will be impacted by a natural disaster, and to optimize the network configuration (e.g. redundancy and routing) to reduce the impact to services.
Network Digital Twin allows the possibility to apply the effects of a natural disaster in a replica network without risk of impacts to the mobile network. This allows the network operator to evaluate how the replica network responds to the natural disaster. If the response is not acceptable, the network operator may repeatedly reconfigure the replica network and replay the natural disaster until the response is acceptable. The network operator may then decide to apply the best-performing configuration to the mobile network.
As an example, the impact evaluation of a natural disaster (e.g. earthquake, tsunami) is explored in more detail as follows:
1. The network operator wishes to check how a proposed network configuration will react to a natural disaster.
2. The network operator synchronizes the replica network with the mobile network to ensure that the replica network is up to date.
3. The network operator applies the proposed network configuration to the replica network.
4. The network operator applies the effects of the natural disaster (e.g. loss of connectivity, flood of calls to emergency services) to the replica network.
5. The replica network simulates the behaviour of the mobile network.
6. The network operator measures the reaction of the replica network, by observing performance measurements and alarms from the replica network.
7. The network operator may optionally decide to apply the reconfigured parameters to the mobile network.
By using the replica network as described above, the network operator may proactively check how a proposed network configuration will react to a natural disaster.
5.3.2 Potential requirements

5.3.3 Potential solutions
5.3.4 Evaluation of potential solutions


5.4 Use case4: Network failure and risk prediction
5.4.1 Description
Each operations for network optimization and maintenance on mobile network may cause potential network failures and risks, especially high-risk operations, such as potentially dangerous configuration modification, policy modification, software version upgrade, and board switching, which may cause network congestion and network breakdown. To avoid any impact on the physical network, we can’t carry out the potential high-risk network operations in the physical network directly without concerning any consequences, and we can’t use the physical network to evaluate possible network optimization strategy and solution directly. Therefore, it is the better way that these network operations and possible network optimization solutions can be simulated and evaluated using network digital twin.
Using NDT, high-risk operations can  identify whether these operations may cause potential network failures and risks by performing necessary digital twin related operations, e.g. simulation, verification and evaluation. The NDT can also optimize, verify and evaluate possible network policies and solutions for the further risk avoidance. After simulating and evaluating by the NDT,  the results of high-risk operations prediction and evaluation should be notified back to 3GPP network system.
In addition, SLA degradation and failure of single node in mobile network can also be predicted using the NDT. When it is predicted that the network resources in the network domain are not enough to maintain the SLA or hardware resources failure at some time in the future, the NDT should warn 3GPP management system to take actions for network failure and risk avoidance. 
Another scenario of network slice risk prediction is described in clause 5.2[1]. Using the NDT to predict risks, the ZSM framework can identify risks of specific service or network slice profile parameters not being met due to changing traffic and network conditions (e.g. a MD not being able to provide the network slice latency it committed for) and the NDT supports the ZSM framework to take actions before these risks materialize and therefore before the committed SLA/SLS are broken.
Therefore, 3GPP network system has needs to use network digital twin to predict and evaluate potential network failures and risks based on operator’s requirements, such as predict possible network failures and risks posed by the high-risk operation. 3GPP management system can also use the NDT to evaluate and verify possible network policies and solutions to minimize the impact of high-risk operations. 
5.4.2 Potential requirements
REQ-NDTN_Failurerisk-1:  The NDT should have the capability allowing the consumer  to request evaluation of the risk level for high-risk operations. 
REQ-NDTN_ Failurerisk-2: The NDT should have the capability to provide the results of evaluation of risk level for high-risk operations.
5.4.3 Potential solutions

5.4.4 Evaluation of potential solutions


5.X Use case#A: title
5.X.1 Description
5.X.2 Potential requirements
5.X.3 Potential solutions
5.1.3.1 solution1
5.1.3.2 solution2
5.1.3.2 solution…
5.X.4 Evaluation of potential solutions



6	Conclusions
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