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Potential target Release:	Rel-19

1	Impacts
	Affects:
	UICC apps
	ME
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	CN
	Others (specify)
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	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	X
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
With the network management capabilities expanding immensely towards 5G Advanced and beyond, security needs to be enhanced. Today we have analytics function in the network like the MDAS and NWDAF. They have minimal placeholders for analytics for security. Considering the complexity of the 5G networks and beyond we need enhancements to automatically and continuously monitoring the security health of the network. Hence for such automated security monitoring, below are the security data management related topics which are the focus to begin with. 
Potential scope includes:
(1) Security metrics: Generic security metrics are required to be collected and analysed to reflect the security health of the network as well as the network management system. For example, in the context of API security, we could collect counters and KPIs related to the number of API invocations which are out of order. Such metrics(counters and KPIs) if analysed further could possibly detect a security issue.
(2) Security alarms: Events leading to security breaches need regular monitoring and inform users in a management system. This can be accomplished with the help of security related alarms. For example the data type AlarmList as defined in TS28.622 has optional securityAlarmDetector attribute. But there is no events defined as to when this needs to be populated and triggered. This needs a study to identify the enhancement in the standards to determine if additional configurations may be needed and possible definitions of new alarms.
(3) Security logging: Network management systems need to collect security related log data and security events from the entire network in order to enrich and transfer the data to automated and intelligent security analysis systems for proactive security risk assessment and mitigation. The primary challenges regarding security logging and monitoring are the sheer volume of logs that are generated by information systems and applications and the lack of trained security staff to identify abnormal events using automated techniques. For automated and intelligent security analysis, enhancements may be required in security logging. Also, in order to facilitate security log analysis from multiple vendor components, standardization aspects of security logging need to be studied.
SA5 needs to study if the required infrastructure is sufficient to enable the security monitoring for the NFs including radio and Core, MnF and UEs(The data provided by UEs could also be used to correlate with other NFs data to help in correlation. Eg: for CAPIF interface, there could be indicators of API spoofing attacks also the UE).
Potential collaboration groups and related topics: SA3.  
4	Objective
This study item aims at investigating the mechanisms to enhance the collection and aggregation of data required for continuous security monitoring like security alarms, security logs and security metrics, from various network entities(possibly radio and core NFs, MnFs, UEs). The entities sending such relevant security data to the management systems considered but not limited to in this study include radio network functions and entities, core network functions, network management systems. This study considers 5G system architecture including and up to the features defined in Rel-18.
Accordingly, this study aims at identifying the standardization enhancements required for:
WoP#1 - collection, management and aggregation of security logs,
	Specific scope is 
· Security logging policy to filter/segregate/store security logs and not all types logs
· Collection of logs
· Access to critical security logs
· Pre-processing of security logs
· Retention of security logs
· Support from management system to transfer to an SIEM system

WoP#2 - collection, management and aggregation of security metrics,
	Specific scope is 
· Family of security counters and KPIs is not defined
· Security counters and KPIs for basic security health indicators for system security
WoP#3 - collection, management and corelation of security alarms,
	Specific scope is
· Filtering of security alarms in specific
· Alarm reporting
· Retention policy of security alarms


The above data could be possibly collected from radio and core NFs, MnFs and UEs.

Note: The events which can lead to security risks/threats and the related data that needs to be exposed need to be primarily defined by SA3. There could be cases where OAM related security risks/threats may be defined by SA5.

Based on a risk based threat analysis, various aspects of security, including authentication, authorization, DDoS attacks, scanning, replay attacks and man-in-the-middle attacks will be considered while identifying these enhancements.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	28.XXX
	Study on Enablers for Security Monitoring
	SA#102 (Dec. 2023)
	SA#106 (Dec. 2024)
	

	
	
	
	
	
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



TU estimates and dependencies 
	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	SA Dependency
(Yes/No/Maybe)

	WoP#1
	1.00
	1.00
	[bookmark: _Hlk146788379]RAN(Maybe)
	SA3(Yes)

	WoP#2
	0.75
	0.75
	RAN(Maybe)
	SA3(Yes)

	WoP#3
	0.75
	0.75
	RAN(Maybe)
	SA3(Yes)




6	Work item Rapporteur(s)
7	Work item leadership
SA5
8	Aspects that involve other WGs
Potential interaction with SA3 WG for inputs from security architecture perspective.
9	Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	

	

	

	

	

	

	

	



