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Overall description
3GPP SA5 thanks GSMA 5GPKIWP for their LS on Monitoring of Encrypted 5GS Signalling Traffic. 
3GPP SA5 has discussed the potential solutions which have been considered during GSMA 5GPKIWP investigations for addressing mobile operators implementation issues with the monitoring of their 5GS signalling traffic. 3GPP SA5 would like to provide their feedback to GSMA 5GPKIWP on investigated solutions falling under scope of 3GPP SA5.

The solution 2 identified by GSMA 5GPKIWP is known in 3GPP as Subscriber and Equipment Trace (see 3GPP TSs 32.421, 32.422 and 32.423). The Subscriber and Equipment Trace was originally introduced in 3GPP Rel-6 and has been actively maintained and evolved since. Starting from 3GPP Rel-10 the Trace functionality is re-used for reporting of per-UE measurements (collected either at the UE and/or at the BTS) currently known as Minimization of Drive Testing (MDT). In 3GPP Rel-15 with the introduction of Services Based Management Architecture (SBMA) Trace has been extended with the real-time high volume streaming reporting (see 3GPP TSs 28.532 and 32.423). As a high level overview, the 5G Trace relies on Network Functions collecting a copy of the signalling traffic matching the trace job activation criteria (e.g. all subscribers or only certain identities, all or certain interfaces, all or certain Network Functions), the collected data is streamed to the Management Service (MnS) consumer via TLS protected Websocket with ASN.1 or GPB serialization. A known implementation of 3GPP Trace MnS consumer in ONAP DCAE receives the streaming Trace data from a Websocket and publishes it on an internal Kafka bus for multiple applications interested in said data.
Focusing on the solution 4 (i.e. use of CDRs), 3GPP SA5 Charging found it was important to inform GSMA 5GPKIWP on few key evolutions of 3GPP charging framework from 3GPP Rel-15 (see TS 32.290): in 5GS, a dedicated NF (namely the CHF) is responsible to generate the Charging Data records (CDRs) associated to active elements (e.g. SMF) and their services, i.e. CDRs generation by NF is no more applicable. This is achieved by CHF interacting with NFs using SBI, in addition to the control of service(s) usage in real-time (via quota management). Although the produced CDRs are more for “post-processing”, they include details captured during the service(s) usage control (and not only at service or call release). 
It can be noted in case option 2 is further investigated by GSMA 5GPKIWP, the NFs interfaces to CHF would have to also be considered to be monitored within "internal 5G Core communication between NFs connected to the SBI". Currently the NFs to CHF interfaces are not explicitly covered by Trace requirements in clause 5.2 of 3GPP TS 32.421.
2
Actions
To GSMA 5GPKIWP   

ACTION: 
SA5 kindly requests GSMA to take the above information into account.
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