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1. Overall description:
ETSI ISG NFV has begun the works on “Certificate Management” and, recently, published the first set of specifications. 

Main outcome of works is ETSI GS NFV-IFA 026, “Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Security Architecture enhancements for NFV Specification”, which introduces the main concept, architecture, use cases, and requirements. And ETSI GS NFV-IFA 033 “Reference points related to Security Manager and Certificate Management Function Interface and Information Model Specification”. The version 4.5.1 of ETSI NFV IFA026/IFA033 was published. The specifications are available at the following location:  

· https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/026/04.05.01_60/gs_NFV-IFA026v040501p.pdf 
· https://www.etsi.org/deliver/etsi_gs/NFV-IFA/001_099/033/04.05.01_60/gs_NFV-IFA033v040501p.pdf 
The following is a brief introduction of Certificate Management in ETSI ISG NFV.
· Summary of ed451 Certificate Management
a. New entity “CMF (Certificate Management Function)”
It introduces the “Certificate Management Function (CMF)” which enables the distribution and management of certificates issued by certification authorities, which are used for verifying the identity of VNF(C)s and other components in NFV systems. These services are essential for establishing secure communications, such as TLS, for Virtual Network Functions (VNFs) and NFV-MANO entities. 

b. Types of Certificates
The document categorises five types of certificates used in the NFV Architectural Framework:
· VNFCI Certificate: Used for securing connections between applications of VNFCIs, including inter-VNFI and intra-VNFI secure communications. Use cases, Requirements and Part of interface requirements are covered in the current version.
· VNF OAM Certificate: Used for securing the connection between VNFCI and NFV-MANO/EM. Use cases, Requirements and Part of interface requirements are covered in the current version.
· NFV-MANO Certificate: Used for securing the connection between NFV-MANO functional entities. Use cases and Requirements are covered in the current version.
· Virtualised Computation Environment Control Plane Certificate: Used for secure communications between control plane components of a virtualized computation environment. It is not covered in the current version.
· VNF Package Certificate: Used for signing and verifying VNF Packages. It is not covered in the current version.

c. Architecture Options
IFA026 presents two architecture options for handling VNFCI Certificate and VNF OAM Certificate:
· Delegation Mode: VNFM acts as a delegate for certificate management operations on behalf of VNFI(s)/VNFCI(s).
· Direct Mode: VNFI(s)/VNFCI(s) directly communicate with the CA for their certificates and certificate chains.
In the current release, only the reference point called Cm-Vnfm (between CMF and VNFM) is specified in each mode. (See ETSI GS NFV-IFA 033). It is expected that for certificate management of VNFIs/VNFCIs in direct mode will use industry standard protocols such as CMPv2, SCEP, EST, etc.

· Potential Future works
1. Features to be covered
The future work of “Certificate Management” addresses features to be covered, such as e.g. the renewal and revocation of VNFCI/VNF OAM certificates. Considerations on Reference Points and Interface Points (RPs/IFs) not yet defined will also be undertaken.
2. Profiling protocol and data model solutions
This is not yet fixed and under discussion, potential profiling protocol and data model solutions work on e.g. surrounded IFs of IFA013/011/007/008/006 etc, and potential RPs/IFs connecting to/from the CMF/CA.

2. Actions:
ETSI ISG NFV kindly asks your organization to:
1) provide technical feedback on the above-mentioned specifications.
2) inform ETSI ISG NFV about on-going and/or planned related activities and if possible/applicable please provide feedback/information about the realization of certificates, CMF-like functionality, and related profiles/profiling.
3) consider the possibility of collaboration on the harmonized and consolidated certificate related standards among SDOs who are working e.g. virtualization-platform for telco industry. ETSI ISG NFV would be interested in and believes that it should avoid potential overlapping work and fragmentation of the standards in close area/aspect of the industry.

3. Date of next meetings of the originator:

11-15 December 2023	NFV#44 plenary				Tokyo, Japan

In addition, NFV-IFA WG has weekly decision-making conference calls every Wednesday, and NFV-SEC WG has bi-weekly decision-making conference calls every Thursday.
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