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1
Decision/action requested

The group is requested to discuss and approve the pCR below

2
References

[1]


3
Rationale

This pCR proposes a new structure with sections and headers in the new proposed TS skeleton for access control management services.
4
Detailed proposal

The following changes are proposed for TS 28.xxx for Access control for Management services
	Start of first changes


4
Concepts and background 

Editor’s Note: This clause is to explain what shall be the concept of access control for management services.

4. 1    Access control concepts

4.1.1
Identity and Access Control 

4.1.2 
Role based access control
4.1.3 
Access control entities and interactions

5
Specification level requirements
Editor’s Note: This clause is to describe general data message flows between different entities

5.1

Usecases

5.1.1
 Authentication and authorization

5.1.2
 Identity to roles association

5.1.3
 Roles to associated resources (consisting of IOCs(static),MOIs(dynamic) and corresponding operations)
5.2

Requirements




5.2.1
    Requirements for Access Control

6
Management services for Access Control(Stage 2)

Editor’s Note: This clause is to describe data types and interactions of the access control IOCs
6.2
Class diagrams

6.2.1
Relationships

6.2.2
Inheritance

6.3
Class definitions

6.4
Attribute definitions

6.4.1
Attribute properties

6.5
Common Notifications

6.6
Access Control management service

6.6.1
Operations

7
Access Control Implementation (Stage 3)

Editor’s Note: This clause is to describe the potential implementation options of access control
7.1
Access control service

7.1.1
RESTful HTTP-based solution set

7.1.2
OpenAPI document
Annex A (informative): 

Z.1 Informative sequence diagram: Commissioning flow to be carried out by an administrator 

Z.2 Informative sequence diagram: Authentication and Authorization with role based access control 

	End of modifications
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