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1	Decision/action requested
This contribution is proposed to be approved.
2	References
-
3	Rationale
Additional potential solutions are necessary.
4	Detailed proposal
It is proposed to apply the following changes as below in TR 28.829 v1.1.0.
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7	Key Issues and potential solutions
[bookmark: _Toc112314416][bookmark: _Toc112314596][bookmark: _Toc133500204][bookmark: _Toc100760769][bookmark: _Toc104193516][bookmark: _Toc104193610]7.1 	Key Issue #1: MNO exposes network performance monitoring
[bookmark: _Toc112314417][bookmark: _Toc112314597][bookmark: _Toc133500205]7.1.1	Description
This describes the issues to be studied in context of the use case of MNO exposes Network Performance Monitoring. This corresponds to the use case and associated requirements in 6.1. The requirements from C.5 are not addressed by this key issue: alarms and fault management are not considered by the solutions corresponding to this key issue.
This key issue is if the that DSO must be an MNO trusted entity to access MnSes provided by the 3GPP Management System. The existing performance assurance mechanism can be used to report network performance to DSO. However, the following need to be studied
a.	How the existing ThresholdMonitor can be used for configuring the network monitoring.
b.	How the existing NtfSubscriptionControl can be used for sending reports as notifications against monitoring.
c.	Whether the existing performance measurements [13] and KPIs [12] are enough to support the requirements (e.g. latency, throughput, packet loss, availability etc.) 
[bookmark: _Toc112314418][bookmark: _Toc112314598][bookmark: _Toc133500206]7.1.2	Potential solutions
[bookmark: _Toc112314419][bookmark: _Toc112314599][bookmark: _Toc133500207]7.1.2.1	Potential Solution #1: MNO exposes network performance monitoring
[bookmark: _Toc112314420][bookmark: _Toc112314600][bookmark: _Toc133500208]7.1.2.1.1	Introduction
This solution addresses Key Issue 1 and the requirements in C.6. 
The solution assumes that DSO is an MNO trusted entity and can access MnSes provided by the 3GPP Management System. In this solution, the existing provisioning MnS and related NRM fragments are used. DSO uses ThresholdMonitor to configure the related threshold for various network performance requirements e.g latency, throughput, packet loss, cell/network availability etc. DSO also uses the NtfSubscriptionControl to subscribe for NotifyThresholdCrossing notifications. The management system monitors the network and delivers the notification when the measurement or KPI crosses the configured threshold limit.
Depending on the configuration of the monitorGranularityPeriod attribute of the ThresholdMonitor, the DSO can identify the frequency of the threshold to be checked, post which the notification will be sent.
The returned Measurements conform to the Measurement Template [15], which identifies each individual measured value distinctly. Thus, it is possible to ascertain from the report the number of samples per measurement as well as the distribution of the data (e.g. to compute the standard deviation.) 
[bookmark: _Toc112314421][bookmark: _Toc112314601][bookmark: _Toc133500209]7.1.2.1.2	Description


Figure 7.1.2.1.2-1: Monitoring Configuration Procedure
1.	DSO  sends createMOI request for perfMetricJob  IOC to Performance Assurance Producer.
2.	createMOI response is sent by Performance Assurance Producer to DSO.
3.	Performance Assurance Producer calculates the required measurements and KPIs as per request.
4.	Performance Assurance Producer provides the required measurements and KPIs to DSO.
5.	DSO sends createMOI request for ThresholdMonitor IOC to Threshold Monitoring Producer.
5a.	The attribute performanceMetrics,  contains the measurements defined for each of the network performance requirements as required by DSO e.g latency, throughout, packet loss, availability etc.
5b.	It  also contains an attribute containing the location (Lat/long, TAC, cellid). This is used to scope the object instance to be monitored.
6.	Threshold Monitoring Producer  creates the MOI.
7.	createMOI response is sent by Threshold Monitoring Producer to DSO.
8.	DSO sends createMOI for NtfSubscriptionControl IOC to Threshold Monitoring Producer.
8a.	The attribute notificationRecipientAddress  contains the address of the notification recipient i.e. DSO.
9.	Threshold Monitoring Producer  creates the MOI.
10.	createMOI response is sent by Threshold Monitoring Producer to DSO.
11.	Threshold Monitoring Producer checks for threshold crossing based on the current state of the related    performance measurement.
12.	Threshold Monitor Producer sends notifyThresholdCrossing notification to DSO if the performanceMetrics     value crosses the configured thresholdValue.  
7.1.2.2	Potential Solution #2: MNO exposes network performance monitoring
On one hand the DSO is interested in actual occurrences of threshold crossing events as described above. On the other hand, the DSO needs to be notified in advance about pending threshold crossings in order to prepare proper counter measures. Similarly, informing about the predicted end of a threshold-crossing condition allows the DSO to coordinate recovery actions.
As a solution we propose the 3GPP management system to notify about predicted threshold-crossing or alarming conditions, including the predicted start and end time of such conditions.
The corresponding sequence of steps is similar to the description of actual threshold crossings, except that the notifications inform about predictions of threshold crossing events.
[bookmark: _Toc107911998][bookmark: _Toc112314602][bookmark: _Toc133500210][bookmark: _Toc112314422]7.2 	Key Issue # 2: DSO reports an incident to the MNO
[bookmark: _Toc107911999][bookmark: _Toc112314603][bookmark: _Toc133500211]7.2.1	Description
In response to the use case C.7 and the potential requirements identified in C.7.3, new and existing solutions for incident reporting will be considered.
[bookmark: _Toc107912000][bookmark: _Toc112314604][bookmark: _Toc133500212]7.2.2	Potential Solutions
[bookmark: _Toc107912001][bookmark: _Toc112314605][bookmark: _Toc133500213]7.2.2.1	Potential Solution # 1: TMF API 621 (Trouble Ticket)
[bookmark: _Toc107912002][bookmark: _Toc112314606][bookmark: _Toc133500214]7.2.2.1.1	Introduction
It was suggested to investigate whether and how a DSO could create a Trouble Ticket to report an incident to satisfy the requirements in clause C.7. This solution will not be further developed in this version of the present document.
[bookmark: _Toc112314608][bookmark: _Toc133500215]7.2.2.2	Potential Solution # 2: MnS-based standardized interface
[bookmark: _Toc112314609][bookmark: _Toc133500216]7.2.2.2.1	Introduction
It was suggested to investigate the feasibility of a MnS-based standardized interface to satisfy the requirements in clause C.7. This solution will not be pursued in this version of the present document.
7.3 	Key Issue #3:  Energy utility and telecommunication coordinated recovery of energy service
[bookmark: _Toc100760770][bookmark: _Toc104193517][bookmark: _Toc104193611]7.3.1	Description
7.3.1.1	GeneralThis describes the issues to study in context of the use case of Energy utility and network operator coordinated recovery of energy service.
There is clearly a mutual interest in coordination between network operator and energy service operations to achieve rapid recovery of energy service. This is not only true for the MNO, who benefits from the availability of supplied power, but also of the DSO who needs mobile telecommunication service to restore and maintain the operation of its grid. 
NOTE: 	Though DSOs use many forms of access (e.g. fixed access, dedicated fiber access, etc.), they increasingly rely on telecommunications services for communication access to many substations and other facilities. It therefore directly benefits the overall availability of communication service for the energy utility when the availability of the telecommunication service improves. The Energy utility provider (DSO) knows when and where outage has I and when telecommunication services are critically important for recovery. The MNO knows their uninterruptable power supply resources and the possibility of utilizing telecommunication services to enable utility’s energy system rapid recovery via smart energy services. 
Without a standardized mechanism to share all this information, the service recovery mechanism would be very inefficient and time consuming. Therefore, a standardized mechanism is needed to share all this information between DSO and MNO to enable efficient usage of smart energy services for service recovery.
[bookmark: _Toc133500217]7.3.1.2	Coordinated recovery of energy service with redundant topology
The functions described here correspond to the requirements in the use case 6.2 “Business use case: Energy utility and telecommunication coordinated recovery of energy service”.
a)	How can the DSO obtain the information from the MNO that is listed in PR 6.2.3-1?
b)	How can the DSO provide the MNO with information concerning the beginning of an energy service outage and the affected sites? [PR 6.2.3-2]
c)	How can the DSO obtain the UPS capacity related info of a specific site from the MNO? [PR 6.2.3-3]
d)	How can the DSO inform the MNO of energy service outages ending and the affected sites? [PR 6.2.3-4]
[bookmark: _Toc133500218]7.3.1.3	Coordinated recovery of energy service without tandardi topology
The functions described here correspond to the requirements in the use case 6.9 “Business use case: Rapid intervention for outages without redundant topology”.
The key issue topics described in 7.3.1.2 must be resolved for this key issue. In addition, the following key issues must also be addressed.
a)	How does the DSO provide the MNO with information concerning the expected time at which the DSO will be able to restore its energy services? [PR 6.3.3-1]
b)	How does the DSO provide the MNO with the  time at which it has restored its energy transmission service? [PR 6.3.3-2]
c)	How does the DSO provide the MNO with the time duration  that the DSO expects to require to restore energy services, facilitated by telecommunication services? [PR 6.3.3-3]
d)	How does the DSO inform the MNO of the locations affected by an energy service outage (latitude-longitude pairs, energy supply IDs) where the DSO will like to restore service on priority than some other locations? [PR 6.3.3-4]
e)	How does the MNO inform the DSO of the actual time and locations (e.g. base station IDs) where the MNO is able to provide telecommunication services to enable the DSO to restore energy service? [PR 6.3.3-5]
f)	How does the MNO inform the DSO of the time duration for which the MNO is able to provide telecommunication services to enable the DSO to restore energy service? [PR 6.3.3-6]
[bookmark: _Toc133500219][bookmark: _Toc81513753][bookmark: _Toc85530366]7.3.2      Potential Solutions
[bookmark: _Toc119925379][bookmark: _Toc133500220]7.3.2.1	Potential Solution # 3: Energy utility and telecommunication coordinated rapid recovery of energy service
[bookmark: _Toc119925380][bookmark: _Toc133500221]7.3.2.1.1	Introduction
The solution addresses key issues of Energy utility and telecommunication coordinated rapid recovery of energy service. It involves mutual exchange of information between an energy utility (DSO) and MNO using mechanisms exposed by 3GPP network management system. The mechanisms are for rapid recovery of utility’s energy service outage and subsequent fallback by MNO from its UPS to utility’s energy supply for MNO communications service/network operations. The solution also involves mechanisms to protect MNO sites from complete breakdown in case of UPS running out of its capacity due to prolonged DSO energy service outage.The DSO informs about its energy service outages like time of outage, locations, expected recovery time etc. to MNO. MNOs Rapid Intervention (MRI) is the approach by which DSO seeks dedicated communication service support from MNO using its UPS backup for network operations. DSO needs this to use its automated smart energy services for the rapid recovery of its energy distribution services.
The site operator has information on the state of its power backup e.g. UPS backup duration at different base station locations, base station IDs that are enduring DSO’s power outage and are depending on UPS backup, base stations that provide communications services to DSOs substations for smart energy services implementation etc. 
The UPS capacity can be obtained using the IETF standard UPS Management Information Base [19]. Another possibility to obtain the UPS capacity information is to use the ETSI standard ETSI ES 202 336 [20].
The DSO can obtain these UPS related information from the MNO and can avoid shutting down of energy service for base station IDs that their Ues camp on or for the critical MNO infrastructure that have insufficient UPS backup capacity to survive the planned outage. The DSO can potentially create the strategic energy service interruptions as long as there is sufficient UPS backup capacity remaining for the duration of the outage at the MNO site.
[bookmark: _Toc119925381][bookmark: _Toc133500222]7.3.2.1.2	Description
The procedure below includes the interactions required between the DSO MnS and MNO MnS in order to satisfy the operational requirements in key issue 7.3.1.2 and 7.3.1.3. The procedure is general in that it can be extended to other attributes easily, and it is based on existing mechanisms specified by SA5.
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Figure 7.3.2.1.2-1: Coordinated Rapid Recovery and strategic outage plan Procedure
NOTE 1: 	Steps 1-7 in the procedure flow can be considered ‘initial set up’ to enable operations to address the functional requirements in 6.8 and 6.9 and described in Key Issues 7.3.1.2 and 7.3.1.3.
1.	In order to be able to provide energy service outage and recovery related information for MNO, DSO sends createMOI request for creating an IOC which contains information attributes for outage and rapid recovery by DSO such as:
a)	Time stamp of DSO’s energy distribution service outage 
b)	Locations (latitude-longitude pair and Energy Supply Id)  where DSO’s energy service outage occurs 
c)	Time by when DSO expects restoration of its distribution services for MNO.
d)	Time when DSO has restored its energy transmission service and starts expecting rapid intervention by MNO.
e)	Time duration for which DSO expects to require MNO’s rapid intervention for being able to use smart energy services to restore its energy distribution services.
f)	Information of locations where for example DSO substations need to restore distribution services on priority.
g)	The time at which MNO will actually be able to provide rapid intervention to DSO.
h)	The time duration for which MNO will actually be able to provide rapid intervention to DS
i)	The information of locations where MNO will actually be able to provide rapid intervention  to DSO.
j)	The time stamp at which DSO’s energy distribution services are finally restored.
k)	The information of locations where (e.g. DSO substations) distribution energy service has been finally restored.
NOTE 2: Not all of the above will be configured at the time of IOC creation.
2.	MnS producer in MNO creates the MOI that contains these information attribute records for multiple sites.
3.	createMOI response is sent by MNO MnS producer to DSO.
4.	MNO creates the MOI representing the UPS related information of MNO site. It is name-contained by IOC created in step 1. This is required by DSO from MNO to achieve coordinated intelligent outage planning by DSO during its energy outage recovery. UPS related information of MNO site shall be:
4.1	Information on whether the MNO site has UPS installed/available or not.
4.2	Information on the total UPS backup capacity installed in MNO site (suggested granularity: number of in minutes) i.e. the MNO site UPS backup has installed capacity of how many minutes.
4.3	Information on the status of the remaining UPS backup capacity (suggested granularity: number of minutes) available for MNO site at any given time.
4.4	The identity of DSO energy supply meter present in MNO site.
4.5	The identity of base station present in MNO site.
5.	In order to be able to get automatically notified of any changes in the attributes information in the MOI, DSO sends createMOI request for NtfSubscriptionControl IOC to MNO.
NOTE 3: 	In step 5, if done, a subscription is created such that, subject to parameters in the NtfSubscriptionControl IOC, notifications are sent from the MNO to the DSO . This allows, for example, the MNO  to tanda the DSO of changes in the UPS backup capacity over time. This step is shown as step 8 below.
6.	MNO MnS producer creates the MOI for NtfSubscriptionControl IOC .
7.	createMOI response is sent by MNO MnS producer to DSO. 
8.	If there is a change in the attributes, the MNO sends a notifyMOIAttributeValueChanges notification to inform DSO about the changes.
NOTE 4:	In step 9 and 10 below, there is a change in an attribute of the MOI. This is done by DSO to update MNO on the changes, e.g. information about an expected outage for a specific site. 
9.	DSO can modify/update any information like outage start time stamp by sending a modifyMOIAttributes request to MNO. DSO can create/read/update/delete (CRUD operations) the information in the MOI by using provisioning MnS (defined in 3GPP TS 28.532).
10.	MNO MnS producer provides the modify response to the DSO. 
NOTE 5:	In step 11 and 12 below, the DSO MnS requests and receives respectively the current value of one or more attribute(s). 
	DSO can also query the UPS related information as and when required by using the getMOIAttributes operation. For example the information could include identity of DSO energy supply meter, MNO base station,  remaining UPS backup duration of a particular site, etc.11. DSO requests the required information from the MNO by using getMOIAttributes operation.
12.	MNO provides the required information in the response to the DSO.
7.3.2.2	Potential Solution # 2: Energy utility and telecommunication coordinated rapid recovery of energy service
The 3GPP management system and the DSO might inform each other about predicted alarming conditions, including the predicted start and end of the alarming condition. The DSO might inform the 3GPP management system about predicted start time and predicted end time of power outages, such that the MNO is able to plan its energy consumption properly. The 3GPP management system might inform the DSO about predicted start and end time of alarming conditions, such that the DSO is able to prepare corresponding counter measures. By this both DSO as well as MNO know in advance when the mobile network or the power supply will be unavailable and when they are predicted to be available again.
7.4 	Key Issue #4:  Security aspects of exposure of energy service
7.4.1	Description
The overall concept of exposing 3GPP management information and services from a 3GPP communications system assumes that the consumer of the information and services is approved to have access by the owner / operator of the communications system.
This includes
- authentication of the consumer
- authentication of the producer
- authorization of the consumer
- confidentiality of the exposed information and communications
- integrity protection of the expose information and communications
[bookmark: _Toc133500223][bookmark: _Hlk134648180]7.4.2	Potential solutions
[bookmark: _Toc133500224]7.4.2.1	Potential solution #1: CAPIF
CAPIF has been defined in 3GPP and provides necessary capabilities to meet these requirements.
7.4.2.2		Potential solution #2: MSAC
SA5 work item Access control for management service (MSAC) has as an objective to extend service based management architecture to support authentication and authorization capabilities. 

8 [bookmark: _Toc100760775][bookmark: _Toc104193522][bookmark: _Toc104193616][bookmark: _Toc112314428][bookmark: _Toc112314611][bookmark: _Toc133500225]Conclusion and recommendation
8.1	Key Issue #1: MNO exposes network performance monitoring
The solution in 7.1.2.1 provides a mechanism by which the 3GPP management system, according to mobile network operator policy, can expose standardized interfaces to DSO entity that provides the ability to initiate and terminate requests for monitoring and to receive reports containing the required performance data. This corresponds to the key issue objectives listed in 7.1.1.
The solution in 7.1.2.1 addresses only performance management use case (6.1). The requirements in C.5 on alarms are not addressed in this release. The purpose of the table below is to show that key issue 1 is fully addressed by the solution 7.1.2.1.
Table 8.1-1: Key Issue to Solution Mapping
	Key Issue
	Solution 
	Remarks

	7.1.1.a. configuring network monitoring
	7.1.2.1.2, step 5-7
	

	7.1.1.b. obtain reports
	7.1.2.1.2, step 8-12
	

	7.1.1.c. does PM contain enough measurements and KPIs to support the requirements?
	7.1.2.1.2, step 5a
	It is tandardize that the required measurement and KPIs be defined as part of 28.552 [13] and 28.554 [12] respectively.



The solution in 7.1.2.2 provides a mechanism by which the 3GPP management system, according to mobile network operator policy, can expose standardized interfaces to DSO entity that provides the ability to initiate and terminate requests for monitoring and to receive predictive reports containing the required performance data.
The solutions will entail:
1.	An update to ThresholdMonitor for an additional location based attributes to be used to scope the objectInstance.
2.	New Performance Measurements and KPI related to availability, cell in-service and out-service.
3.	The specification of the procedure and explanation of its relevance to and use by energy utilities.
4.	Allowing the DSO to make its own predictions of network impairment and also receive the 3GPP management system’s predictions of network impairment. The DSO thus has the full complement of data to prepare countermeasures.
The solutions is are feasible as it they either re-uses the or build on existing mechanism and follows the model driven approach. Hence, the recommendation is to normatively define the solutions. It is recommended to proceed solutions #1 and #2 with 1-3 listed above in normative specifications.
NOTE:	The solutions enhances 3GPP management system capabilities so that DSO can use it for MNO’s network monitoring purposes. However, the access to these capabilities, when it tanda, will be subject to proper authorization and authentication. Further, all use of these mechanisms is subject to operator policy, contractual obligations and regulatory restrictions.

[bookmark: _Toc133500227]8.2	Key Issue #3: Energy utility and telecommunication coordinated recovery of energy service
The sSolutions #1 and #2 in 7.3.2. provides a solution to each of the elements in the key issues 7.3.1.2 and 7.3.1.3.
The data model containing all the above elements will be defined in the normative specification phase.
The solutions provides a mechanism for the energy utility (DSO) and telecommunication coordinated recovery of energy service. This involves mutual sharing of information between DSO and site operator, according to mobile network operator policy, through tandardized interfaces. The information shall be at least the following information elements: 
-	the time of the beginning of an energy service outage and the effected sites; 
-	the UPS capacity corresponding to a specific site, end of an energy service outage and the related sites
-	DSO and site operator rapid intervention related information (transmission restore time, required intervention duration, feasible intervention duration).
For the solutions, supported interaction is described between the DSO and the site operator. In some network sharing scenarios, the base station and/or cell site may be operated by this third party. In this case, the specified interaction described is really between the DSO and the site operator would be between the DSO and the site operator of the site essential for telecommunication service, identified by the energy supply ID.
The solutions requires the NRM enhancements related to step 1, step 4 in clause 7.3.2.1.2. 
NOTE:	The solutions enhances 3GPP management system capabilities so that DSO can use it for site operator’s network monitoring purpose. However the access to these capabilities, when occurred, will be subject to proper authorization and authentication.
The specification of the procedure and explanation of its relevance to and use by energy utilities will be defined as part of the normative work.
The proposed solutions build on existing mechanisms and follows the model-driven approach. They provide means to satisfy the requirements given in 6.2 and 6.3.
The solution is feasible as it re-uses the existing mechanism and follows the model driven approach. It satisfies the requirements given in 6.2 and 6.3. Hence, the recommendation is to normatively define the solution.
It is recommended to specify a means to support requirements in 6.2 and 6.3 considering 7.3.2.1.2 and 7.3.2.2 in normative specifications.

[bookmark: _Toc133500228]8.3	Key Issue #3: Security aspects of exposure of energy service
The sSolution #1 and #2 is are feasible. There are many existing CAPIF interfaces that have been exposed by 3GPP standards and these support bidirectional authentication, authorization, confidentiality and integrity protection. MSAC is developed in SA5 and supports access control.

It is recommended to adopt the solutions #1 and #2 as a conclusion of  the present document.
[bookmark: startOfAnnexes][bookmark: _Toc104193523][bookmark: _Toc104193617][bookmark: _Toc112314429][bookmark: _Toc112314612][bookmark: _Toc133500229]Annex A: Service model for energy utilities and communication service providers 



	End of change
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