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[bookmark: _Toc128685313][bookmark: _Toc129028595][bookmark: _Toc129030125][bookmark: _Toc129155992][bookmark: _Toc128685280][bookmark: _Toc129028553][bookmark: _Toc129030083][bookmark: _Toc129155950][bookmark: _Hlk118302523]6.Z	Trustworthy Machine Learning 


[bookmark: _Toc128685316][bookmark: _Toc129028598][bookmark: _Toc129030128][bookmark: _Toc129155995]6.Z.2	Use cases
[bookmark: _Toc128685317][bookmark: _Toc129028599][bookmark: _Toc129030129][bookmark: _Toc129155996][bookmark: _Toc128685282][bookmark: _Toc129028555][bookmark: _Toc129030085][bookmark: _Toc129155952]6.Z.2.K	AI/ML inference trustworthiness
The AI/ML inference may need to be performed according to the desired trustworthiness measure of the ML model. For example:
-	Post-processing explanations can be generated based on one or multiple inferences generated by the ML model.
-	The ML model can be trained to flip biased outcomes during inference using post-processing fairness techniques, for e.g., based on confidence value of a prediction.
-	The ML model can be trained to infer well on unseen or missing inference data.
-	Perturbing model predictions to obfuscate labels/confidence information to protect them from model inversion or model extraction attacks.
Depending on the use case, one or more inference trustworthiness techniques can be applied on the deployed ML model. Therefore, the AI/ML inference producer can be queried to provide information on the supported inference trustworthiness capabilities enabling the AI/ML inference consumer to request for a subset of supported inference trustworthiness characteristics to be configured, measured, and reported.

6.Z.3	Requirements for Trustworthy Machine Learning
Table 6.Z.3-1
	Requirement label
	Description
	Related use case(s)

	REQ-ML_INFR_TRUST-1
	The producer of AI/ML inference should have a capability to infer using a specific ML entity rained and tested with explainability characteristics as defined by the MnS consumer.
	AI/ML inference trustworthiness (clause 6.Z.2.K)

	REQ-ML_INFR_TRUST-2
	The producer of AI/ML inference should support a capability for an authorized MnS consumer to define the reporting characteristics related to the inference explainability reports of an ML entity. 
	AI/ML inference trustworthiness (clause 6.Z.2.K)

	REQ-ML_INFR_TRUST-3
	The producer of AI/ML inference should have a capability to infer using a specific ML entity trained and tested with fairness characteristics as defined by the MnS consumer.
	AI/ML inference trustworthiness (clause 6.Z.2.K)

	REQ-ML_INFR_TRUST-4
	The producer of AI/ML inference should support a capability for an authorized MnS consumer to define the reporting characteristics related to the inference fairness reports of an ML entity.  
	AI/ML inference trustworthiness (clause 6.Z.2.K)

	REQ-ML_INFR_TRUST-5
	The producer of AI/ML inference should have a capability to infer using a specific ML entity trained and tested with robustness characteristics as defined by the MnS consumer.
	AI/ML inference trustworthiness (clause 6.Z.2.K)

	REQ-ML_INFR_TRUST-6
	The producer of AI/ML inference should support a capability for an authorized MnS consumer to define the reporting characteristics related to the inference robustness reports of an ML entity. 
	AI/ML inference trustworthiness (clause 6.Z.2.K)
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