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-	The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 28.526: "Telecommunication management; Life Cycle Management (LCM) for mobile networks that include virtualized network functions; Procedures".Void
[3]	3GPP TS 28.541: "Management and orchestration ; 5G Network Resource Model (NRM); Stage 2 and stage3".
[4]	ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems Interconnection - Systems Management: Alarm reporting function".
[5]	3GPP TS 28.531: "Management and orchestration ; Provisioning; ".
[6]	3GPP TS 28.554: "Management and orchestration ; 5G end to end Key Performance Indicators (KPI)".
[7]	3GPP TS 22.261: "Technical Specification Group Services and System Aspects; Service requirements for the 5G system; Stage 1".Void
[8]	3GPP TS 23.501: "Technical Specification Group Services and System Aspects; System Architecture for the 5G System; Stage 2".Void
[9]	3GPP TS 23.003: "Technical Specification Group Core Network and Terminals; Numbering, addressing and identification".Void
[10]	ETSI GS NFV-IFA 013 V2.4.1 (2018-02) "Network Function Virtualization (NFV); Management and Orchestration; Os-Ma-nfvo Reference Point - Interface and Information Model Specification".Void
[11]	3GPP TS 28.622: "Telecommunication management; Generic Network Resource Model (NRM) Integration Reference Point (IRP); Information Service (IS)".
[12]	ETSI GS NFV-IFA 015 (V2.4.1): "Network Function Virtualisation (NFV); Management and Orchestration; Report on NFV Information Model".Void
[13]	3GPP TS 28.533: "Management and orchestration; Architecture framework"
[14]	ITU-T Recommendation X.734 (1992): "Information technology - Open Systems Interconnection - Systems management: Event report management function".Void
[15]	3GPP TS 32.158: "Management and orchestration; Design rules for REpresentational State Transfer (REST) Solution Sets (SS)".
[16]	3GPP TS 32.302:	 "Telecommunication management; Configuration Management (CM); Notification Integration Reference Point (IRP); Information Service (IS)".Void
[17]	Void3GPP TS 32.401: "Telecommunication management; Performance Management (PM); Concept and requirements".
[18]	3GPP TS 28.552: "Management and orchestration; 5G performance measurements".
[19]	3GPP TS 32.401: "Telecommunication management; Perfomance Measurement (PM); Concept and requirements".
[20]	ISO 8601:2004: "Data elements and interchange formats – Information interchange – Representation of dates and times".
[21]	Void.
[22]	Void.
[23]	Void.
[24]	Void.
[25]	3GPP TS 32.300: "Telecommunication management; Configuration Management (CM); Name convention for Managed Objects ".
[26]	W3C REC-xmlschema-0-20010502: "XML Schema Part 0: Primer".
[27]	W3C REC-xmlschema-1-20010502: "XML Schema Part 1: Structures".
[28]	W3C REC-xmlschema-2-20010502: "XML Schema Part 2: Datatypes".
[29]	W3C REC-xml-names-19990114: "Namespaces in XML".
[30]	Void.
[31]	3GPP TS 32.111-2: " Telecommunication management; Fault Management; Part 2: Alarm Integration Reference Point (IRP): Information Service (IS)".
[32]	IETF RFC 6241 "Network Configuration Protocol (NETCONF)".
[33]	3GPP TS 32.160 " Management and orchestration; Management service template ".
[34]	IETF RFC 7950 "The YANG 1.1 Data Modeling Language".
[35]	OpenAPI: "OpenAPI 3.0.1 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.1.md.Void
[36]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[37]	IETF RFC 7396: "JSON Merge Patch".
[38]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[39]	3GPP TS 32.423: "Telecommunication management; Subscriber and equipment trace; Trace data definition and management".
[40]	IETF RFC 6455: "The WebSocket Protocol".
[41]	IETF RFC 793: "Transmission Control Protocol".
[42]	3GPP TS 28.550: "Management and orchestration; Performance assurance".
[43]	ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems Interconnection - Systems Management: Alarm reporting function".Void
[44]	3GPP TS 28.623: "Telecommunication management; Generic Network Resource Model (NRM) Integration Reference Point (IRP); Solution Set (SS) definitions".
[45]	Text Attribution: Creator: ONAP, under Creative Commons Attribution 4.0 International License, https://creativecommons.org/licenses/by/4.0/, URI to access the text: https://github.com/onap/vnfrqts-requirements/blob/05f26fac2b941513a7d0e856b99fd8c61d688299/docs/Chapter8/ves7_1spec.rst#resource-structure.
[46]	3GPP SA5 FORGE OpenAPI definitions: https://forge.3gpp.org/rep/sa5/MnS/tree/Rel-16/OpenAPI.
[47]	3GPP TS 32.404: "Performance Management (PM); Performance measurements; Definitions and template".
[48]	VoidIETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[49]	IETF RFC 8040: "RESTCONF protocol".
[50]	IETF RFC 7951: " JSON Encoding of Data Modeled with YANG".
[X]	IETF RFC 3339: "  Date and Time on the Internet: Timestamps".
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	Parameter Name
	S
	Information Type / Legal Values
	Comment

	objectClass
	M
	It shall carry the ManagedEntity class name.
	It specifies the class name of the IOC. A network event has occurred in an instance of this class.

	objectInstance
	M
	It shall carry
the DN of the ManagedEntitiy.
	It specifies a new instance of the above IOC in which the network event related to by carrying the Distinguished Name (DN) for the instance.

	notificationId
	M
	This is an identifier for the notification, which may be used to correlate notifications.
	The identifier of the notification shall be chosen to be unique across all notifications of a particular managed object instance throughout the time that correlation is significant, it uniquely identifies the notification from other notifications generated by the subject MOI.


	notificationType
	M
	It specifies the type of provisioning management services related notifications. The value “notifyMOICreation” shall be carried.

	It specifies the type of notification.

	eventTime
	M
	It indicates the MOICreation event time. 
	The semantics of Generalised Time specified by RFC 3339 [X] ITU-T[17] shall be used here.

	systemDN
	M
	It shall carry the DN of management service providers.
	 -

	correlatedNotifications
	CM
	It specifies a set of notifications that are correlated to the subject notification.
	The condition is that the MnS producer support the correlation of notifications

	additionalText
	O
	It can contain further information in text on the event of the ManagedEntity(s).
	-

	sourceIndicator
	O
	ENUM(
Resource_operation,
Management_operation,
SON_operation,Unknown) 
	This parameter, when present, indicates the source of the operation that led to the generation of this notification. It can have one of the following values:
1. resource operation: The notification was generated in response to an internal operation of the resource;
2. management operation: The notification was generated in response to a management operation applied across the managed object boundary external to the managed object;
3. SON operation: The notification was generated as result of a SON (Self Organising Network) process like self-configuration, self-optimization, self-healing etc. .
4. unknown: It is not possible to determine the source of the operation.

Remark: A provisioning MnS provider may not in any case be aware that SON operation lead to the generation of this generation. In this case another value than SON_operation for sourceIndicator might be sent.

	attributeList
	O
	LIST OF SEQUENCE <AttributeName, AttributeValue>
	The attributes (name/value pairs) of the created MOI.
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	Parameter Name
	S
	Information Type / Legal Values
	Comment

	objectClass
	M
	It shall carry the ManagedEntity class name.
	It specifies the class name of the IOC. A network event has occurred in an instance of this class.

	objectInstance
	M
	It shall carry
the DN of the ManagedEntitiy.
	It specifies an existing instance of the above IOC in which the network event related to by carrying the Distinguished Name (DN) for the instance.

	notificationId
	M
	This is an identifier for the notification, which may be used to correlate notifications.
	The identifier of the notification shall be chosen to be unique across all notifications of a particular managed object throughout the time that correlation is significant, it uniquely identifies the notification from other notifications generated by the subject MOI.


	notificationType
	M
	It specifies the type of provisioning management services related notifications. The value “notifyMOIDeletion” shall be carried.

	It specifies the type of notification.

	eventTime
	M
	It indicates the MOIDeletion event time.
	The semantics of Generalised Time specified by RFC 3339 [X]  ITU-T[17] shall be used here.

	systemDN
	M
	It shall carry the DN of management service providers.
	 -

	correlatedNotifications
	CM
	It specifies a set of notifications that are correlated to the subject notification.
	The condition is that the MnS producer support the correlation of notifications 

	additionalText
	O
	It can contain further information in text on the event of the ManagedEntity(s).
	-

	sourceIndicator
	O
	ENUM(
Resource_operation,
Management_operation,
SON_operation,Unknown) 
	This parameter, when present, indicates the source of the operation that led to the generation of this notification. It can have one of the following values:
1. resource operation: The notification was generated in response to an internal operation of the resource;
2. management operation: The notification was generated in response to a management operation applied across the managed object boundary external to the managed object;
3. SON operation: The notification was generated as result of a SON (Self Organising Network) process like self-configuration, self-optimization, self-healing etc. .
4. unknown: It is not possible to determine the source of the operation.

Remark: A provisioning MnS provider may not in any case be aware that SON operation lead to the generation of this generation. In this case another value than SON_operation for sourceIndicator might be sent.

	attributeList
	O
	LIST OF SEQUENCE <AttributeName, AttributeValue>
	The attributes (name/value pairs) of the deleted MOI.
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	Parameter Name
	S
	Information Type / Legal Values
	Comment

	objectClass
	M
	It shall carry the ManagedEntity class name.
	It specifies the class name of the IOC. A network event has occurred in an instance of this class.

	objectInstance
	M
	It shall carry
the DN of the ManagedEntitiy.
	It specifies the existing instance of the above IOC in which the network event related to by carrying the Distinguished Name (DN) for the instance.

	notificationId
	M
	This is an identifier for the notification, which may be used to correlate notifications.
	The identifier of the notification shall be chosen to be unique across all notifications of a particular managed object throughout the time that correlation is significant, it uniquely identifies the notification from other notifications generated by the subject Information Object.


	notificationType
	M
	It specifies the type of provisioning management services related notifications. The value “notifyMOIAttributeValueChange” shall be carried.

	It specifies the type of notification.

	eventTime
	M
	It indicates the MOIAttributeValueChange event time.
	The semantics of Generalised Time specified by RFC 3339 [X] ITU-T[17] shall be used here.

	systemDN
	M
	It shall carry the DN of management service providers.
	-

	correlatedNotifications
	CM
	It specifies a set of notifications that are correlated to the subject notification.
	The condition is that the MnS producer support the correlation of notifications

	additionalText
	O
	It can contain further information in text on the event of the ManagedEntity(s).
	-

	sourceIndicator
	O
	ENUM(
Resource_operation,
Management_operation,
SON_operation,Unknown) 
	This parameter, when present, indicates the source of the operation that led to the generation of this notification. It can have one of the following values:
1. resource operation: The notification was generated in response to an internal operation of the resource;
2. management operation: The notification was generated in response to a management operation applied across the managed object boundary external to the managed object;
3. SON operation: The notification was generated as result of a SON (Self Organising Network) process like self-configuration, self-optimization, self-healing etc. .
4. unknown: It is not possible to determine the source of the operation.

Remark: A provisioning MnS provider may not in any case be aware that SON operation lead to the generation of this generation. In this case another value than SON_operation for sourceIndicator might be sent.

	attributeValueChange
	M
	LIST OF SEQUENCE <AttributeName, NewAttributeValue,
CHOICE [NULL, OldAttributeValue]>
	The changed attributes (name/value pairs) of the MOI (with both new and, optionally, old values).
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	Parameter Name
	S
	Information Type / Legal Values
	Comment

	objectClass
	M
	It carries the IOC of an instance where an alert occurs.
	--

	objectInstance
	M
	It carries the DN of an instance where an alert occurs.
	--

	notificationId
	M
	It carries the identifier for the subject notification.
	See Note 1.


	eventTime
	M
	It indicates the time of the event.
	The semantics of Generalised Time specified by RFC 3339 [X] ITU-T [17] shall be used here.

	systemDN
	M
	It carries the DN of producer of the notification.
	--

	notificationType
	M
	"notifyEvent"
	--

	specificProblem
	M
	It indicates a problem detected.
	--

	additionalText
	O
	It carries additional information.
	--

	additionalInformation
	O
	It carries additional information.
	--

	NOTE 1:	If consumer receives notifications from one producer, consumer can use the notificationId and the objectInstance to uniquely identify all received notifications.
	If consumer receives notifications from multiple producers and notifications of each objectInstance are reported to at most by one producer, consumer can use the notificationId and objectInstance to uniquely identify all received notifications.
	If consumer receives notifications from multiple producers and notifications of one or more objectInstance(s) are reported byo two or more producers, consumer can use the notificationId together with objectInstance and the identity of producer (systemDN), to uniquely identify all received notifications. If the information systemDN is absent, consumer needs other means, which are outside the scope of this TS, to determine the identity of producer.
	How notificationId of notifications are re-used to correlate notifications is outside of the scope of this specification. 
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[bookmark: _Toc130218910]11.2.1.1.4.2a	Input parameters for notifications related to non-security alarms
The notifyNewAlarm notification is defined by Table 11.2.1.1.4.2a-1, if the alarmType is equal to "Integrity Violation", "Operational Violation", "Physical Violation", "Security Service or Mechanism Violation" or "Time Domain Violation".
Table 11.2.1.1.4.2a-1: Input parameters for notifications related to security alarms
	Parameter Name
	S
	Matching Information/ Information Type / Legal Values
	Comment

	objectClass
	M
	MonitoredEntity.objectClass 
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	objectInstance
	M
	MonitoredEntity.objectInstance
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	notificationId
	M
	--
	

	notificationType
	M
	"notifyNewAlarm"
	

	eventTime
	M
	AlarmInformation.alarmRaisedTime
	

	systemDN
	M
	--
	

	alarmId
	M
	AlarmInformation.alarmId
	

	alarmType
	M
	AlarmInformation.alarmType
	

	probableCause
	M
	AlarmInformation.probableCause
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	

	correlatedNotifications
	O
	The set of CorrelatedNotification related to this AlarmInformation.
	

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	

	rootCauseIndicator
	O
	AlarmIngormation.rootCauseIndicator
	

	serviceUser
	M
	AlarmInformation.securityServiceUser
	This may contain no information if the identify of the service-user (requesting the service) is not known.

	serviceProvider
	M
	AlarmInformation.securityServiceProvider
	This shall always identify the service-provider receiving a service request, from serviceUser, that provokes the security alarm. 

	securityAlarmDetector
	M
	AlarmInformation.securityAlarmDetector
	This may contain no information if the detector of the security alarm is the serviceProvider.
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11.2.1.2.6.3.1	From-state
commentSetByServiceConsumercommentedByServiceprovider OR commentSetInternallyByServiceprovider AND  alarmInformationExists.
	Assertion Name
	Definition

	commentSetByServiceConsumercommentedByServiceprovider
	Reception of a successful setComment operation from the service consumer.Reception of a setComment operation and a subsequent operation success return. 

	commentSetInternallyByServiceprovidercommentedByServiceprovider
	Setting of the comment internally by the service producer based on local events.Reception of a local (non-standard) setComment equivalent operation and a subsequent operation success return.

	alarmInformationExists
	The AlarmInformation is in AlarmList.




Next change
[bookmark: _Toc20494534][bookmark: _Toc26975579][bookmark: _Toc35856452][bookmark: _Toc44001308][bookmark: _Toc51580907][bookmark: _Toc52356170][bookmark: _Toc55227740][bookmark: _Toc130219042]11.2.2.1.5.1	Definition and legal values
	Name
	Definition
	Legal Values

	alarmId
	It identifies one AlarmInformation in the AlarmList. 
	

	notificationId
	It identifies the notification that carries the AlarmInformation. 
	

	alarmRaisedTime
	It indicates the date and time when the alarm is first raised by the alarmed resource. 
	All values indicating valid date and time.

	alarmChangedTime
	It indicates the last date and time when the AlarmInformation is changed by the alarmed resource. Changes to AlarmInformation caused by invocations of the management service consumer would not change this date and time. 
	All values indicating valid date and time.

	alarmClearedTime
	It indicates the date and time when the alarm is cleared.
	All values indicating valid date and time.

	alarmType
	It indicates the type of alarm.

Communications Alarm:
An alarm of this type is associated with the procedure and/or process required conveying information from one point to another (ITU-T Recommendation X.733 [4]).

Processing Error Alarm:
An alarm of this type is associated with a software or processing fault (ITU T Recommendation X.733 [4]).

Environmental Alarm:
An alarm of this type is associated with a condition related to an enclosure in which the equipment resides (ITU-T Recommendation X.733 [4]).

Quality of Service Alarm:
An alarm of this type is associated with degradation in the quality of a service (ITU T Recommendation X.733 [4]).

Equipment Alarm:
An alarm of this type is associated with an equipment fault (ITU-T Recommendation X.733 [4]).

Integrity Violation:
An indication that information may have been illegally modified, inserted or deleted.

Operational Violation:
An indication that the provision of the requested service was not possible due to the unavailability, malfunction or incorrect invocation of the service.

Physical Violation:
An indication that a physical resource has been violated in a way that suggests a security attack.

Security Service or Mechanism Violation:
An indication that a security attack has been detected by a security service or mechanism.

Time Domain Violation: An indication that an event has occurred at an unexpected or prohibited time.
	

	probableCause
	It qualifies alarm and provides further information than alarmType. Probable causes are ouside the scope of the present document.
	

	specificProblem
	It provides further refinement to the probableCause. This attribute value shall be single-valued and of simple type such as integer or string. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.2.
	Provided by vendor.

	perceivedSeverity
	It indicates the relative level of urgency for operator attention. 
	Critical, Major, Minor, Warning, Indeterminate, Cleared: see ITU-T Recommendation X.733 [4]. The present document does not recommend the use of indeterminate.

	backedUpStatus
	It indicates if an object (the MonitoredEntity) has a back up. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.4.
	All values that carry the semantics of backedUpStatus defined by ITU-T X.733 [4] clause 8.1.2.4.

	trendIndication
	It indicates if some observed condition is getting better, worse, or not changing. 
	"Less severe", "no change", "more severe": see definition in ITU-T Recommendation X.733 [4] clause 8.1.2.6.

	thresholdInfo
	It indicates the crossed threshold information such as:
-	The identifier of the monitored attribute whose value has crossed a threshold, 
-	The threshold settings, 
-	The observed value that have crossed a threshold, etc. 
See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.7. See also for information in TS 32.401 [19] clause 5.6.
	

	stateChangeDefinition
	It indicates attribute value changes associated with the alarm for state attributes of the monitored entity (state transitions). The change is reported with the name of the state attribute, the new value and an optional old value. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.101.
	

	monitoredAttributes
	It indicates attributes of the monitored entity and their values at the time the alarm occurred that are of interest for the alarm report. How these attributes are chosen is outside of the scope of the present document. See definition in ITU-T Recommendation X.733 [4] clause 8.1.2.11.
	

	proposedRepairActions
	Used if the cause is known and the system being managed can suggest one or more solutions to fix the problem causing the alarm as defined in ITU-T Rec. X. 733 [4]
	

	additionalText
	Allows a free form text description to be reported as defined in ITU-T Rec. X. 733 [4].
	N/A

	additionalInformation
	This attribute when present allows the inclusion of a set of vendor specific alarm information in the alarm.

A specific condition for this optional population is when an alarm presented by the Management System (e.g. via the user interface) has different values of perceived severity, and / or alarm type, compared with the values presented to the Itf-N.

Any other uses of additional information on the alarm and its semantics is are outside the scope of the present document
	The additional information field is a list of one or more information parts.

The present document allows the support of two such information parts to carry
-	vendor defined perceived severity
-	vendor defined alarm type
using defined identification.
Other vendor specific information parts are allowed by using vendor specific identifications.

	rootCauseIndicator
	It indicates that this AlarmInformation is the root cause of the events captured by the notifications whose identifiers are in the related CorrelatedNotification instances.
	boolean

	ackTime
	It identifies the time when the alarm has been acknowledged or unacknowledged the last time, i.e. it registers the time when ackState changes.
	All values that indicate valid time that are later than that carried in alarmRaisedTime.

	ackUserId
	It identifies the last user who has changed the acknowledgement state. 
	It can be used to identify the human operator such as "John Smith" or it can identify a group, such as "Team Six", or it can contain no information such as "".

	ackSystemId
	It identifies the system that last changed the ackState of an alarm, i.e. acknowledged or unacknowledged the alarm.
	It can be used to identify the system, such as "system 6" or it can contain no information such as "".

	ackState
	It identifies the acknowledgement state of an alarm. 
	Acknowledged: the alarm has been acknowledged.

Unacknowledged: the alarm has been unacknowledged or the alarm has never been acknowledged.

	commentTime
	It carries the time when the comment has been added to the alarm.
	

	commentText
	It carries the textual comment.
	

	commentUserId
	It carries the identification of the user who made the comment.
	

	commentSystemId
	It carries the identification of the system (Management System) from which the comment is made. That system supports the user that made the comment.
	

	clearUserId
	It carries the identity of the user who invokes the clearAlarms operation.
	It can be used to identify the human operator such as "John Smith" or it can identify a group, such as "Team Six", or it can contain no information such as "".

	clearSystemId
	It carries the identity of the system in consuming the fault management service. That management service consumer supports the user who invokes the clearAlarms().
	It can be used to identify the system, such as "system 6" or it can contain no information such as "".

	serviceUser
	It identifies the service-user whose request for service provided by the serviceProvider led to the generation of the security alarm.
	This attribute may carry no information if the server user is not identifiable.

	serviceProvider
	It identifies the service-provider whose service is requested by the serviceUser and the service request provokes the generation of the security alarm. 
	

	securityAlarmDetector
	It carries the identity of the detector of the security alarm.
	This attribute may carry no information if the security alarm detector is not identifiable.

	sourceObjectInstance
	It identifies one MonitoredEntity.
	All values that carry the semantics of DN.

	notificationIdSet
	It carries one or more notification identifiers.
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	Parameter Name
	S
	Information Type / Legal Values
	Comment

	objectClass
	M
	HeartbeatControl.objectClass
	

	objectInstance
	M
	HeartbeatControl.objectInstance
	Instance controlling the emission of this notifyHeartbeat notification.

	notificationId
	M
	--
	

	notificationType
	M
	"notifyHeartbeat"
	

	eventTime
	M
	--
	Time at which the notification is emitted.
The semantics of Generalised Time specified by RFC 3339 [X] ITU-T [17] shall be used here.

	systemDN
	M
	--
	

	heartbeatNtfPeriod
	M
	HeartbeatControl.heartbeatNtfPeriod
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